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E Governance Act of 2002
EIBFDEFIEICHIFTI=EE

FISMA(Federal Information Security Management—Modernization Act)
ERFREF L) TAIRDAVNE

ICAM (ldentity, Credential and Access Management)
& 73 B A ASE Y] B CEYIRERISEY) RIS VA TES LTS

FICAM (Federal Identity, Credential and Access Management)
KEEBBHFDOICAMDEETHY . BUFHEEHKE—DICAMBEE  RRANTSUT1 R REH(FEIRHE

OMB M-04-04
NIST SP 800-63
S nIE@{%nIEI/’\)[/(LOA)éiﬁ.IE(lAL FAL, AAL)
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FICAML Y

.allows an organization to construct a trusted digital
identity based on an individual’s defining attributes.

Identity Proofing « Creation = Maintenance
Identity Resolution = Deactivaion

The functions that enable
orgarizations to make
programmatic decisions,
manage enterprise policies,
and promote program
efficiency.

Governance

Enterprise Governance
Auditing & Reporting
Redress
Recovery

Credential Management

.allows an organization to associate a digital identity
with authoritative proof of that claimed identity.

01101001010

Sponsorship * Registraion = lsguance
Maintenance * Revocation

Access Management

..allows an organization to leverage trusted identities
and authoritative credentials to ensure only permitted
individuals are granted access to protected resources.

Paolicy Administration * Entitlement Management = Provisioning
Authentication = Authorization

Cosmos
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The functions that allow an
organization to gocept ICAM
information and decisions
acrgss organizational
boundaries based on an
established trust

Federation
AL g
Aftribute Exchange
Credential Translation
Credential Bridging
Policy Alignment

Hi{# :[dmanagement.gov
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» FCPCA, Federal Common Policy CA
o FPKIORS ATV H—
« SHA1 FRCA
« LAL—
« FBCA, Federal Bridge CA
o FSRRNT Ty
 EGCA, e-Gov CA
» |ICAM Application
« SSA, Shared Service Provider
- BAFEARELE (RREBAFHE)

Cosm OS H # : Idmanagement.gov
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FPKI X LoA (NIST SP 800-63)

Token and
Certificate Policy ID Proofing Credential
Management

Overall LOA
Equivalence

Common-Auth
PIV-I Auth

SHA1 Auth
Common -SW
Common-HW

PIV-I HW
SHA1-HW
Common-High
FBCA-High

FBCA Basic

FBCA Medium
FBCA Medium CBP
FBCA MediumHW
FBCA MediumHW-CBP
Common-cardAuth
PIVI-cardAuth
SHA1-cardAuth

Hi{# :[dmanagement.gov
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O 1B E 2L (Cross-certificate) DRMHREHELTDRY—IvE LS
ORI ARIMBMNELDIEAERY S —ZFERL
LEBSRIRETHY ., RETHH_LZFEH D

FCPCA Policy FCPCA OID FBCA OID FBCA Policy
common-policy 2.16.840.1.101.3.2.1.3.6  2.16.840.1.101.3.2.1.3.3 = FBCA-medium
common-High 2.16.840.1.101.3.2.1.3.16 | 2.16.840.1.101.3.2.1.3.4 | FBCA-High
common-HW | 2.16.840.1.101.3.2.1.3.7 2.16.840.1.101.3.2.1.3.12  FBCA-mediumHW

| common-devices 2.16.840.1.101.3.2.1.3.8 2.16.840.1.101.3.2.1.3.37 | FBCA-mediumDevice
l common-devicesHW | 2.16.840.1.101.3.2.1.3.36 ‘ 2.16.840.1.101.3.2.1.3.38 = FBCA-mediumDevice-HW

H # : Idmanagement.gov
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" Certificate Ea Certificate

| General | Detads | Certfication Path | - | General| Detals | Certiication Path

R Certificate Information
Value

This certificate s intended for the Tollowing purpose(s)
¥ IdenTrust Global Common Roo...

*Ensures the idantity of & remots compuber -~

#Froves your identity to a remote computer d"' RSA (4056 Bts)

*Frobects e-mai messages

+Ensures software came from software publisher 1

# Probects software from alteration sfter publication . . . -
datato be signed with the curment time L e - ¥

* Alows.
@ [1Jausthority Info Acces:
L Authees Ry Key Tderdifie: KeylD=bbco 74 71 83 H 4 5.,

] 2 B T R -
Issuedto: IdenTrust Global Common Root CA 1 (IR Pushribadtinn Branks TANE Costribudion Brack: Cogte ™~ |

Issued by: Federal Bridge CA 2013

Valid from 4/13/2015 to 4/13/2018
Cestificate status:

| certficate is OK.

on

FPKI Partner OID ] Federal Bridge OID Common Policy OID Common Policy Equivalent

2.16.840.1.113839.0.100.2.1  2.16.840.1,101.3.2.1.3.2 N/A No Mapping
2.16.840.1.113839.0.100.37.1 2.16.840.1.101.3.2.1.3.37 2.16.840.1.101.3.2.1.3.8 Medium Device Certificate
2.16.840.1.113839.0.100.38.1  2.16.840.1.101.3.2.1.3.38 2.16.840.1.101.3.2.1.3.36 Medium Device HW Certificate

Hi # : Idmanagement.gov



PIV (Personal Identity Verification)

EI BT S (RUEKE) mIFIDA—F
HSPD12 (Homeland Security Presidential Directive)

OCT2010 —{=sisten

NIST FIPS 201
i Qc|o ——{ organizaton
sTRR=E . Convagey =] Aiaton
DIEEE [=] . m _Eﬂ-"a"""
PIV Authentication s o —[ismeome
Card Authentication — aacerar C o
Digital Signature JoHNw Y
Encryption ~ Sguwe
Sp:g;nngala ’ N
FRi&: i
PACS. LACS
E4
g=1t

Cosmos
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Derived PIV

PIVA—RDfrEEM. PIVIL T v ILEATRIZIEINT LA
LoA3orLoA4

1. Request Issued 2. Request Approved 3. Authentication

B @ @ o = .
o
v
Q An individual requests a derived PIV QO The approval authority reviews the Q The individual contacts a CSP that
from an approval authority request. If valid, it is approved. provides derived PIVs and is
authenticated using their PIV card.

Authentication may ocour virtually (LOA3) or
in person (LOAJ & LOAY).

5. Token Issued 6. Token Activated 7. Functionality Verified

ipB—8 —B —8

O The credential is securely issued to Q The individual is prompted to activate Q The individual verifies token
the individual's mobile device. the token by establishing a shared functionality through a test system.

4. Token Generated

The issuer could be a person or & system.

i 88 : Idmanagement.gov



FICAM Test Program

* Validation System
* PACS Infrastructure
* PIV Reader

Physical
Access
Control
System (PACS)
Topology

Logical Access
Control
System (LACS)

* Access Controls Products
+ Mobile

* PKI Validation Engine

* Caching Status Proxy

* PIV Middleware

* SCVP Service

System

* Application Clients

¢ Badge Holder

® Card reader

¢ PIV Middleware

* PKI Validation Engine

~ e Certification Authority

* Card Management System (CMS)

¢ |dentity Management System
(IDMS)

¢ Enrollment Station

* Issuance Station

H # : Idmanagement.gov



And PIV-I (Interoperable)...

PIVDRAF—LZEZREIZHEK
PIVDHETiZZ4E(@E S L= RE R 1FIDA—F 4+ PIV-IZEEAE

PIVRNTIRER (DFYBAF S AT L BT HEERSF) THREE I Re (AR EE A TE)
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« MEFH FHEEZERITIVYICA
» CertiPath Bridge CA

Air Canada

« RHRDHETRI ockheed i
y CBCA&O)*HEHL nIE' ‘j: R

CertiPath Bridge

P M AO) ﬁ 75\ Z\g (CBCA) Northrop Grumman

Boeing
NextgenlD

Carillon

Netherlands Ministry of Defense

H 8 www.certipath.com
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http://www.ataebiz.org/eBusiness%20Forum/2017%20-%20Amsterdam/Presentations/

LSAP&IX

MZERM DR MTRERICKY ., B mikEe
=SEL-ERIENEH. EiEAAHEM
Hll{E AV BB HIEZFB1T, VY Ib
DIT T HAATZERBAEN,

VIR T7%, WAoo a—
F- B RIREAT L RE TIRIt S B2
HER S AL SAP (Loadable Software Ai
rcraft Parts) EFESR,

1000 software parts

LSAPEHIDOHEZ

40 system/software
suppliers
over three continents

200 software parts

single aisle plane

50 software parts

From Airbus presented atthe 2006 ATA e Business Forum
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VIO 7ERMERE®E DO-178C

VIb I 7 HEEER G DB
L\, ZDEmBE S DEEELR
EMENEEGRE

FAA (7 A)HEFMZER) TIE.
VIR IT7ELUHIEISNSE
BZEOVRTLOEERELL
TRTCA DO-178C(RTCA:Radio
Technical Commission for Aer
onautics) ELVDIRIEETED ., FR
SEBITOLLLHEIERK

%ﬁ@%&%ﬁ@ﬁﬂmﬁ@ B 7 OR# 2T LD

Gui

1es & Method

REWFHEOHTA FZ A

Aircraft Function,
System Function,

Safety information,
Failure Condition %
System Architecture 5

Aircraft and System
Development Processes

System requirements
Allocated to Hardware,
Development Assurance Level 2

Electronic Hardware
Development Life-Cycle
DO0-254

MEEH s A F LOBTF A —Fox
TERAETHEHOHAFT A4~

M E o R TF LEFRT S
F=8HOHAEFT A

System requirements
Allocated to Software,
Development Assurance Level %

Software Development
Life-Cycle
DO-178

MEEEHATLOY 7 T«
TEHRARTE2E-HOHAESA >

B &HAFIM rXEOMEMG



http://www.masc.co.jp/techf/documents/ObjectivesAndToolInDO178C.pdf

JIRHTFLANI

DO-178CTIl&. #PEIRREICHITANDTTVIZISLT. SERED Y IRz 7R IILEZEE LTS,
ZDVIRITT7LRNIILIZIELT. BERBEINED D,

. — | . [ UIrH7 |
BEREOHTIY AR LA
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REBELH DI SLEEINEE
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DO-178CTI&. RD3IDNDV T VIR ITEHETOER YIr T TRRETOER
k770t REEZELTLNAS, (Software Planning Process) (Software Development Process)
-VIbITEETAER

VIO TREITOER o
AVTIILTOER E G
£FOtLREIZ. YTRYITTL AT 5 )L 70+t X (Integral Process)
/i{tl:]iﬂtf:i%ﬁjid'&%ﬁ = VIR T REEETOER VIRIITRIITAER

NE HLNTLYS o (Software Configuration (Software Verification Process)

Management Process) Reviews/Analyses

BEERERTOLR UIrY 7 R BRI TOER

(Certification Liaison Process) (Software Quality Assurance Process)

88 :RTCA/DO-178COFHM MHIT7ORR—RI AT LAMRK &1,
http://www.masc.co.jp/techf/documents/ObjectivesAndToolInDO178C.pdf



YILOITRFETOAREY I TIREE

VIrII7REIOER YIRS OER
< B
LEa—44F
. IN—F9xF I IzTF (FAMT—A, T, &9
gm:?mqtz Prod B A e

T T HW/SW Integration Testing Test Cases, Procedure and
Results

LEa—/4a4
UINTTHAT AR FART—2, T )

b and Amalyses of the

SR bhcacecn Tk Test Cases, Procedure and
LE a—4f(/—R2a—FK) Results
Source Code

LEa—/4HF LE a—/4f
@aTOtR FAMr—. FI #5)
R and Anal Reviews and Amalyses of the

—

Outputs of the Integration Lo oot ntons T Casca Proccdme sod
Process Results

[ ] vorocrmmroea
[ ] vororrmipioeazam
[ ] vororrstidoeAwEa— ) " 10 -

H 8. RTCA/DO-178CHEM MHIZT7ORR—RALRT LI S4t.
http://www.masc.co.jp/techf/documents/ObjectivesAndToolInDO178C.pdf




LSAPY 97 DtEX1 7 EFHEH

Carillon¥t M LSAP-Suite

DOWNLOADING & INSTALLING

R—A 24 787 TLSAPXI it CHEFH

DO178CTEHMfiFEH DY IO T
&8 5 (LSAP)ZEDS4L— (AR

INC827) IZ#&#hL . EDSHOL—KIZE
FEA
EDSUL—hE. fZESH. AT NRNRRRRRRRRRANE

FURRH WHNTEE RIS
%

H 8 - https://www.carillon.ca/
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ATA Spec 42

A passenger armves at airport security: ST
To verify the passenger's identity, an airport security | o .".'

worker inserts the passenger's license into a reader. | = |
: -

DO-178CHRA> CEIICIEO N TN ZT=EHEER S D
VI T7IE, ERICHR S ZE BB E S,
BERANIEED, ERRZIE. VI IZTDEERD
BENTHNSE, BRRmDEESHEMLCDY
FYRT—0ZF N L TIMESHPMROEEFE(C
oY (A

ATA Spec42 (ATA: Air Transport Association of i-"""agﬁjﬁﬁmﬁ;g@mﬁm il

America) [ZTKYZTZERBEOERE -/ \10O v, ! photo on the license (€1 are all the same.

HMBEESH A LS DRZERSKITHL At s _: © e o o

T, HBREANREEZETTOA. PIV-AVA—FIZ s ke sued by  egtinate aubory
— = S = = n » o> DUSET an d a5 no n alened.

FHB RS LU DERE Y O—/ VLK i - o

— ML ESEL TS, poganmeto N\ rom o e el

CONtAn SEnssive DLE: x transaction is securely verified
parsonal HE on the spot, not transmitted
infarmation such over & network or stored

as date of birth as well as biometric in a datahase.

data such as a digital pholo,

H#: Aviation Identification & Authorisation System
>


https://www.iata.org/whatwedo/ops-infra/Documents/Aviation_Identification_%20Authorisation_System_-_White_Paper_-_v1_2015.pd

PIV (PIV-AV:Aviation)

|IATA Aviation Identification & Authorisation System(2015.8)

AIAS — Aviation Identity & Authorisation System

h PIV-AV gains
access to airport secure area
/',\\ to perform maintenance

1

Contral System

Local User Manage:
System [ Airline

Aviation Trust Bridge

Third Party "B” MRO
Certificate Autharity
Issue & Manage
Credentials

Third Party “A” MRO
Certificate Authority

H#: Aviation Identification & Authorisation System

+ ] + +
PIN access to Signed Electronic
private key Record Signature
User with PIV-AV and tablet . A signed record is
creates a new data record created along with an
and signs electronically electronic signature

<f |l
B &

Validatio
Local User Secure Data +

Validation Signature Package
Request

Third Party User

Validation
Request Secure Data + Signature +

Validation Record

&

Identity validated,
transaction authorized

Records Archive
Validation Respanse
(DCSP, CRL, SCVP)

Identity not valid and/or
fransaction not autharized

>


https://www.iata.org/whatwedo/ops-infra/Documents/Aviation_Identification_%20Authorisation_System_-_White_Paper_-_v1_2015.pd

Bridge Trust Model - Federation

Bridge Bridge Bridge
Certificate Certificate Certificate
Authority Authority Authority

Certificate

Certificate
Authority

Certificate |
Authority

Certificate
Authority

Authority

Certificate |
Authority
. ¥

Airport
Authority

Applications and data

Hi88: Securing Your Data —ATA Spec 42,
http://www.ataebiz.org/eBusiness%20Forum/2017%20-%20Amsterdam/Presentations/11-SecuringYourDataBrossard.pdf



ATA e-Business program

ATA e-Business P rogram Design , " Production ; \ Operation , Maintenance p
(i N E Fﬁﬁ JC;}J-!-L EI.D: % ﬁ 75“1%’] jj Configuration Management

L/?iﬂ-‘i 2 ?.Ekﬁ% . li:lll-s *j %&: IE . ﬁ %T)ﬁ;]?oliijﬁflj Maintenance Planning

{fi- E Fﬁ . ﬂﬁ g *% E% ig % i (51000D) Mamtenance Procedures

*% d- é 'I‘%E *& 3.5 m 0) T: &) 0) ‘ Part Identification, Traceability, RFID

E #E (Spec2000. iSpec22
00/51000D. Spec2300. S : :
p Ye 4 2) % 1’E ﬁ‘z i %E *%E%ﬁ Spoc 2000 Industry Performance Metrics

Supply Chain Mgmt/e-Procurement/Repair Order Admin/Warranty

Initial Provisioning Delivery Config Reliability Data

iSpec 2200/S1000D

Electronic Regulatory Documentation

Spec 42
Aviation Marketplace

< | Flectronic Aircraft Logbook | >

In Development - -
I Flight Operations Data/MMEL Data I

———— R —

| Electronic Aircraft Transfer Records -

Spec 2300

Digital Data Security

HE: BAMEFHIRXR


http://www.sjac.or.jp/common/pdf/kaihou/201708/20170806.pdf

ATA e-Business Standards

Spec 2000 - Industry Metrics (ch. 13)

Common Support Data Dictionary (CSDD) Spec 2000 - Warranty Claims (ch. 14)
iSpec 2200: Information Standards for Aviation Maintenance Spec 2000 - Aircraft Transfer Parts List (ch. 15)
iSpec 220 Extract - ATA Standard Numbering System Spec 2000 - Authorized Release Certificate (ch. 16)

Soec 2000 - Electronic Logbook (ch. 17)
Spec 42 - Aviation Industry Standards for Digital Informat
ion Securitv

Spec 2300 - Data Exchange Standard for Flight Operations
S1000D, International Specification for Technical Publications

Spec 1000BR - Civil Aviation S1000D Business Rules World Airlines and Suppliers Guide (WASG)
Spec 2000 - Provisioning (ch. 1) Spec 100 - Manufacturers Technical Data
Spec 2000 - Procurement Planning (ch. 2) Spec 101 - Ground Equipment Technical Data

Spec 2000 - Materiel Management (ch. 3 -4, 6)

Spec 2000 - Repair Order Administration (ch. 7)

Spec 2000 - Automated Identification and Data Capture (ch. 9)
Spec 2000 - Reliability Data Collection and Exchange (ch. 11)
Spec 2000 - Airline Inventory Redistribution System zAIRS (ch. 12)

OosSMmos
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Working Groups

Flight Operations
We

Spec 2300

e-Business Steering Group

i Data _ DHWG Technical
Harmontzation WG Sub-Team

CSDD, DM XML, Data Model,
Mapping Model

Technical Data Rellabiltty WG Provisloning WG
WE (CAWG) ;

ISpec 2200, Spec Spec 2000 Spec 2000 ch. 2, 3, Spec 2000 ch. 1

1000BR, $1000D ch. 11,13-2
Alrcraft Transfer Product Support Warranty WG Repair
Records WG . Mgmt WG i Administration WG =
Spec 2000 ch. 15, Spec 2000 ch. 5,131, Spec 2000 ch. 14 Spec 2000 ch. 7,
Spec 2500 13-3 thru 13.7, 9-3

Maintenance Regulatory Traceability WG Configuration

Exscution WG ‘ Documentation WG . Management WG &

Spec 2000 Spec 2000 ch. 16 Spec 2000 Spec 2400
ch. 17 and 18 ch. 8-4, 9-6

X E-BUSINESS STEERING GROUP
< : htep://www.ataebiz.org/Pages/working-groups.aspx >

Specd2MWG

Aircraft Transfeff/Records WG
Configuratio
Data Harmagflization WG
DHWG Te¢hnical Sub-Team
Digital Security WG

Flight Operations WG
Maintenance Execution WG
Procurement WG

Product Support Mgmt WG
Provisioning WG

Regulatory Documentation WG
Reliability WG

Repair Administration WG
RFID WG



B E R4

nARINC 665 and 827 standards: Loadable Software Aircraft Parts
nATA Spec 42 PKI Implementation Guidance for Aircraft
nAlso known as 8130-3 (United States), Form One (Canada) Each component of an aircraft is track

ed, its lifecycle documented
nAviation Identification & Authorisation System Whitepaper Version 1 August 2015

Airlines for America’
We Connect the World

EXOSTAR AIRBUS A380

Carillon '\ BOMBARDIER Cs300

€ EMBRAER

Ce rtifa th
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EO #BE

Tel: 0598-30-5911

E-Mail: s.hamaguchi@cosmos-corp.com
URL: www.safetyweb.co.jp/
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