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IETF 103 RATS BoF&LY
Root of Trust (RoT)

* NIST SP 800-164

* “Security primitives composed of hardware, firmware and/or
software that provide a set of trusted, security-critical functions.
They must always behave in an expected manner because their
misbehavior cannot be detected. As such, RoTs need to be
secured by their design”

* “Trusting” a Root of Trust is a decision made by the relying party.

https://datatracker.ietf.org/meeting/103/materials/slides-103-rats-rats-problem-statement-02
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OWASP Internet of Things TOP10

@ OWASProri

2018
INTERNET OF THINGS OTFNARCEETRZ10DH

gENEE, FIZ (K-

Insecure Ecosystem lnterfoces

Insecuce wed, backend AP, cloud, or mobile interfaces in the ecosystem outside of the
deyice thad aliows Comprom the device or iy relatad components, Commaon 1ssues
Indlude a lack of authentication/autharization, lacking or weak encryptian, and a lack of
NPt and outpur fitering

REGHEFAND=ZZX LD RN

Loch of Secure Update Mechanim

Lack af ability to securely update the device. This includes ack of firmware validation an
device lack of secure defvery (unestrypted in transitl Dok of anti-rolback mechanisms
and lack of notfications of seconty changes due to updates

" TINAREBDO RN
- MR EEREED RN

Use of Imecure o Outdated Conponents

Use of deprecated o insecure saftware componects/itrares that could alow the device 10 be
cnmptunum This nciudes insecure CUSIOMIZation of operating systert platforms, and \
the use of third-party software of hardware components from a comaromsed suppdy chan

Insulcient Privocy Protection
Users pereonal information stered of the device or in the ecotystem that (s used inssauely,
permmsNon.

[FSAMZZERICAEITI-AE
B ERREM BN -

REFTELGD X)) T4H
v cwasp.orglidex ghplCWASP_itemet_of_Things_Projct [ZFELTLNA? ! ~
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Code of Practice for Consumer IoT Security

-+

EETIOZIL - - AT AT - RAR—VEIZKB T /INA AA—H—_ loT
H—ERBHRBEE. ENSMILTIT)HEREBESE. /NTEHIZNTS
loTEFXxaT4IZRETHRFAE

BELT—3%
aé@ﬁﬁ
IR TD5E

Make it easy for Make installation
consumers to delete B and maintenance
personal data of devices easy

Monitor system

Validate input
telemetry data

data

Securely store
credentials and
security-sensitive
data

MR

Make systems

resilient to No default Implement a Keep software

passwords vulnerability updated

BT INARAD
HEIATFUR

outages disclosure policy

Ensure that
personal data is
protected

Ensure software Minimise exposed Communicate
integrity attack surfaces securely

-

1M7L E S TD
EZET /*‘%E;IE%

Iepi du https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/747413/Code_of_Practice_for_Consumer_loT_Security_October_2018.pdf
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Internet of Things (IoT) Top 10 2014

s |1 Insecure Web Interface

« |2 Insufficient Authentication/Authorization
» |3 Insecure Network Services

» |4 Lack of Transport Encryption

» |5 Privacy Concerns

s |6 Insecure Cloud Interface

« |7 Insecure Mobile Interface

» |8 Insufficient Security Configurability

e |9 Insecure Software/Firmware

« |10 Poor Physical Security

Internet of Things (IoT) Top 10 2018
The OWASP loT Top 10 - 2018& is now available.

« |1 Weak Guessable, or Hardcoded Passwords
|2 Insecure Network Services

« |13 Insecure Ecosystem Interfaces

« |4 Lack of Secure Update Mechanism

+ |5 Use of Insecure or Outdated Components
+ |6 Insufficient Privacy Protection

« |7 Insecure Data Transfer and Storage

« |18 Lack of Device Management

+ |9 Insecure Default Settings

» |10 Lack of Physical Hardening

M EICRAI AIRE N RAFNAFTRIC!
BRfE/ R E RIZET-CEICKYBRMEG XTI RA
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s IETFIE >4 —>3%w O MIVICEA T DIELE{CRARDZD. 1oT
(CBH 9 DM HEA R Z RS L TLYD,

= INT Area
« Iwig (Light-Weight Implementation Guidance) WG

» 0D 8 B2 (B 10T) B8 § 2 il % T BRI =48

anfi
2l

s SEC Area
= SUIT (Software Updates for Internet of Things) WG

« TEEP (Trusted Execution Environment Provisioning) WG
=« RATS (Remote ATtestation ProcedureS) WG

B OTTONSRMERBT Bl DA ERE

https://datatracker.ietf.org/wg/ ( ®

)
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Iwig WG

» SFIDHBBDT) A ATERICFIBINMBDT /1A X OB ER S
(CEEX MRIFZRVEMZEMCUTULE I, #RETEEHE U TATE
U=, E/M{ERA=E0HIRRE T,

 ARBVEFFIAZ S
=« RFC7228 Terminology for Constrained-Node Networks

FHARDILDORICHD [ToTFINA RICEAT I EH] #=RE
CPU. XEY, BHFERAZEREFIFISNIHES (T U T, IBBHBICOTANERE
B4 -
Class 0 Device :
ROM « 100KiB / RAM « 10KiB &H-1X /A
5 )\ ZRBHEKT(IA > F—2RY MEHGEAR
SSL/TLS/& E Dtz 7781E (SR E
Class 1 Device :
ROM ~100KiB / RAM ~ 10KiB &1 X /]
A > —w NCEEEGBIRE TSSL/TLS/R EDiEE EF UF U B EE
Class 2 Device :
ROM ~ 250KiB / RAM ~ 50KiB &H -1 X /)\ ™~
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SUIT WG & TEEP WG
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« [0THERDEERIRT 7 — LD T VEFHO#EH ZREYT
« WD/ S T )1 A 4EE
Classl (~10KiB RAM, ~100KiB ROM ) Hh'¥i5R
J7— LT 7L AN:PCDY T I T 7)) DEFH (I I HRI

s TEEP WG

= TEE(Trusted Execution Environment) t CE)K{EFECED 7 I UH—=3
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RATS WG

« IETF 104 (201943H) 5WG{E

2 0T /A RENEBBDOEEKE(E AT AEUTCEREESNIEEDTH
B &)= EEBR 9 AR Z AR5

= {5l : Remote Attestation

« RNIA—ZEFIDE=FN. HDT/\ARXZRSH—([CL>TRIE=N
HEDTH D EDWREEY DILHHA

Proposed Remote A- esta/ on Model

Attribute cert provisioned Device
by device vendor manufacturer
Privateg/y and X.509 certificate ROT
manufacturer |

provisioned by ROT manufacture Obtain CA certificates to chain
up attestation & attribute certs to

trusted roots.

Lots of assertions
about ROT

Private keys for signing. Dtelief cor Nonce

Lots of Att Key
signed |

assertions Measurements

Stored securely on ROT.
about Remote Attestation Signature and
Device V - public key Lots of

Evidence creation i verification assertions +
R T ' * ﬁ b\ & signing Assertions... process verifica_tion of
O Signed Assertions. .. multiple
signatures
*ﬁ%ﬁ é*l; é H IJ *E Private keys for signing.
Stored securely on ROT.

Relying Party / Verifier

Risk engine

Signature

\_

- https://datatracker.ietf.org/meeting/103/materials/slides-103-rats-rats-problem-statement-02
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IETFCEBEZESH T L\ D Attestation !

s CCERIFEDIETFICH UV TAttestation(CBH9 diE:ah'2 < ERO ki
NTWB, IETFLNNTOEURICHEWLNTEZ < DFEMHNFEE

IETF 102 secdispatch lEntity Attestation Token (EAT)1& %l &V

FIDO Attestation Attestation of FIDO Authenticator implementations
Android Key Store Attestation key pairs in the key store
NEA Collect and send endpoint security posture (e.g. anti-virus SW

state and config) to enterprise collection / monitoring point

RATS /NSF Attestation / Measurement of SW on Network Security
Functions (e.g., firewalls)

TPM Attestation / Measurement of SW running on a device

BRSKI / Zero Touch Authenticates loT devices for enrollment in loT management
system

https://datatracker.ietf.org/meeting/102/materials/slides-102-secdispatch-entity-attestation-token-draft-mandyam-eat-00-00 ( ‘h
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