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Android 7 U4 —< 3>

Android
VA,

A

BETFEATE=D
U —>23>)WWwh—= (APK)

Google Play([CH 1T DEFELICEET DB L HEER

- BEFEBRICAVWDIAMHEIES)7)LIUX A : RSA. DSA
« FEBAZEBEXHAIR : 2033F10H228BFZw’A. 100008 KA EOBEXEAR & #42

"IV —2 3> A\DES, AndroidDevelopers”,
https://developer.android.com/guide/publishing/app-signing.htmi?hl=ja
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APKDIBIE & EFEZ(RSARDIBS

META-INF

MANIFEST.MF 7 AIBEZD/\Y S AERNEFFNETFANT7AI)L

BEAD)\Y S 1ELFAE (PKCS#7DERZT —4)

CERT.SF TP AN EZTD)\Y S AUBLIEENLTFIRTF AL
I

lib [CERT.SF| ZzEB&ZHE CERZ U T,
Hpk 9D

res

assets

AndroidManifest.xml
classes.dex

resources.arsc
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IV —23>07yv I L —R
A p p U p g ra d e https://developer.android.com/studio/publish/app-signing.html

IV —2a3>DpryvITIL—R-FTUS—23>0F7vIIL—RED
)—X9BEE AP/ —ALALRICTPYVIITL—RTES
ESIC. PvTIOL—Renizr7Uo—2 3> CEEUIIETELZUEY,
S AT TIVG—23>0F7VvIF—haeA> X h— wvéﬁm ) \—
23> OIERAZEDVI NHONWIH/ == S Dit IS & — I B35, S AT LALAD
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LWI—=2a > E > e<ibW I Us—2 3> 0TI R M—ILEanNET, ”

“When the system is installing an update to an app, it compares the
certificate(s) in the new version with those in the existing version. The
system allows the update if the certificates match. If you sign the new
version with a different certificate, you must assign a different package
name to the app—in this case, the user installs the new version as a
completely new app.”
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Ap p m Od U |a rlty https://developer.android.com/studio/publish/app-signing.html

“Android AT /ATl 7TV —2 3> R EKRIDI5E. BUIAETERLS
N7 —23>%2BIUJOCATEITICEEI ., kD, S XFAF
NSZEE—DO7T -3 >EUTRDIRVEYD, COXSICINEI7TY
g—23>%FD1-I)LEUTCERTE., 1——ERHEBLCIGUTEES 1)L
AR CEFFCEET, ”

“Android allows APKs signed by the same certificate to run in the same
process, if the apps so request, so that the system treats them as a single
app. In this way you can deploy your app in modules, and users can
update each of the modules independently.”
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SRl (CRDO—R/FT—FHE
Code/data sharing through permissions

https://developer.android.com/studio/publish/app-signing.html
“Android X7 ATIlE. BRNR—-XADERMSZEML TLDIesh, 7TV —
SIVIFEESNICIAE TERLR SN TWBIRIDT T VT —2 3 > (CHReziEMt
TEFY, AUAAETERD7TUT -3 20(cBZ L. BACEDVIER
DFIVIZEITDICET, PITVT—232EF0=RET—IETERTFETH
BCEFEdI, ”

“Android provides signature-based permissions enforcement, so that an
app can expose functionality to another app that is signed with a specified
certificate. By signing multiple APKs with the same certificate and using
signature-based permissions checks, your apps can share code and data in
a secure manner,”
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APKEFEXRDIFIA : FahlSDRE

S. Fahl, S. Dechand, H. Perl, F. Fischer, J. Smrcek, and M. Smith,
“Hey, NSA: Stay Away from my Market! Future Proofing App Markets against Powerful Attackers”,

ACM CCS 2014

I « XI5 : Google Play EDERIIZT L
AL « APKZX : 989,935
- HUSKFEA : 2014F4H

DATHER BCoE&AE 99.98% (380,285/380,345)

227),TUZA | 2860EHMD5. 23MEHMD2

S 2 51.6%HRSA2048. 48.15%H'RSA1024.
0.07%H*RSA512 (277)
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=H =ir. SH k. R /A &R ES. & 8.
“Android 7 T U T —3 3 2 (BT DBFERDOARIRRAE", CSS2016

DGR
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- XI5 : PlayDrone>—4 1w b (Google Play_ ED#ERI7T L))
APKZS : 1,177,599
- HUSHFHA : 201444H

B EXIASE

22 7L TUXL |

B X

BRIRAR

2018/4/17

99.92% (1,177,185/1,177,599)

- sEBAZEDES : 1.56%MD5 (18,380)
- APKDEH : 4.49%H*MD5 (52,866)

49.24%h'2048. 48.13%1'1024.
0.02%H*RSA512E v i (223)
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EL7ILTIUILERY AKX

Algorithm and

RSA1024 567,055 48.13% R CRREE T ‘
RSA2048 580,134 49.24% (Valenta@FC2016)
RSA4096 3,077 0.26%

DSA1024 26,697  2.27%

Others 929 0.08%

Agoritm __poicers L

BEIZEIREE

52,866  4.49% WP

SHA-1 1,123,779  95.45% # FHEHFE (2017)

SHA-256 680 0.06%
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APKEFEHADIRIX : SHSDHAE@SCIS2018
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DT —F Ty hMeIHITHRE

F—ty k | BEBRIBE

PlayDrone 1,177,599 1,178,118 1,178,116
Alandroid 10,655 10,657 10,654
APPVN 34,415 34,433 34,485
Aptoide 138,122 138,172 138,291
Baidu 138,004 138,089 138,122
Blackmart 100,156 100,213 100,367
CafeBazaar 54,034 54,069 54,109
entumovil 235 235 235
Getlar 37,715 37,682 37,689
Mobogenie 31,546 31,570 31,590
MoboMarket 20,095 20,102 20,140
Uptodown 59,428 59,434 59,557
Yandex 22,964 22,969 22,975
zhushou360 204,416 204,567 204,673
Androzoo 3,834,514 3,830,320 3,839,527

2018/4/17

99.85% (5,862,531)

ELT7ITIUX A

APKDE% : 5.96%MD5

(349,478)

[ﬁﬂ41

47.74%h'1024.
0.01%7RSA512 (837)
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sREIAE Fahl5@ SH5@ AR
SEC2014 CSS2016

B E%ERE 99.98% 99.92% 99.85%
MD5#FAH(*1) 0.29% 4.49% 5.96%
i X RSA2048 51.6% 49.24% 49.80%
RSA1024 48.15% 48.13% 47.74%
RSA512 0.07% 0.02% 0.01%
BRNHAR 70%71" 80.58%7" 97.68%7h'

HELRAPRMAY 258k 258k

*1: Fahl5DfER(E. SERAEDERVIILTYXAEAPKDERZ 7 ILTUX LD ELSICDVTODRENDAS A0
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[ 20164128 TORRAE ]

- PlayDrone7—41twv MANTMD5EZFAE512E w FRSAFEFIFAZ LT
WerZTJdUzBES D> O—R
« Nexus?7 (2012)

7 b:l'JZ IV 2SS
MDEAES FINIUZA [ FPTUE (8E
24,244 89.52%
« 52,866fE%22,51 7{EDAPKEE SHA-1 2,801 10.34%
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EESH : BRBE OISR

« Keytool&Jarsignerz¥|HUTCON > RS2 TEH

- JavaSE (IDK) (CH&7E

 EclipsedADTT S+ > CADT Export Wizard¥!FH

- IDK &Android Development Tools (ADT) (C{&kF

« Android StudioCGenerate Signed APK’Z#!| A

» Android StudiolCHk7F
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Java SE MD5E4¥2512E w NRSAFED

Sign for APK

version 6 1024 MD5withRSA MD5withRSA
DSA 1024 SHA1withDSA SHA1withDSA

version 7 RSA 2048 SHA256withRSA SHA256withRSA
DSA 1024 SHA1withDSA SHA256withRSA

version 8 RSA 2048 SHA256withRSA SHA256withRSA
DSA 1024 SHA1withRSA SHA1withRSA

Eclipse with ADT

o e [0k | oy s Sign for APK | Sign for Cert

22.6.3.v2014 1024 SHA1 SHA1withRSA
23.0.7.2120684 8.0 RSA 2048 SHA1 SHA256withRSA

Android Studio

m Key Alg. Sign for APK | Sign for Cert

2048 SHA1 SHA256withRSA

2.1.3 8.0 RSA 2048 SHA1 SHA256withRSA

ARYP: TS/ N T
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*BLARDFER

PlayDrone>—4twv ~k ET512Ew MRSASEZ{FE> TLN 7TV
211 / 223 {EDAPKDIEERZE DN (CZE{LUEATE)

CN=<BBEEF—T—F>{FTYZLDHMES OU= < HBEE
F+—7—K~> O=Android Developers L=Anon ST=Anon C=US

HBEORER. FEDIVTYICKDEKRSNIZI7TITHDZ EHFIEA
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APKEZ(CMD5ZFB U TWLWB 7T UDEERREY) W —Z(C
HIBIT BN FENNZ D

2
Ww—)L - H—EXA 9,515 18.00%
Ww—)L - —EXB 1,428 2.70%
Ww—J)L - bH—EXC 346 0.65%
w—)L - B—EXD 278 0.53%
Ww—)L - H—EXE 224 0.42%
Ww—JL - b—EXF 232 0.44%
Ww—JL - BH—EXG 178 0.34%

Oy mH KR
Ly BB RF

2018/4/17 PKI Day 2018 ™%’



= Yall.)

23

2018/4/17

PKI Day 2018

"

&

(3

1,\:‘
L7

SRR \
B ko



ZRIDZE

ANX—bhIA>imRE
7T UDILK

» IBLEVBIREDS A

BHAE UTIeABia. =X - BAICLD
OSHYiRIHT 3 BRL - URXD AEthFIRU XD
7T UBkEEDFEEIL [@ﬂﬁ’éd)%ﬁ'l‘i LK
ZHEBE M D—lm &
BFELICLD ZEh . L)X &
REEZ=FA LU CEIR BFER - SEAE - @BA\OEMHF

DI\S > ZAHELTLVRL)N

» oS - 7T URED
L U e - BR B DR
) MMEDEALT A

&° \f:s : ‘/ L.
B wom A
- =

24 2018/4/17 PKI Day 2018 <&



DAONTEDEE

- RER(C L BRI <t::$>

EX(CEET SEAORNEY) =

7w IF— REHE IR LI

T2a1—J)UE e e
MR35 T7ILTU X L
| =15

01— K/F— o8 i

I
|
I
|
I
|
I
|
: €7 )L
I
|
I
|
I
|
I

EHRI MR 150
[%%%E@%#&ﬁwc J SRR

[ﬁaﬁ%“/-)MﬂU"@Eiﬂ“ﬁﬁﬁjﬁE C ]

© Spancts,
B ok
R =

25 2018/4/17 PKI Day 2018 %"



FHFEY —)LAITTHBXIGBRIEE(C

[TIRITPKIZEVLC R ERVHEFREE (F. SRAESEMBEVCIRERR]
EWVWDRHRRICI I DONRE

BRENSEHLEL TS (B3VREBN DR TE)
22 (CRIRTAREIRY — LOBE, TS5w NJt —ARIBE

s*ou’i%?°z \d
B sk
26 2018/4/17 PKI Day 2018 e



Sale)

Qu

« RSA/DSAfE

Android 7 FUAD I — REBLDHEH - SEBASAERHAE25FL E
HELZE

e F[ULVIZILITUXXLFA :
RSA512. MD5
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