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ECDSA: The digital Signature Q, Search the blog
algorithm of a better internet Cloudfiare blog

10 Mar 2014 by Nick Sullivan.

US callers
A 1 (888) 99-FLARE
UK callers
+44 (0)20 3514 6970
International callers
+1 (650) 319-8930

Full feature list and plan types
Cloudflare provides performance ai

for any website. More than 6 millior
use Cloudflare.

There is no hardware or software. C
works at the DNS level. It takes only
to sign up. To learn more, please vis
website

Cloudflare features

Overview
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Return Of Bleichenbacher's Oracle
Threat (ROBOT)

 The ROBOT Attack htips://robotattack.org
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"~ Debian OpenSSL (2008)
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(Ron was Wrong 2012)
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A shorter version of this paper will appear in Proc. 21st USENIX Security Symposium, Aug. 2012. Rev. 2; July 11, 2012.
For the newest revision of this paper, partial source code, and our online key-check service, visit https:/factorable.net.

Mining Your Ps and Qs: Detection of
Widespread Weak Keys in Network Devices

Nadia Heninger™  Zakir Durumeric** Eric Wustrow®  J. Alex Halderman®

" University of California, San Diego *The University of Michigan

nadiah@cs.ucsd.edu

© 2018 Internet Initiative Japan Inc. https://factorable.net/weakkeys12.extended.pdf
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PKI Day 2012 CDFAE

http://www.jnsa.org/seminar/pki-day/2012/data/PM02_suga.pdf

c THEIVIOE—ZEERTEDIRENE SN
- ERVSBDD... TNERBRTHOIFHLL

« BT —AN—RZEEELT, CNETICFIHSINT-

[MfEOEILBIZFE > TUVELIERE TS HEEA
— factorable.net LEIB kDB —E X

— Z/5|: Debian OpenSSL# 4 e RERFICB s 7-DB

BREFRETLDICT S
— BIZIEN A 2012 EVMIA D L5 EBEEE
: COREZFANBVT A REHENELNELOTER

Ll

-
=
-
<

E
B

E
~
E
=

 —

BN 11|



.-:II
| _—
—
B
=

Rump session at CRYPT0O2013

» Heningerbh\#es
— “Factoring RSA keys from certified smart cards:
Coppersmith in the wild”

— “Factoring as a service”
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_ Taiwan Citizen Digital Certs

I

e 300 FMMDEFBAEAEHELDAPH —/ M5 AZ
— 9562305 IE 1024-bit RSA, 705 #1%2048-bit
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Taiwan Citizen Digital Certificate

Government-issued smart cards allow citizens to
» file income taxes,
» update car registrations,
» transact with government agencies,

> interact with companies (e.g. Chunghwa Telecom) online.
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FIPS-140 and Common Criteria Level 4+ certified.
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Most commonly shared factor appears 46 times
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Next most common factor appears 7 times
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Some more prime factors
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" Predictions (December 2012)
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Bitcoin developers say critical Android flaw
leaves digital wallets vulnerable to theft

By Ellis Hamburger on August 11, 2013 0506 pm &8 Email W @hamburger

http://www.theverge.com/2013/8/11/4611770/bitcoin-critical-android-flaw-digital-wallets
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What happened

We recently learned that a component of Android responsible for generating secure random numbers contains critical

weaknesses, that render all Android wallets generated to date vulnerable to theft. Because the problem lies with
Android itself, this problem will affect you if you have a wallet generated by any Android app. An incomplete list would
be Bitcoin Wallet, blockchain.info wallet, BitcoinSpinner and Mycelium Wallet. Apps where you don't control the private
keys at all are not affected. For example, exchange frontends like the Coinbase or Mt Gox apps are not impacted by
this issue because the private keys are not generated on your Android phone.

© 2018 Internet Initiative Japan Inc.
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Elliptic Curve Cryptography
In Practice

Joppe W. Bos, J. Alex Halderman,
Nadia Heninger, Jonathan Moore,
Michael Naehrig, and Eric Wustrow
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Repeated ECDSA Signature Nonces
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158 bitcoin addresses repeated signature
nonces.

Address 1HKywxiL4JziqXrzLKhmB6a74ma6kxbSD ]
has stolen 59 BTC ~ 3.6 million rupees from
these addresses.

3 of these repeats due to Android Java RNG
vulnerability.
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ROCA

The Return of Coppersmith’s Attack:
Practical Factorization of Widely Used RSA Moduli’

Matus Nemec Marek Sys’ Petr Svenda
Masaryk University, Masaryk University Masaryk University
Ca’ Foscari University of Venice syso@ii.muni.cz svenda(@ i muni.cz

mnemec@mail. municz

Dusan Klinec Vashek Matyas
EnigmaBridge, Masaryk University Masaryk University
dusani@enigmabridge. com matyas@fi.muni.cz

https://crocs.fi.muni.cz/public/papers/rsa_ccs17:
© 2018 Internet Initiative Japan Inc.

D IR |

OO
©



‘The Return of Coppersmith's Attack

« ROCA: Vulnerable RSA generation
(CVE-2017-15361)
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(Infineon Technologies AGH!) D R EZ 151
* 750,000 TRAL=7IDh—FIZFE
- Z(I15 AN A IZEE#R=>o71=
estonian world

how estonians see it

{0 | L

Life Business Technology Culture Security Knowledge Opinion People

BER 5, 2017 - 4 COMMENTS ENJOYING ESTONIAN WORLD STORIES?

BY ESTONIAN WORLD IN TEGCHNOLOGY - SEPTEMBER &
I am——
- _

http://estonianworld.com/technology/possible-security-risk-affects-750000-estonian-id-cards/F
© 2018 Internet Initiative Japan Inc.
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2 B (R THEBINTLELODH)

| Domain name |

Analyzed datasets

| # Vuln. keys/devices | % Vulnerable |

Complete/larger-scale datasets

Certification authorities
ePass signing certificates
Estonian elD

Estonian mobile elD
Estonian e-residents
Viessage security
Software signing (GitHub)
Software signing (Maven)
TLS/HTTPS

Trusted boot (TPM)

all browser-trusted roots (173), level € 3 intermediates (1,869)
ICAO Document Signing Certificates, CSCA Master Lists
sample of 130,152 randomly selected citizens

sample of 30,471 randomly selected citizens

sample of 4,414 e-residents

ey server dump (9 M
SSH keys for GitHub developers (4.7 M)

signing keys for all public Maven artifacts

complete IPv4 scan. Certificate Transparenc

41 laptops with different chips by 6 TPM manufacturers

imited, custom-collected datasets

71,417 keys
0 keys
4,414 keys

,892 keys
447 keys
5 keys
15 kevs

Payment cards (EMV)
Programmable smartcard
Software signing (Android)

13 cards from 4 EU countries, 6 with Manufacturer chip
25 cards from JCAlgTest.org database, 6 with Manufacturer chip
1,080 top ranking applications and games

0 keys
2 cards
0 keys

Table 4: The summary of the number and fraction of vulnerable keys detected in different domains. The domains are ordered

lexicographically and separated into two groups based on the representativeness of inspected datasets.

» {0447

© 2018 Internet Initiative Japan Inc.
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¥ TPM (Trusted Platform Module) : AL X 1) TFABEDHEE (XIS —) ZIRHETHLSI
https://crocs.fi.muni.cz/_media/public/papers/nemec_roca_ccs17_preprint.pdf
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https://github.com/crocs-muni/roca

ROCA detection tool

This tool is related to ACM CCS 2017 conference paper #124 Return of the Coppersmith’s Attack: Practical Factorization of
Widely Used RSA Modauli.

* RSAlb(SEIfREEGESF-EYaA—IL)T
R SNT=LDONEINTFYIAEE
7.|_./7’r/}]|ﬁ"bS/M|MEH&(roca@keyche3t net)%&%)

¢/ KEYCHEST

W

ROCA Vulnerability Test Suite

Information and tools to test RSA keys for the ROCA
vulnerability

https://keychest.net/roca’

T T

© 2018 Internet Initiative Japan Inc.




Fingerprinting

¢« BUFELV VT IL BEDREMTFIVY)

[ &, L0, 45, 1, e, 93, 06, W, 3 A8, 45, AF, 53 98, 867, A, i, S, B Ml
103, 107, 109, 113, 127, 131, 137, 139, 149, 151, 157, 163, 167]

self.primes

=

self.prints = [6, 30, 126, 1026, 5658, 107286, 199410, 8388606, 536870910, 2147483646, 67109890, 2199023255550,

8796093022206, 148737488355326, 5310023542746834, 576460752303423486, 1455791217886302986,
147573952589676412926, 20052841432995567486, 6841388139249378920330, 207530445072488465666),

self.tested 4= 1

for 1 in range(e, len(self.primes)):

- IR

if (1 << (modulus % self.primes[i])) & self.prints[i] == @:

return False

self.found += 1

return True

https://github.com/crocs-muni/roca/blob/master/roca/detect.py

© 2018 Internet Initiative Japan Inc.
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£S5V EDEBVVESE

E-H‘I ] " - " 5 Ea g x= . . L 1{]?2
F 2420 | —@— Full order of 65537: number of attempts with naive application of Coppersmith's attack - =
: se00 1 * Order of 65537 for optimized M': number of attempts for optimized order of 65537 x 10
= a0 ] X Worst case factorization time estimate X | 10%
— E_ ‘ 1 No practical attack (theoretically possible - but lattice up to 71*71 insufficient) x5 £
= o ] Attack not possible based on Coppersmith's attack (not enough known bits) x | 10%
= 2340 Simulated private keys based on knowledge of real public keys xx 10> a
el ] o
a2 2320 x - 104 g
E". 2300 o r10* ;
o ] - 1048 E
= 5280 ]
E 2 ] L 1{]#5 =
= 9260 ] L 1042 o
g 5240 ] - 103 =
=" ] i 36 .
=R 2220 ] 10 :
i ] - 104 L=
S 9200 ] | 1030 T
:E 1 1{] 'E
'E 2‘1E|D L 1{]2? 3
g 2160 L 1024 é‘u _.
=~ 9140 ] L 1022 9 =
" ]
. : - 10%% S
) 9120 ] g -
) ] -10%° I '
: 2 100 ] B 1{]12 k= _—E‘-l
- 10° |
@ £° 1 i =
= M 2 al e
o B ok = |
240 ] * g
22& - e
] - 8./5 hours
(1) SIS S — I S I — 10-%°

?EE 1()24 lzﬂﬂ 1535 1?92 2{!48 23[!4 255ﬂ ZEIE TD?Z 334!3 3-"134 334(} 4[I9'E
Key size [bilts]

https://crocs.fi.muni.cz/_media/public/papers/nemec_roca_ccs17_preprint.pdf
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http://www.jnsa.org/seminar/pki-day/2012/data/PM02_suga.pdf
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http://www.jnsa.org/seminar/pki-day/2012/data/PM02_suga.pdf

Predictions
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« ACSAC2017T
ROCAD RxFH IR

) CS

Centre for Research on
Cryptography and Security

Measuring Popularity of Cryptographic Libraries
in Internet-Wide Scans

Matus Nemec Dusan Klinec Petr Svenda
Masaryk University, EnigmaBridge, Masaryk University Masaryk University
Ca’ Foscari University of Venice dusan@enigmabridge.com svenda@fi.muni.cz

mnemec@mail.muni.cz

Peter Sekan Vashek Matyas
Masaryk University Masaryk University
peter.sekan@mail. muni.cz matyas@fi.muni.cz

© 2018 Internet Initiative Japan Inc.
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Table 1 - Comparison of conventional and quantum security levels of some popular ciphers.

. Algorithm Key Length Effective Key Strength / Security Level

Conventional Computing Quantum Computing

RSA-1024 1024 bits 80 bits

RSA-2048 2048 bits 112 bits

3 bits U DITS
ECC-384 384 bits 256 bits 0 bits
AES-128 128 bits 128 bits 64 bits |
AES-256 256 bits 256 bits 128 bits

Note : Effective key strength for conventional computing derived from NIST SP 800-57
“Recommendation for Key Management”

Iy

http://www.etsi.org/images/files/ETSIWhitePapers/QuantumSafeWhitepaper. pdf
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PROJECTS

Post-Quantum Cryptography

f G+ v
Project Overview S PROJECT LINKS
First PQC Standardization Conference Overview
April 12-13, 2018 FAQs
News |
NIST has initiated a process to solicit, evaluate, and standardize one or more quantum-resistant public-key cryptographic Events —=

algorithms. Nominations for post-quantum candidate algorithms may now be submitted, up until the final deadline of

November 30, 2017. Publications

Presentations =
Full details can be found in the Call for Proposals Announcement and/or the Post-Quantum Cryptography ?ﬂ
Standardization page. ADDITIONAL PAGES ‘i
Advice for submitters can be found in the FAQs (Question 19) Post-Quantum Cryptography Standardization E
Call for Proposals
Background Submission Requirements
Cover Page

https://csrc.nist. gOV/lSFOJGCtS/POSt Quantum-Cryptography:
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NIST PQC Standardization

« 2025%

KbV B ALIZIR#EYE

Timeline

Nov. 30, 2017

April 2018

3-b years

2 years later

Submission deadline
Workshop - Submitters’ presentations

Analysis phase - NIST reports on findings and more
workshops/conferences

Draft standards available for public comments

LAl

Nov. 30, 2017

Dec. 2017

https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/asiacrypt-2017-moody-pqc.pdf

April, 2018
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