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Cryptographic Algorithm Type Purpose Impact from large-scale
quantum computer
AES Symmetric key | Encryption Larger key sizes needed
SHA-2, SHA-3 Hash functions | Larger output needed
RSA Public key Signatures, key | No longer secure
establishment

ECDSA,ECDH Public key Signatures, key | No longer secure
(Elliptic Curve exchange
Cryptography)
DSA Public key Signatures, key | No longer secure

(Finite Field Cryptography)

exchange

https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/Post-
Quantum-Cryptography-Standardization
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Company

Intel

Google

IBM

Rigetti

USTC (China)

lonQ

Silicon Quantum

Computing Pty

Univ. of Wisconsin

Type

Gate

Gate

Gate

Gate

Gate

Gate

Gate

Gate

Technology

Superconducting

Superconducting

Superconducting

Superconducting

Superconducting

lon Trap

Spin

Neutral Atoms

Now

49

712

50

19

10

N/A

Next
Goal

TBD

TBD

TBD

TBD

20

20-50

10

TBD

https://quantumcomputingreport.com/scorecards/
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ekl fRERIZ AL EREubit
RSA 2048 4098[1,2]

RSA 3072 6146[1,2]

ECC256 1800[1], 2330[2]

ECC 384 2700[1], 3484[2]

IHIR : ~72qubiti2 &,
L=, IHITRSA(2048bit) . ECC(256bit) DA S ELTES? ?

[1]A.Fowler, et al., "Surface codes: Towards practical large-scale quantum computation”,
[2] M. Roetteler, et al., "Quantum resource estimates for computing elliptic curve discrete logarithms"
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