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APDU(ISO 7816-4)

Case 1 CLA INS P1 P2
Case 2 CLA INS P1 P2 Le
Case 3 CLA INS P1 P2 Lc Data

Case 4 CLA INS P1 P2 Lc Data Le
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APDU;&{Zfl - SELECT FILE

A4 02 0C 02 00 01 # SELECT FILEO<VK )
00

B0 00 1 READ BINARYO~ >R
10 0C | XX XX XX XX XX XX XX XX XX XX XX XX] FF
4 02 0C 02 00 02 # SELECT FILEO<>RN
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B0 00 00 FF # READ BINARYOT VR
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PKCS1 Digestinfo

" SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER \
shal(1 3 14 3 2 26)
NULL

3
OCTET STRING XX XX .. XX XX

}

. J




_OpenSC JPKIA—F FZAN © 0SSTech |

O—kF<IwvY

- A— R I v RO

- OpenSC A— R RS 1 /\EH

« F—T>27 PKCS#11 3E&

. PKCS#15 ND—kFIZal—>3>
NEVEAEREED & X




_OpenSC JPKIA—F FZAN © 0SSTech |

EIRZEIHBWT
- BEMDAIC

« TRDAIC




_OpenSC JPKIA—F FZAN © 0SSTech |

OpenSC X%

Xx—5— | Firefox Windows 0SX ]
10
[OpenSSL][ PAM ][OpenPGP][ e ][,.JﬁLAN][ Basecsp][ﬁF_h_,

( OpenSC )
| PKCS #11 API J minidriver] ( tokend |

PKCS #15 PKCS#lSIE:LI/—“/El‘/l " " " "JPKII |

1SO7816 Cle =y

maxa )7 F2 (0 ) ) |
J

 essss—

PCSC / WinSCard

N ) =

12



_OpenSC JPKIA—F FZAN © 0SSTech |

OpenSCH—F KZ1 N

- esteid(TX ~Z77)
- Belpic(RJLF—)

- DNlg(X R >)

« CNS(r %1 7)

- ptelD(ZRIL kA )L)
. PIVEKE)



_OpenSC JPKIA—F FZAN © 0SSTech |

PKCS#11 APIs

- C_Initialize()

- C_FindObijects()
- C_Login()

- C_Sign()

- C_Finalize()
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N1+ N\N—hH—FKTSSH
https://www.osstech.co. jp/~hamano/
posts/jpki-ssh/



https://www.osstech.co.jp/~hamano/posts/jpki-ssh/
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o~ Jdi 5

SSH2_MSG_USERAUTH_(SUCCESS/FAILURE)
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SSH 2 F#EE35

byte SSH_MSG_USERAUTH_REQUEST
string A—H—%

string H—E X%("ssh-connection")
string SREEX YV v R4&("publickey")
boolean TRUE

string BT ILT ) X L%("ssh-rsa")
string AR

string B4

% Y

byte SSH_MSG_USERAUTH_REQUEST
string 1—%—%

string H—E X%("ssh-connection")
string SREEX Y v R4 ("publickey")
boolean TRUE

string AFA#E 7L X L%("ssh-rsa")

wg NG /




_OpenSC JPKIA—F FZAN © 0SSTech |

7 SRR

=ad
== Microsoft Edge 4
Internet Explorer 11| 3¢
I8 safari 4
®  Google Chrome v X
e Mozilla Firefox V4R 404




OpenSC JPKIH—F K ZAN © 0SSTech |

TLS 7 21472k I:lll..\l:IIE with
Microsoft Edge

Windows #4151 X Windows %171 X
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TLS 7 5']’ 7? h I:lll..\l:IIE with
Mozilla Firefox

TFA)TFAES 2 —IETI A2 i &

VNSS Internal PKCS #11 Module OpenSC

Generic Crypto Services C:Atmpopensc-pkes11.dil

Software Security Device
User Authentication PIN (JPKI)
Digital Signature PIN (JPKI)

v Builtin Roots Module

Builtin Object Token
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github.com/open-eid

O This organization Pull requests Issues  Gist a +- P

Open Electronic Identity

Estonian Electronic Identity Scoftware

Tallinn, Estonia hitps /A ria.ee/public- martin paljak@ria e
Repositories People 1
P I
Filters ~
People 1>
. martinpaljak
Siva Java %6 1 P iartin Paljak

Signature Verification Service

Updated 4 hours ago

digidoc4j Java %23 P8
DigiD
r

Java. Javadoc

4 hours ago

firefox-pkes1l-loader cMake &2 [0
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github.com/JPKI

Pull requests  Issues  Gist

09 JPKI

h Software for Japanese Indivisual Number Card
Japan

] Repositories People 1 Teams 1 Settings

Filters =

c %o

and middleware, PKCS#11/MiniDriver/

Go &0 Pl

a +- -

People 1>

hamano
HAMANO Tsukasa

Invite someone
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OpenSCY—X LRI kU

- github.com/OpenSC
« OpenSC/master

- github.com/JPKI
« OpenSCl/jpki = 0.16.0 + JPKI patch
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GNU Lesser General Public
License

« 77U + LGPLZ1 73>V RIEcHE
- 771) + LGPLS 17>V [EH
- 771 + LGPL S 7<) static link

B glibc, GTK+
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mynad~v¥ > F
https://github.com/jpki/myna
r 2
$ myna --help
COMMANDS:
card FHEEZRT
cert AEAAZE Z R~
sign CMS Z4
L pin_status PINXT—4X X )

- %


https://github.com/jpki/myna
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CMS E4 (RFC 5652)

$ myna sign \
-i XET 7L\
-0 BEHNET T 71
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EH:

$ openssl cms -verify \
-CAfile CA.pem \
—-inform der -in &7 71l
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