N A "’ NPO HEXRY h7—2€F a1 VT B
L 7 Japan Network Security Association

PKI Day 2014

HTLWVEFEA
~IF9RIEBINAILELR LIEPKIEL ~

= Hh (miyachi@langedge.jp)
BEFEBRWGH I —F—/AX)LT7YTTF)—5—
(BERE#HIVT-TyD)

2014 &£ 3 A 13




BYI BEFELLIT? JNSA

http://ja.wikipedia.org/wiki/BBFE % KUY
EFEBEALEIL., EHMHRER(BEFXE)IZME5T 5. EFHE
HEETHY . MXEBICHBITHENPOY A2 (BR)ITHET HERE
ZIE=T3DTHS, EICAAER. BE-REDULITA)FEL
D=-HIZAWLWGLNS,

DFYLT2IEBZHRELI-RKINTHEAEE A D,

IZZI_E?L?\BHJJ:(ZFAEEWU) — rnﬁh\J
2 RS ARG (EEHSRER) — M)

PKIZFIALI-BFERIIBEFELD—FEIBTALY,
AKBIHDZIRYEFERLZRELTHS,

Copyright (c) 2000-2014 NPOBA#y+)-9t%1) 7%= Page 2




£512 FIFBEOEIL JNSA

CEMOIDITHEFITOFRARENZZLTLNS,
DS5AT U NREE:

PCH),

IMLENSILInRESATRIREANLL 1=,

AMDREAFAELTRYT—FIA 2B ANImREGEDT=,

H—/\I5

15 -

AUTLUIANLITIORANRBENLI ST,

By —

EANSEH S —ERADT Y aTvIAN,

el T T DIZZEEIC K YFEREL N IL D BAREE

DS IREENSILD2DDIRBEBLT LA BB IZHE T,
A B (EF)

IREDEIENEFERZRELTHS,

Copyright (c) 2000-2014 NPOBA#y+)-9t%1) 7%= Page 3




HILWEFER - RBDODT7 4

1) A0 (i)
B & B DM 71T &7 5a

2) xFLURFDRBN (BHSA)
HS5HKREL : AWS CloudHSM
JEPKIZE L :OCRAT A LINAT—K

3) U5HYREZEENSILEL (Fih)
4) EFERZRWGOD;EENETE (Eith)

Copyright (c) 2000-2014 NPOBA#y+)-9t%1) 7%=

JNSA



EFEL ORI JNSA

Shell model [Z&Y)

REL R ASE
EXDPKIZEFER ApgRLSINGE 20 T8 0~

(BEREREE) -ﬁ@%&;@ Y7 OHEAREERTNG
PKIE
RT¥ES Chain model [Z&Y  &RIEAPKIETILAB R
FHLLWPKIEFEHR FLIURLHLERE — EE5EEAHIH
(RAYELER)  ELEVBYESs BRASBARLYE
LA TIEFE THHEERAMIE?
w £ H—F2A4 LK RFAEEETITIERLT
/\ IS =]
9 gfrﬁr\tﬁgb_l\ N AY—ER WA HHLHYEHL
~ ZOFEiT H5
EPKIEFESR

TETURRER  uegyEcAA G o T TET
(*@%% SERD R CEEMNHZHEER (H59RELZ THER)

Copyright (c) 2000-2014 NPOH A%y I—-9t%1) T3 = Page 5



PKIEFE4 : Shell model (B A 4th) JNSA

RootifBHE e - Y
CAGIEAE e - °
EEGFEAE e ®
OEBLIEWESICREIES
hﬁﬂ\go
L O Ak -
ZE LR FREEEEZI 1 FREEEEZI2
- O B3 X HETh
EHZL TITEDERE
WREINBEI=TF—HAD
BA LARRTHFEEIR #s
= 5L BHEA GE
Hb,
\_

Copyright (c) 2000-2014 NPOBA#y+)-9t%1) 7%= Page 6



5 F & 44 : Chain model (F1*V#E,

PKI%

) JNSA

X BB ! EFEAWGTHETE.

RootiFFAE @

CASIHIE @@ -~~~
BRIMERSEHZDS
_ MEAR %L RTINS,
EEZEBRE THENSTCRLEEY
A ZPAKRELTSILN ?

¥ fE]

(E,Hﬂ§%‘6‘

LnEFa

I 7—hATEA LRA
VIEFET S,
THNTRLOMN? ?

17 LR Z A FREERFZI 1 FREERFZI2
MELI-IBE O & O &M

REEREORED
HEDTSHLALERR

LTHL

LENHDE

EZ T,

Copyright (c) 2000-2014 NPOBA#y+)-9t%1) 7%=

A7 ILTYX LEFRIEET)

Page 7



JEPKIE

S FER H—

A LA

JNSA

NRIA—F AL —ZHELTEA1ED/ Y A EXEFBLAXEEICRESNSEICIEE,
BREIAL A — B8O T80 bEF LI\ 1 EERALERTER 1ED/ v 1 BEER LRV EIZAMR,
BEE: AV H LT —4-BELEF—LREBL - ALY —4F->TEHEL -/ aBEFHEIcaREN =\ BEEREL.

T—HDEHRE AMEREE.

1970 January 1st 00:00:00

http://www.quardtime.com/

l

ejejejejojojoje] | | | | |

|+ ALv5—DB

Guardtime

= b=k N\y¥a

.........

A7 I ZR9—

)

M&a%

/'\
j. 0 O \.

....G...

e
/{. .\.\

BEr77Y

Nw 1.‘ EZ

BEr 7

Copyright (c) 2000-2014 NPOH A& #yr)-

7Y -

JEPKIDIEHLIL ., FSERAESH
DEFEFI—TITEL FH
il NS Y g VA= R 1]
=HFALTIESE Ti’&ﬁﬁﬁ'd’
éﬁ ﬁ?ﬁf*ﬁnﬁ?ﬁ‘j ﬁbo

ETHFRHEERADBIC
Ny aT LT X LfESE

= | LETEMTHS,

H—E2A LHIESHR—IL
[SRHNHYBCKTEDONT
W5, RELENEFND,

& H—RBERIALRETD
IDYI=fE R HATHEA ISR
ST

Yt T = Page 8



KEDEFEREILPKIE

el

’.)H'b’h«éls

ENBFERADE
ﬁ"']lw?féﬁé*ttsﬁ)éb\li IEEI’J( T O EREE

QFPKIEE?%% , Ei%%ﬂim (Digital Evidence) JNSA

5 FEAIXEKRLTULVELY,

EFI7AatEX]

:?E/]_E-’?s if: (i E

EEQF'EH N E

DFEYARIGNDEFHILGIE T X GEHL) A NIERLY,

mill mm mm

EFH7OEREESIRKRTIEIUVIIZESRIEDIINERE .,
= FRIGRIE T Ot R EZ D EFEEHL (Digital Evidence) WEE,
S FAELD—FEELTPKIRFERVEFENDOINKYIEIRA S,

% K [E/EETIXDigital EvidenceD A MRS A4 W0IL—ILHH S,

http://en.wikipedia.org/wiki/Digital evidence Digital Evidence (Electronic Evidence)

http:// www.acpo.police.uk/documents/crime/2011/201110-cba-digital-evidence-v5.pdf

Copyright (c) 2000-2014 NPOBA#y+)-9t%1) 7%= Page 9



\J
P4

-
v

* Ip le: {\"Z[ = % I_T.T_ é : S SCD (Secure Signature Creation Device) J N sn
[TT——

SSCDIZIEFHSMUSMZH R Y —FH—FOUSBM— 23
EEND, IZE N LDSIMA—FESSCDO—ETH . Server side |

~ SSA(H—REBLTT) SCDevV (B2 4£HT/S1R)
>
\‘ rY £BZF (+ SAD) .
/ SCDtYh7 v I
Signer2 2 SBIES Signertas SCDid SCDF 554 ~—F
I (SAD)
. : I DTBS
o e SCDid

Signed SCDev&LTSSCD
ev
document DB (HSME) %= FIFH
. J

DTBS Data to be Signed SCDid Signature Creation Data Identifier
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SCD Signature Creation Data HSM Hardware Security Module
SCDev Signature Creation Device SSCD Secure Signature Creation Device
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https://www.comfact.com/Product/Signing/
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i EOCLELEABRIC

B e {2 e ) | BEBISHEEA.
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75 KZE 41 ProSale Sigining 0 API JNSA

https://www.comfact.com/Product/API/

X FTZAPIDFLLMERITENEL ST, BKAF,

Business Application ProSale Signing Signing Client

Create Signing Instance = < Approve Document
Get Signatory =2 < Decline Document
Get Signing Instance Info = € Get Auth. Request URL
Remind Signatory = € GetDocument
Update Signing Instance = € Getldentification List
Verify Signed Document = € Get Signing Instance
Withdraw Signing Instance =

21)v49 L TAPIDERBA
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https://www.echosign.adobe.com/

AdobeMNBURLI=U975OFEZY—E X,
IRTE (X Adobe Reader/AcrobatlZf i & s f-H—E XIZ,

*
-l | B&  ER Wl | BE R
Adobe Reader i — : :
- - ~/ = |l NEBLES
NotEREZD
THIFA A8, AR =
T s==r=zEm NEOEEEBELETH ? (7]
Adobe EchoSign BEHTaE. SI9TYEICERT
v Frwle—SFEN %E_%;JEJ?:&RI’E&QEE?’L, vECELTINDEE

AL EEE

ELHICEE
ECHEIE

Powered by Adobe EchoSign

EEFEH. BUITEE »

» EFEH

Powered by Adobe EchoSign

- Adobe CDS FEBAE T
» S7ESR

PKIEFERHIND,

<echosign-certified@adobe.com>

= Adobe EchoSign e-signature service < echosign-certified @adobe.com>, Adobe »
* Systems Incorporated |C 4> TEEBAEN T 0. SERASA" Verisign CA for w EZIFI
Adobe CDS [E L2 TR SN TNET .
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757 E 4 2 :EchoSign M API ,’NSA

https://secure.echosign.com/public/docs/restapi/v1

[

. . APIDRFE :
EchoSign REST API Version 1 S T ILTRL

tokens : Access Tokens (BREELT7 VANV ZEEISF) FEFEFHOTLVS,
post /auth/tokens Issues an access token for a user of an application.
transientDocuments : Transient Documents (FF2 AV D7y TO—RERF AV MDEE) v
post /transientDocuments Uploads a document and obtains the document's ID.
agreements : Agreements (S EMNIE XEHRBHILE-RAANERDAICEE)
post /agreements Creates an agreement. Sends it out for signatures.
get /agreements Retrieves agreements for the user.
get /agreements/{agreementld} Retrieves the latest status of an agreement.
get /agreements/{agreementld}/documents Retrieves the IDs of all the.
get /agreements/{agreementld}/documents/{documentId} Retrieves the file stream of a document of an agreement.
get /agreements/{agreementld}/auditTrail Retrieves the audit trail of an agreement identified by agreementid.
get /agreements/{agreementld}/combinedDocument Gets a single combined PDF document for the documents associated.
put /agreements/ {agreementld}/status Cancels an agreement.
reminders : Reminders (f#{&)
post /reminders Sends a reminder for an agreement.
users : Users (—H184E)
post /users Creates a new user in the Echosign system
get /users Gets all the users in an account.
libraryDocuments : Library Documents (fRERF A2 MMELE)
get /libraryDocuments Retrieves library documents for a user.
get /libraryDocuments/ {libraryDocumentId} Retrieves the details of a library document
get /libraryDocuments/{libraryDocumentld}/documents Retrieves the ID of the document associated with library document
get /libraryDocuments/{libraryDocumentld}/documents/{documentId} Retrieves the file stream of a library document.
get /libraryDocuments/ {libraryDocumentld}/auditTrail Retrieves the audit trail associated with a library document
get /libraryDocuments/ {libraryDocumentld }/combinedDocument Retrieves the combined document associated with a library document
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https://signnow.com/

Barracuda Networks, Inc. D725k (E/\ (L) BRH Y —E X,
VRIEPKIEFEAEZ Y —/N\EBRLELTHELTLM:ET ...
AL THELIRAEITIEPKIE [ ZH->TWNVS LST,

Al
Bl T — EET (LK
. @) Email 2 Copy YERCIE AT BE,
Add Fields
Get Started ﬁq
_ S 2% A3 signnow.pdf - Adobe Reader
Contoct sl ’&‘1 ,7’;70')"7/5‘_’&;%;%[’/ J7UE) BEE) BRY) 94YEOW) AIH)
M EE, SBFeBe| » @[]

PKIEFEAI i]\ & . _
[ﬁ%nm\o > Aot M‘*f””d'“
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257 E 4 3 : SignNow D API ,’NSA

https://signnow.atlassian.net/wiki/display/SAPI/REST+Endpoints

SignNow API

fuser (A—H#EE)

POST /user Create a user. Recently changed to not generate a token.

GET /user Retrieve a user resource.

GET /user/documentsv2 Retrieve a list of the user’s documents. Ve

=X = N A= APID E&E :

Joauth2 (GREELTT7VEAL—U2VHTF) < SUFILEIFE

POST /oauth2/token Request an access token for a user. UTINTES

GET /oauth2/token Verify an access token for a user. nht? )
/document (FFaAVREELDINIE)

POST /document Uploads a file and creates a document.

PUT /document/<id> Update an existing document.

GET /document/<id> Retrieve a document resource.

GET /document/<id>/download Download a collapsed document.

POST /document/<id>/invite Create an invite to sign a document.

POST /document/<id>/download/link Creates a one-time use URL for anyone to download the document as a PDF.

POST /notaryinvite Create a notary invite to sign a document.
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757 &4 4 :DocuSign ,’NSA

https://www.docusign.com/

DocuSign, Inc. DV ZIFER Y —E X,

LA IEPKIBEFERT=-1-1ET ...
AL TCHEOREFPKIBE DY —N\ERIZHEH-TULVS LS,

EEFEHTHD. TATOEELNENTT AdObe F\ZOOt CA:
OD-U-_/ \%% 75\0 e ——

Eg E OB-4EF6-0548-305CC16170
- RN H ‘; o Docusigred by:

‘—@ J{—=5=>s1: DocuSign, Inc. <operation

© need Help?

=G

Get Signatures or Sign a document
&0 box 3B f @

Select a document
from the cloud

N

=

Upload a document from

(]

®

your computer
gHSEa-7 B
T mialey GRS
SO PO SAZHERLT. IRSELCZORTF I — 250FHERT CEFT.
FREN3FAE. BRUETY PUCHBLTVET- |
[ RN e TATOIH (REFR)
DOCU ment Status Click on an icon to filter your documents by their current status -
= Adobe Root CA (BE | #E (s |G [Aus—[Z@rox
L1 © 5 v [= Entrust CA for Adobe lar
O O 0 1 DocuSign, Inc, <o SRS T — 5D :
Awaiting My Expiring Soon Qut for Signature Completed . i L
Signature ZHi & Et
B /- 3 = )
B SE&7LT. SsHALRsA =
B Y7ok email-operations@docusign.c...

FiTE tn=Entrust CA for Adobe, ou=...
TUTIES  4CILECAC e
EREREM..  2012/11/29 05:57:48 +09'00"
EMEREm.. 2014/12/21 10:13:36 +09'00°

A—ITRLREZET D
E2BE DTS4 I
AV AT RE,

&l @ @ @

tn=Entrust CA for Adobe
au=(c} 2008 Entrust, Inc.
ou=www.entrust.net/CPS is incorporated by reference
o=Entrust, Inc. <
=US
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257K E 4 4 :DocuSign & Office365 .’NSA

http://www.microsoft.com/en-us/news/press/2014/feb14/02-17docusignpr.aspx

201442 A 178 (2K Microsofth DocuSign &R IEZ1TU Y,
[Office 365 1ICEFERAKARETME T DEHESR,

g ? 8

[JOffice365 oOutlook Calendae  People Mewsfeed SkyDrve  Stes ...

3 A #)E]IZ0ffice365M 5
DocuSign7 74r—3a>
ZE{TH[EEIZ,

v

DocuSign EDFF a1 AV ME

2) T B E)#Y1Z Microsoft OneDrive
With DocuSign, there's no need to print your documents - sign, send and save directly within Outlook Leam More fOI. BUSIHCSS ‘:1%7? o
lvnugm with Dncu'ﬁign
i Azure Active Directory [Z&VY)
[ @omases | Office365 MFRELHR T
DocuSign DT )L A
U hVEIEE,
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559 RE 4 4 DocuSign M API JNSA

https://www.docusign.com/sites/default/files/REST API Guide v2.pdf

DocuSign REST API version 2 ($¥x#%)

Jjoauth2 (FREELTT7VEAM—V2EISF)

/login_information (1—H1FHR)

/accounts (DocuSignfE{E)
/accounts/{accountld} Account for information operations.
/accounts/{accountld}/billing plan Account billing plan operations.
/accounts/{accountld}/brands Account bland profile operations.
/accounts/{accountld}/connect DocuSign Connect operations.
/accounts/{accountld}/custom_fields Gets a list of all envelope custom fields associated.
/accounts/{accountld}/envelopes Send envelopes, get envelopes information.
/accounts/{accountld}/folders Account folder operations.
/accounts/{accountld}/groups Group operations. \
/accounts/{accountld}/permission_profiles Permission profiles operations. APW)@@ :
/accounts/{accountld}/recipient names Get Recipient Names. CCIZEWV=D
/accounts/{accountld}/search_folders Get List of Envelopes in a Folders. [XIFAD—ER,
/accounts/{accountld}/settings Account setting operations. £120APIH %,
/accounts/{accountld}/templates Template of account. EEED K571
/accounts/{accountld}/unsupported file types Get List of Unsupported File Types. NEELES... )
/accounts/{accountld}/users Account user operations.
/accounts/{accountld}/views/console Post Authentication View.
/accounts/provisioning Get Account provisioning information.

/billing_plans (XTI 1EHR)
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BEoSYRELH—E2APIzE  JNSA

> 57<0)'U' E XA OAuth2.0 ZBEEZH7R—
® XFELITXEE, 51& OpenID Connect %@ﬂﬁ?%ﬁﬂﬁo

> [FIXETOHOHY—E XN REST APl HHR—
@ o )RHY—ERELES%LBLREST APIIEWAZE !
> APl [FIEBELINTELTEY—EXT/I\T/\T,
o H—EXHNBTLELLDTHEANENELHS,
® OASISDSS (XMLE ) £2H 5N ST AITHLY. ..
> BAXYELEETOERFEERLIZ API BAAS DY,
O 7|< ZDY—EZAMZNAIZINELEADIEL,
SRIIFMNBRPKIEFER Y —EXIZHIFTEED,

> cURL [Z&% REST API ) #|)

1BlHZ< R ITT-=,

® Good! W\VRXFALDBRENTEEFS !
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EN(ILEL LD JNSA

ENAILEBRAIEERMNTIEEMSEFBSNTLV =,

IRTE ETSI ICTENMIILRERIOL—LD—UKRER,

SR 019 020 Rationalised Framework of Standards for
Advanced Electronic Signatures in Mobile Environment

http://www.e-signatures-standards.eu/mission

< WEIIFSTRA LEEURLMNS AFAEE,
> CAJES/XAJES/PAAESZFERILKESITREL TLVS,

IL—LT—DFRKELT. VT IVABICFIRT—R%
BELTEREFEILZBHIELTLS,

I T IAZERITT Do

ABI(F=
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A ILBLZDLFF JNSA

BO—AHJLER . ENAMILBBTELRZITOVFHIA
> OF AT BN EEZEZ T —N\IFEUHLTES
> UFA2 . H—ERRRHENCEBRLR Y —/N\EHTES
> OF A3 ENAMIBEBTERERZTETITD
B)E—FBRA . BRAY—/N\TERZITOVFHIAL
> UF AT BN EEZEZ T —/N\IFEUHLTES
> UFUA2 . H—ERRRHENCEBRLR Y —/N\EHTES
X ENAILIIERZDAZBUIEZITD

B EDEER: ENAMILEEZ T —/N\TRZDEILTRE
B ERRL: ENAMILOSDERTHRIEY—/\DREET 5
X ETSIHE#kEFDLELZ SN EE ETSIDE-FEF TV ?
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ZHH—N H—E XIgHE

BRFxaAtr
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FreeTSAZ A T OREEL .’NSA

http://www.langedge.Jp/tsa

RFC316134 LRZVTHERLDADT)—TAD Ik
OpenSSL 1.0.X% & Apache + Perl TEFETSAEE
http://www.langedge.jp/blog/index.php?itemid=665

V J)—TSALBRHPLEDTEHEFERT | X cCURLAIKLE)

/| BALRZ T TRA MDER
> openssl ts —query —data test. txt —cert —shab512 —out req. tsq
Loading "screen’ into random state - done

/| BALRZE VT IR FDEEELARADEE
> curl -k —data-binary @req. tsq “http://www. langedge. jp/tsa” > resp. tsr

% Total % Received % Xferd Average Speed Time Time Time CGurrent
Dload Upload Total Spent Left Speed
100 2966 100 2864 100 102 20457 728 —i—1— —— 11— —1—1— 20457

/] BALRE T UARARY R EFE > I-1&ET
> openssl ts —-verify —data test.txt —in resp. tsr —CApath root. pem —CAfile root. pem

Verification: OK
N B A LREU TP — I DB TERL, |
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http://blogs.adobe.com/publicpolicy/2014/01/22/update-alignment-of-adobe-approved-trust-list-aatl-and-eu-trust-list-eutl/

Update: Alignment of Adobe-Approved Trust List (AATL) and EU Trust List (EUTL)
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CEEHYUMNESSENELE, JNSA

Japan Network Secun’tyAssociaﬁdh
Electronic Signature Working Group
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_ https://www.facebook.com/eswg.jnsa.org
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