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O App Area — websec WG (Web Security)
= HSTS(RFC 6797)
m draft-ietf-websec-key-pinning
O Ops Area — wpkops WG (WebPKI Ops)
m draft-ietf-wpkops-trustmodel
O Sec Area — trans WG (Public Notary Transparency)
m 6962bis(Certificate Transparency)

RFC 6797 - HTTP Strict Transport Security
http://tools.ietf.org/html/rfc6797
draft-ietf-websec-key-pinning-11
http://tools.ietf.org/html/draft-ietf-websec-key-pinning
draft-ietf-wpkops-trustmodel
http://tools.ietf.org/html/draft-ietf-wpkops-trustmodel
RFC 6962 — Certificate Transparency
http://tools.ietf.org/html/rfc6962
draft-ietf-trans-rfc6962-bis
http://tools.ietf.org/html/draft-ietf-trans-rfc6962-bis
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WebTrust for CAD & T, Lok HDV/OVEEEAZE D RITEH
= Network Security Control v1.0 (2013518 %K€ - f51T)
SIIEEEMNETITASHALL) RV I —ot X2 T4 EH

Guidelines For The Issuance And Management Of Extended Validation Certificates, v.1.4.5
https://cabforum.org/extended-validation/

Baseline Requirements for the Issuance and Management of Publicly-Trusted Certificates, v.1.1.6
https://cabforum.org/baseline-requirements-documents/

Network and Certificate System Security Requirements, v. 1.0
https://cabforum.org/network-security/
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nameConstraints[Z2LVT (1)

o CABFT20134RI+

CEme N TS

0BR 1.1.6 TiEMEINT=IEHY

O 9.7 Technical Constraints in Subordinate CA Certificates via Name

Constraints and EKU

m For a Subordinate CA Certificate to be considered Technically Constrained, the
certificate MUST include an Extended Key Usage (EKU) extension specifying all
extended key usages that the Subordinate CA Certificate is authorized to issue
certificates for. The anyExtendedKeyUsage KeyPurposeld MUST NOT appear within

this extension.

m [If the Subordinate CA Certificate includes the 1d-kp-serverAuth extended key usage,
then the Subordinate CA Certificate MUST include the Name Constraints X.509v3
extension with constraints on dNSName, iPAddress and DirectoryName as follows:-
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nameConstraints|Z2DUNT (2)

O IREILLLEHSIL—FCADKFIEBZ<A—HILT— Yk
m RN, BRAZEEIRE TCTH O THF EFREDEANMITERIERE
s 10T O—NNILO T T OTE|ILLE

CA Feb-13 Jan-13 Growth

Count (%) Count (%) (%)
GoDaddy.com, Inc. 274,253 (21.57) 269,354 (21.63) -0.28
GeoTrust, Inc. 197,872 (15.57) 191,211 (15.36) 1.35
COMODO CA Limited 98,238 ( 7.73) 91,434 (7.34) 5.23
Verisign 92,742 ( 7.30) 92,492 (7.43) -1.8
Thawte, Inc. 67,040 ( 5.27) 66,098 ( 5.31) -0.66
DigiCert 60,124 (4.73) 58,347 (4.69) 0.92
GeoTrust Inc. 48,300 ( 3.80) 47,708 ( 3.83) -0.85
GlobalSign nv-sa 45,569 ( 3.58) 44,311 ( 3.56) 0.72
Unknown 33,372 ( 2.63) 33,016 ( 2.65) -1
Network Solutions L.L.C. 25,638 ( 2.02) 25,099 ( 2.02) 0.04
Total 943,148 (74.20) 919,070 (73.82) 4

Certificate Authority Market Share Report
http://www.securityspace.com/s_survey/data/man.201302/casurvey.html
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m David ChadWICkbh\SG'I? Q\A p— -+=-» |ndirect trust relationship .
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Proposition summary to X.509 committee:

Adding the Role of technical and juridical expert to the X.509 trust model
http://www.x500standard.com/index.php?n=I9.X509ext

PKI: State of the art and future trends
http://www.ietf.org/proceedings/88/slides/slides-88-wpkops-0.pdf
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Certificate Transparency (2)
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Perspective (2)
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Public Key Pinning

o M=
m TOEREDH—/N\REEBRHALTH{ILET, PRIBREBEZRMNT S

n EEOPKP(TSIHFITN—FI—T429)&, [REDPKP for HTTP %5
& XTSS9 HIc/N—Ka—T125
BEBIIPEHTTPAYA ZFE>TH—/\H 5T 57 H(ZPublic KeyZPing 5%
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o EE

m Chrome, Cert Patrol (Firefox add-on), Android 4.2 A%
O X8

s N—RaA—FAUTEERT—)LLIEWN—PKP for HTTPTHER

s TOFUFSRE — #%iBDpreloaded HSTSEFAAEHETHERT S
O SRR

m Trust Assertions for Certificate Keys (TACK)

m DNS-Based Authentication of Named Entities (DANE)

Public-Key-Pins:
pin-sha1="4n972HfV354KP560yw4uge/baXc=";
pin-sha1="qvTGHdzF6KLavt4PO0gs2a6pQ00=";
pin-sha256="LPJNul+wow4m6Dsqgxbninhs WHIwfp0JecwQzYpOLMCQ=";

max-age=10000; includeSubDomains
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HTTP Strict Transport Security
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TOFU: Trust on First Use
SRR UoH—EEHmEREETOFUD —i&E

<VirtualHost example.com:443>
# Use HTTP Strict Transport Security to force client to use secure connections only
Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains"
</VirtualHost>

User:Dotdotike/Trust Upon First Use - Wikipedia, the free encyclopedia
http://en.wikipedia.org/wiki/User:Dotdotike/Trust_Upon_First Use
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O NIST CA Workshop Session 3: Analysis Frameworks

m SEARCH for Trust SSL/TLS Enhancement or Alternatives for Realizing
CA Homogeneity (SEARCH) for Trust
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Workshop on Improving Trust in the Online Marketplace
http://www.nist.gov/itl/csd/ct/ca_workshop.cfm
Alexandra C. Grant, "Search for Trust: An Analysis and Comparison of CA System Alternatives

and Enhancements."” Dartmouth Computer Science Technical Report TR2012-716, June 2012.
http://www.cs.dartmouth.edu/reports/abstracts/TR2012-716/

Evolving the Web Public Key Infrastructure
http://tools.ietf.org/html/draft-tschofenig-iab-webpki-evolution
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