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VASCO Announces Bankruptcy Filing by DigiNotar B.V.

P a,?& = | I:
D I I N Otar @ jJ T OAKBROOK TERRACE, IL, and ZURICH, Switzerland, September 20, 2011 - VASCO
Data Security International, Inc. (Nasdag: VDS (www vasco.com) today announced that

a subsidiary, DigiMotar B.Y. | a company organized and existing in The Netherlands
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Monday, November 14, 2011

Malware Signed With a Governmental Signing Key Posted by Mikko @ 14:23 GMT | Comments

Certificates and CAs continue to be a hot topic (think Stuxnet, Dugu, Comodogate, Diginotar, et cetera),

ery now and then we run t ma\war that has been signed with a ning certificate. This is problematic, as

des pp\ ation will pri d ing to the d fh downla d tfdmth web — sign d applications wan td th m

some security systerns might tru. t g d ode more th signed code

In same thhesa cases, the certificate has b eated by the criminals ju tf th p p e for signing malware, In other cases they
eal code signing o rtf ates ( nd their pa ph es) so they can sign code \s
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Products Solutions Learning Help Downloads Company Buy

My Adobe Privacy B My cart Signin ﬂ

Security certificate updates

Adobe Community Help Adobe is currently investigating what appears to be the inappropriate use of an Adobe code

(2}, Search - signing certificate for Windows. We plan to revoke the impacted certificate on October 4, 2012 for
all software code signed after July 10, 2012. Customers should not notice anything out of the
ordinary during the certificate revocation process.

Contact support
PP Is your Adobe software vulnerable because of this issue? No. This issue has no impact on the

security of your genuine Adobe software. Are there other security risks to you? We have strong

reason to believe that this issue does not present a general security risk.

Was this helpful?

Olves (Mo The revocation of the certificate affects the Windows platform and three Adobe AIR applications*®
that run on both Windows and Macintosh. The revocation does not impact any other Adobe

software for Macintosh or other platforms.

Adobe is issuing updates for all impacted products to provide customers with software code
signed using a new digital certificate.

For more information, read the FAQ or ask a question.

Guidance for IT administrators | Adobe certificate revocation

Adobe Community Help Cn October 4, 2012, the digital security certificate for certain Adobe products will be revoked. IT

|, Search - admins who manage Adobe products on the Windows platform need to install product updates to
minimize impact to their users.

For a list of affected producis and the required certificate updates, see Security certificate updates.
Contact support :

Note: Adobe recommends that you always distribute the most recent updates after you test them
in your environment. If you package Suite-based applications, be sure to use the updated AAMEE

Was this helpful? 31

Oves ONo For any products that are part of an M-managed image, the affected Adobe components of the
image need to be updated. Specific guidance is provided in the following sections.

For more information, read the FAQ.

20121213 PKI Day 2012 18
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Identification of a New Targeted Cyber-Attack |

Following to investigations started since 2010, about Stuxnet and Duqu, Iran National CERT
MAHER) has done a technical survey during past several months. MAHER publishes)
.information about the last found sample for the first time

ID: IRCHE2012051505

Date: 2012-05-28

Having conducted multiple investigations during the last fews months, the Maher center, the Iranian
CERTCC, following the continuous research on the targeted attacks of Stuxnet and Duqu since 2010, announces the latest
.detection of this attack for the very first time
The attack, codenamed "Flame" is launched by a new malware. The name “Flame” comes from one of the attack modules,
located at various places in the decrypted malware code. In fact this malware is a platform which is capable of receiving
and installing various modules for different goals. At the time of writing, none of the 43 tested antiviruses could detect any
of the malicious components. Mevertheless, a detector was created by Maher center and delivered to selected organizations
.and companies in first days of May. And now a removal tool is ready to be delivered
:Some features of the malware are as follows

Distribution via remavable medias

Distribution through local networks

Metwork sniffing, detecting network resources and collecting lists of vulnerable passwords
Scanning the disk of infected system locking for specific extensions and contents

Creating series of user’s screen captures when some specific processes or windows are active
Using the infected system’s attached microphone to record the environment sounds

Transferring saved data to control servers

Israel
Palestine

Using more than 10 domains as C&C servers

Establishment of secure connection with C&C servers through SSH and HTTPS protocols

Bypassing tens of known antiviruses, anti malware and other security software

Capable of infecting Windows Xp, Vista and 7 operating systems

Infecting large scale local networks ngﬁ- kaspersky Labs.
20121213 PKI D ay 2012 http://mww.securelist.com/en/blog/208193522/The_Flame_Questions_and_Answers 19
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y KEEARASITIILOERW IO I (= AN—EFZ)Hh? 2?27
o AENRBIIAEAX M >I-a—FH 1= NREIhTLV=
» TTICHIBNTINAIMDS JITX T 5/ \W A B RN EEF A
» BREIE. TMDSD /YL A FERRERITK T ERMDIERFEMNE
EL. HEAN—FILABWNMITDOIT/O0YTFDCAITDPKIIZ
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» BEARRBIEAEDNSANZhH—0RIT/4o0YITRDCA]
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m[Flame | R Dot [Stuxnet J5ZEELLERTHES
* 5/28 415> CERT/ICCh F*

* 5/29 “lran Confirms Attack by Virus That Collects Information” by
New York Times

* 5/30 “Researchers Find Clues in Malware” by New York Times

=L (OH(FY?2)FTAAD LD E->T-ATZL1
— Olympic Games; Bush Initiative D & £&

* 6/1 “Obama Order Sped Up Wave of Cyberattacks Against Iran” by
New York Times

* 6/5 “FBI Probes Leaks on Iran Cyberattack” by Wall Street Journal

ml[FlamellcMSODAaA—FH A=V RERSNTL -

* 6/3 “Microsoft certification authority signing certificats added
to the Untrusted Certificate Store” by Microsoft
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Certificate

General | Details  Cerkification Path |

- Certification path

- IMicrosoft Rook Authority
----- - Microsoft Enforced Licensing Intermediate PCA

----- - Microsoft LSRA Pa

----- . Microsoft Enforced Licensing Registration Authority CA

B MIZ“WuSetupV.exe” &

“Microsoft Root Authority” A%

REELZELT-

This certificate is CK.

Zertificate status: \
v

WuSetup¥.exe Properties

General I Compatibility  Digital Si

— Signature lizt

Name of zigner: | E-mail addr™

RIRBIZ“MS” 1L “Microsoft )

—

Root Authonty”?ﬁ‘ﬁnftbi L1=}

SRATLM=A IPA

Microsoft PKI
Microsoft, Root
Authorlty%

Windows Update
Files

IR B(ZWindows Update
FileslX“Microsoft Root
[ Authority” AMREELELT=

~

Mot available  Tuesday, |:| ember 28, 2010...

>

Y

Flame malware

—in WuSetupV.exe—— ||

Microsoft Update¥°Windows Server Update
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Details
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MD5 (Merkle-Damgardfgis) D1

m 2004FWangbIZLYUHER

* MD5(M,|M,) = MD5(M*,|M*,) & R DI+ 5B FEF1ER
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» TA—TYRAIELULMET

NGE: 1L E 2k PN BGER
X.509 version number 0x02 (X.509 version 3)
Serial number 0x03507449
Signature algorithm identifier md5withRSAEnNcryption
Issuer distinguished name CN = “Hash Collision CA”, L = “Eindhoven”, CN = “NL”
Not valid before Feb. 1, 2005, 00hOOmMO01s
Not valid after Feb. 1, 2007, 00hOOmMO1s
Subject distinguished name CN = “Hash Collision”, O = “we used a collision for MD5”, L = “Eindhoven”, C = “NL”
Public key algorithm rsaEncryption
Subject public key info  [IRADEILILGLAREBERAL [RALESILSILLBHRIBERS2
Version 3 extensions Basic constraints
Signature info Fl—DE4
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X.509 version number 0x02 (X.509 version 3)
Serial number 0x010C0001 0x020C0001

Signature algorithm identifier

md5withRSAENcryption

Issuer distinguished name

CN = “Hash Collision CA”, L = “Eindhoven”, CN = “NL”

Not valid before
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Not valid after

Dec. 31, 2007, 23h59m59s

Subject distinguished name

CN = “Arjen K. Lenstra”,
O = “Collisionaris”,
L = “Eindhoven”, C = “NL”

CN = “Marc Stevens”,
O = “Collision Factory”,
L = “Eindhoven”, C = “NL”

Public key algorithm

rsaEncryption

Subject public key info
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Version 3 extensions

Basic constraints

Signature info_
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