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[RWWr] Arjen K. Lenstra, James P. Hughes, Maxime
Augier, Joppe W. Bos, Thorsten Kleinjung, Christophe
Wachter, "Ron was wrong, Whit is right"

— http://eprint.iacr.org/2012/064

Arjen K. Lenstra, James P. Hughes, Maxime Augier,
Joppe W. Bos, Thorsten Kleinjung, Christophe Wachter,
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« [PsQs] Nadia Heninger, Zakir Durumeric, Eric Wustrow,
J. Alex Halderman, "Mining Your Ps and Qs: Detection of
Widespread Weak Keys in Network Devices”

— https://www.usenix.org/conference/usenixsecurity12/mining-
your-ps-and-gs-detection-widespread-weak-keys-embedded-
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[RwWr] Arjen K. Lenstra, James P. Hughes, Maxime Augier, Joppe W. Bos, Thorsten Kleinjung,
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» https.://factorable.net/

Widespread Weak Keys in Network Devices

We performed a large-scale study of RSA and DSA cryptographic keys in use on the Internet and discovered that significant numbers of keys are insecure
due to insufficient randomness. These keys are being used to secure TLS (HTTPS) and 55H connections for hundreds of thousands of hosts.

+ We found that 5.57% of TLS hosts and 9.60% of S5H hosts share public keys in an apparently vulnerable manner, due to either insufficient randomness
during key generation or device default keys.

+ We were able to remotely obtain the RSA private keys for 0.50% of TLS hosts and 0.03% of S5H hosts because their public keys shared nontrivial
commeon factors due to poor randomness.

+ We were able to remotely obtain the DSA private keys for 1.03% of SSH hosts due to repeated signature randomness.

Mearly all the vulnerable hosts are headless and embedded network devices, such as routers, firewalls, and server management cards. These types of
devices often generate keys automatically on first boot, and lack many of the physical sources of randomness used by traditional PCs to generate random
numbers. We identified apparently vulnerable devices and software from 54 manufacturers and notified these companies about the problems.

In experiments with several popular open-source software components, we were able to reproduce these vulnerabilities and show how such weak keys can
arise in practice. Most critically, we found that the Linux random number generator can produce predictable output at boot under certain conditions, although
we also observed compromised keys on BSD and Windows-based systems.

Learn more:

Research Paper | Check Your Key | FAQ

© 2012 Internet Initiative Japan Inc.
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factorable.net

SSH Key Information

Fingerprin: |

Key Type: ssh-rsa

Vulnerability Report

Factorable RSA Key Check Pass! This RSA key is not known to be factorable

Multiple IP Addresses We haven't seen this SSH host key before. The SSH server may not be publicly accessible or the key may have been

factorable.net About the Project  Research Paper Check Your Key FAQ

SSH Key Information

Fingerprint: |

Key Type: ssh-rsa

Vulnerability Report

Factorable RSA Key Check Warning! This RSA host key is known to be factorable. You should generate a new SSH host key

Multiple IP Addresses This S5H host key has only been sesn on one IP address during our scans.

© 2012 Internet Initiative Japan Inc.
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[RwWr] Arjen K. Lenstra, James P. Hughes, Maxime Augier, Joppe W. Bos, Thorsten Kleinjung,
Christophe Wachter “Ron was wrong, Whit is right”, htip:/eprint.iacr.org/2012/064
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