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« 2.2 The Need for Storage Security
— Federal Information Security Management Act of 2002 (FISMA)
« NIST SP 800-53
— OMB Memorandum M-06-16
— Privacy Act of 1974
— Gramm-Leach-Bliley Act (GLBA)
— Health Insurance Portability and Accountability Act of 1996 (HIPAA)

« NIST SP 800-66
« Electronic Protected Health Information (EPHI)

 4.2.1 Cryptography

— Federal agencies must use FIPS-approved algorithms
contained in validated cryptographic modules.

MIZWHO  H o (F BRI 4
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http://www.ipa.go.jp/security/event/2012/ist-expo/documents/preso_15.pdf
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FIPS140-1/2 FDEQRERSIEHR(IRE:)

Cert# Vendor / CST Lab Cryptographic Module Module Type| Val. Date Level / Description
1626 |ViaSat UK Ltd. FlagStone Core Hardware | 10/31/2011 |Overall Level: 2

-Physical Security: Level 3

-FIPS-approved algorithms: AES (Certs. #922 and #923);
RNG (Cert. #531)

-Other algorithms: N/A

Multi-chip embedded

1133 |Vi K Ltd. FlaoStone Core Hardware | 05/22/2009; |Overall Level: 2
(When operated in FIPS mode) -Physical Security: Level 3
Security Policy -FIPS-approved algorithms: AES (Certs. #922 and #923);
RNG (Cert. #531)
Certificate -Other algorithms: N/A
Multi-chip embedded
779 |ViaSat UK Ltd. FlagStone Core Hardware | 05/18/2007; | Overall Level 2

-Physical Security. Level 3

-FIPS-approved algorithms: AES (Certs. #403 and #630);
RNG (Certs. #198 and #361)

-Other algorithms:

Multi-chip embedded

477  [Secure Systems Limited Silicon Data Vault® (SDV®) | Hardware | 11/04/2004 |Overall Level: 1

-FIPS-approved algorithms: AES (Cert. #136); SHS (Cert.
-Other algorithms: CRC-32

Multi-chip embedded

1601 |McAfee, Inc. McAfee Endpoint Encryption | Software | 09/08/2011; | Overall Level 1

for PCs -Operational Environment: Tested as meeting Level 1 with
Windows XP 32-hit; Windows Vista 64-bit (single-user mode)
-FIPS-approved algorithms: AES (Cert. #1366); DSA (Cert.
#446); SHS (Cert. #1247); RNG (Cert. #752)

-Other ajgorithms: Diffie-Hellman (key agreement; key
establishment methodology provides 80 or 112 hits of
encryption strength); NDRNG

Multi-chip standalone

1364 |Marvell Semicon rInc Solaris 2 Hardware | 07/21/2010 |Overall Level: 2

-FIPS-approved algorithms: AES (Certs. #1153 and #723);
SHS (Cert. #1067); HMAC (Cert. #656), RSA (Cert. #545);
RNG (Cert. #638)

-Other algorithms: AES (Cert. #1153, key wrapping; key
establishment methodology provides 128 bits of encryption
strenath);

Single-chip

Module Validation ListsirS#k# MIZWIHO H & F ISR 12




FIPS140-1/2 FDEQRERSIEHR(IRE:)-2

1299- Seagate Secure® Enterprise Self-Encrypting Drives FIPS 140 Module
1388 - Momentus® FDE Drives FIPS 140 Module
45] - gate® Mom IS® Thi i

Seagate Technology LLC 6535 -
Module
1636- Seagate Secure Constellation® ES and Constellation®.2 Self-Encrypting Drives FIPS 140 Module
1688- Momentus® FDE Attached Storage Drives FIPS 140 Module

FIPS 140-1 and FIPS 140-2 Vendor ListhSik#
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FIPS140-1/2 USB Flash® R EMEIEFHRE:)

Cert#

Cryptographic Module

Module Type

Val. Date

Level / Description

1712

Vendor / CST Lab
Kangury Solutions

Kanguru Defender 2000

Hardware

05/03/2012

Overall Level: 2

-Cryptographic Module Specification: Level 3
-FIPS-approved algorithms. HMAC (Cert. #954); AES (Cert.
#1623); SHS (Cert. #1432), RSA (Cert. #801); DRBG (Cert.
#86); PBKDF (vendor affirmed)

-Other algorithms; NDRNG; RSA (key wrapping; key
establishment methodology provides 112 bits of encryption
strength)

Multi-chip standalone

1570

SanDisk Corporation

Cruzer Enterprise FIPS Edition

Hardware

08/12/2011

Overall Level: 2

-FIPS-approved algorithms. AES (Certs. #1432 and #1433);
RSA (Cert. #702); SHS (Cert. #1295); RNG (Cert. #779)
-Other algorithms: RSA (encrypt/decrypt)

Multi-chip embedded

1555

BlockMaster AB

BM-C1000

Hardware

06/07/2011

Overall Level: 2

-Mitigation of Other Attacks: Level 3

-FIPS-aporoved algorithms. AES (Cert. #1236); SHS (Cert.
#1134); RNG (Cert. #683), RSA (Cert. #617)

-Other algorithms;: NDRNG; RSA-512 (non-compliant)
Multi-chip embedded

1527

LOK-IT™ 10 KEY (Series
SDGO003FM) and LOK-IT™ 5 KEY
(Series SDG004FP)

Hardware

03/28/2011;

Overall Level: 3

-FIPS-approved algorithms. AES (Cert. #1514)
-Other algorithms: N/A

Multi-chip standalone

1438

DataTraveler 6000

Hardware

11/03/2010

Overall Level: 3

-FIPS-approved algorithms.: AES (Certs. #1259, #1260,
#1261, #1262, #1263 and #1264);, SHS (Certs. #1155, #1156,
#1157, #1158, #1159, #1160, #1161, #1162 and #1163);
ECDSA (Certs. #147, #148 and #149); DRBG (Certs. #29 #30
and #31); RNG (Certs. #703, #704

-Other algorithms; EC Diffie-Hellman (key agreement; key
establishment methodology provides 128, 192 or 256 bits of
encryption strength)

Multi-chip standalone

Module Validation ListshSik#:
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FIPS140-1/2 USB Flash®iBEER G5 #R( Ik )-2

929 - Kinaston S2 CM

Kingston Technology |22 =DataTraveler DT _ _
1306 - Kingston DataTraveler DT4000 Series USB Flash Drive
Company, Inc. 1316 - DataTraveler

1 - DataTraveler

5 - FORTEZZA Crypto Card, v0.2
22 - LYNKS Metering Device (L MD)

- - ice (
78 - LYNKS Privacy Card
95 - Rosetta Smart Card
144 - R B
157 - R B
166 - Rosetta USB
167 - Rosetta Smart Card
369 - Rosetta CSI sToken
561 - LYNKS Privacy Card
679 - LYNKS Series Il
1179 - Hvdra PC Personal Edition FIPS Module
1215 - Hydra PC FIPS Sector-based Encryption Module
1255 - Hydra PC FIPS Sector-based Encryption Module
1302 - SPYCOS® Module
1394 - Hvdra PC FIPS Sector-based Encryption Module
748 - Stealth MXP
777 - Stealth MXP Passport
937 - MXI Crvptoaraphic NAND Controller (CNC)

- Imation re Flash Drive Cr raphic Modul

987 - Stealth MXP
988 - Stealth MXP Passport
1022 - Qutbacker MXP

Spyrus, Inc.

Imation Corp.

1269 - Bluefly Processor
1397 - Imat!on Secure Flash Drive

1442 - Imation S200/D200
1479 - Imation $200/D200
FIPS 140-1 and FIPS 140-2 Vendor Listh Sk

MIZWHO (3 fEREH 15




CMVPOFEERSE 21— IVOEEFI(1)

Stealth MXP and Stealth MXP Passport (#988) Memory Experts International

Inc.

Random number generation

Key generation with internal or external entropy
Symmetric encryption/decryption (AES)
Asymmetric signing and verification (RSA)

Asymmetric encryption and decryption (RSA)
Note: RSA encryption and decryption are non—-FIPS approved services.

Open Authentication HMAC (keyed—-hash message authentication code)
One Time Password (OATH HOTP)

Secure hash (SHA-1 and SHA-256) and

Compliance with industry standards such as ANSI X9.31, PKCS #1
(Public-Key Cryptography Standards) and SAML 1.1.

MIZIHO  H(F (BT 16
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Stealth MXP and Stealth MXP Passport (#988) Memory Experts International Inc.

MIZWHO  H o (F BRI 17



CMVPORREERRISES 21— I DKEFI(2)

JumpDrive SAFE S3000 (#1205) Lexar Media, Inc.

Approved mode of operation

The cryptographic module supports FIPS Approved algorithms as follows:

Security Functions Cert #. Description
AES 990, 877 CBC/ECB Encryption and Decryption
TDES 719 CBC/ECEB Encryption and Decryption
RMNG 503 ASNI X931 RNG
SHA-1 . 869 . Hashing algorithm
SHA-256 957, 869 Hashing algorithm
HMAC-5HA-1 491 Keved hashing algorithm
RSA(1024 and Sign'Verify (PKCS #1.5) with SHA-1
2048) 424

'’

MIZIHO  H(F (BT 18
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CMVPORREERRISES 21— IWDKEFI(3)

Approved Algorithms

« AES 256 bit (CBC), NIST certification #1514
Non-Approved Algorithms

« There are no non-approved algorithms.

MIZIHO  H(F (BT 19
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FDEMEERI( Seagate Level2 #1299,1388)
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FDERERI( zyt Cryptographic Module Level3)
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Wi

AES256bitRRUTDESHRIEZNTLVS,
"H*E1ISEJ’E7’77'-4'\"—I~3'5FE.’£§EEm‘%%o
FEREE Ilc, BRAQLLIN—PM)HH D,

h;r}aﬁ ¥ L A AN S RRE. PIN,/ XA —

mﬂ:iﬁf&‘-‘ 77921 XF)DEZAARFICEESIL.
A URICEES NS,

7792 XE)EEICIE. EFa)TrBEEEIS RS
NTWEL, (75vaxE)ERRlIctEX 1) 7188
Hhﬁ‘iﬁéﬂf@ \%)

r H*-sﬂ.’.ﬂ 'BES{b1FV7Ci@arNn—1EhH D5
& (Level3 ﬂé: E1—=IVEEO R INSEHD HD
BE&(Level2 )75\&6

MIZIHO  H(F (BT 23



CChtxi)5r1EH

ch sl CCotFa)F1EH

PP for FDE
(Protection Profile for Full Disk Encryption)

PP for USB Flash
(Protection Profile for USB Flash Drives)

XIESAIA(CCORETIE. BSYFR—MIFR)IC
F93tF*1)r1EHIEREL.
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PP-USB Flash(#%8E277 &)

HREV A

T D e U S

HR—IS5A(FCS)

FCS_CKM.1(1) FES# %R (DEK)

YR-bIFA(FCS)

FCS_CKM.1(2) BE S8 % (KEK)

HR—IS5A(FCS)

FCS_CKM.1(3) S8 EM(/INA7L—AFK &A1)

HR—-bIFA(FCS)

FCS_CKM_EXT.4 BSRETIHMEOWE

FCS_COP.1(1) T1AVES1L

HR—-bIFA(FCS)

FCS_COP.1(2) BLIREE

YR—-bIFA(FCS)

FCS_COP.1(3) S i/ a

of | of | of | of | oF | oF | of | oR

=5
5
5
5
BYR—pIFA(FCS)
5
5
5

HR—IS5A(FCS)

FCS_COP.1(4) 8D A¥>Y

B8 YR—F5A(FCS)

FCS_RBG_EXT.1 #iiR: 74 LEYMER

FRAET—2REIFA(FDP)

FDP_DSK_EXT.1 HilR: TF1RY EDF—42DiRE

BB RUREED VT A(FIA) FIA_AUT_EXT.1 #iiRk : FDEFI & 2L
X1V FAERBIFA(FMT) FMT_SMF.1 EIREEEDTE
TSFISAD{RE FPT_TUD_EXT.1 B{E#EH
TSFIZADIREE FPT_TST_EXT.1 TSFOF ARk
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PP-USB Flash( E&EESYHR—b7 7 ANDEC:T )

FCS_COP.1 (1) ESIRME(T1AVESIL)

FCS_COP.1.1 (1) | E¥#A{L:TSFIZ. FIPS PUB 1977 Advanced Encryption Standard (AES) ;% U [:#3R :NIST
SP 800-38A. NIST SP 800-38C. NIST SP800-38E] %i#7=9 %8R :CBC. CCM.
CFB128. CTR. OFB. XTS] E—FRUES# X [#IR:128EYh, 256EYM TlERAZH
3. BEEINEESF7ZINIVXLAESICHHST, BE{LEEBS2ETLETNELS LW,

FCS_COP.1 (2) B SR {E( B RREE)

FCS_.COP.1.1(2) | E¥#lML:TSFIX, LI FICHE>TTOEEMDES BERRIAEREL LITNIELESKL, [BR:
(1) 2048V LOEY L X(REDDTI2INERTIVIIVXL(DSA)

(2) 2048E YR LOBY A X(RIIDRSATFI2INB BT WIAVXL(IDSA). &1
(3) 256EYRLL LY 1 ADIEAMRT 2N BERTINVI)AL(ECDSA)]

FCS_COP.1 (3) ESRE(ES/\>2)

FCS_COP.1.1 (3) | B#{L:TSFIZ. LA FTOFIPS Pub 180-3TSecure Hash Standard | %#i@&7=3 [1#i#R:SHA-1.
SHA 224, SHA 256, SHA 384, SHA 512] BRUXvt—I484 T AN X [#IR:160.
224, 256. 384. RU512] EYMHEST. BB /Ny 1 —ERZRITLETNELSEL,

FCS_COP.1 (4) ESIRME(BDYRAFT)

FCS_COP.1.1 (4) SH#ML - TSFIZ. [B4R:XORMDIBH. %L 1; AESDIBA, TFIPS PUB 197, Advanced
Encryption Standard (AES) U NIST SP 800-38A ] #i&7=9 . IHESN=ES7 NIV
AL [#IR:XOR:ECBE—RFTEMINBAES] RUBESEY X [#IR:128EVh, 256EY
MICHEST, BOVRAF T 2RITLETNIELRS L,

MIZIHO  H(F (BT 26
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PP-USB Flash( B SR & EOHE)

EESHER,
BRTIERICIE., ﬁ
BOERFEEHE
BXhTL BESIc 1
V—F’\’—Z@Eﬂnﬁg
23T )RAMREl
HSiEREND, KEK
Y 72A2&( XOR

&!I
E %ﬂuq

S

2, ‘i
3BT ERNSEHL TR RINSEBREND, REBERIE, BELN
(‘U‘ CA7EERTD/=HDFREFFHE FCS_CKM.1 (3) ICREBENTL\B)RU(A7

ﬂ( KEK )RUTF—2i558( DEK )P L<ES 2 HNEAZTENS, u'F(D?_gHi

DEK d&EREIE. FCS_CKM.1(1) ICHESh TS, KEK (&, FCS_CKM.1(2)

#( FCS_.CKM.1 (X1 ))RU / %73 PIN {REH KDY 72A2( FCS_CKM.1 (X2

iz Rkl §‘ﬁ"d‘%"777177‘)‘§.‘:ﬂéh%ﬁl.’.d)pﬂ.ﬁﬁili AR DRIEBERHNSEHE
HeERALOEABDENBM)FEND,

: ______ May choose none, one, or both |

|
| FOS_CKMAXT) FCS_CKMAMXZ) |
| |~ RostSgnAdh— ) | Pin-PicTecied Aty |
| |____Fa_g[g___| | Factor | :

Sizeof(DEK)

|

|

i |

Sizeof(DEK) |
|

I

|

"‘OF*. AES
v
/ DEK /

FCS_CKM.1{1)

1: KEK WA Fa

A
)
h

'’
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1. CMVPODEWJ-HE&I:IS/\ RLTFO7NIVXLHERENT:,

TF1AVEESL

E R IRELE

ES/I\va

e &2/

(RAMREISREIRFE AT avlcEkD)

2. BRESR(KEK)RUTF—2ESE(DEK)HAEICHREENT,
3. ﬁEODTZHi CMVPZHRR(ZERILT\S,

AES /FIFE€—K:The Advanced Encryption Standard Algorithm
Validation Suite (AESAVS) [AESAVS]. The CCM Validation System
(CCMVS) [CCMVS]. EFH)A, AESCCMQH'IfEﬁEf—QTZh‘
AES Validation System (XTSVS) [XTSVS]

RSA. DSA. ECDSADFTAMM Y 2—|c kDT AP

B8 /\vys,a2:The Secure Hash Algorithm Validation System
(SHAVS) [SHAVS]

DRBG®MThe Random Number Generator Validation System
(RNGVS) [RNGVS]
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AFAENFEH(Data at RestO#=HS)

CMVP cC
T—2RE 2HA\ | EH B5GEHK)
HiHE 24\ | B A(EH#L)

[ E#H |FIPS140-28m*
(BDOIREF)

X% FIPS140-208 B, BBICREATO ALY, HSROMAYEELENSHRTEILRTES,

CMVP®Physical Security MLevel2( £ /\EiFE )&Level3( RS )TIEBREHAELRLES,
AY(Z(Level3) TR %L, (Level2) TEFa)T12BIRTEZARM( BB D) MEH ? 2805893
WEHHBEEZIOSND,

(2 INGEERDE A, CO (Crypto Officer Role) IZCU (Crypto User Role) ' SEEhZ g2 9 D1ER
HRDS5NB, DFl, FDEDBEIE. PCERITT. €Ya2—)V (HDDXSSDH) 2182 I 2N EHH S, )

((EALTER(EREZERLETH ?))
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