e ®)
FUJITSU

shaping tomorrow with you

TCG*E @M n R HiEEIE
- Opal HDD(RBEZ 1t T4 R D)
- BERIZE T ABE AN FHRRLNZEZ A

*TCG: Trusted Computing Group
2012%7H3H
BLAM) (TUSTUM—E AR QRUSTED cecur-
E B RERIEER /A
TCGEARESE. fiARWGCH LUV BAZHAREZER

Copyright 2012 FUJITSU LIMITED



Trusted Computing Group (TCG)& &k FUTTSU

BEETELTIVNIH—LIMUISEBET DD, N—Fx7,
YOOI 7 DEFRIZE. MENEIHRORAFE. ERZBENETH

http://www.trustedcomputinggroup.org/, http://www.trustedcomputinggroup.org/jp (B A<3Z &8)

B 2003FFENDNPO 6/" 11 Hk

SEL - E Virtualized Platform
® HP, IBM, Intel, MSH %I LT- s;nstt)gg\dm Mobile Phones
ﬁ:(TCPA’ 1999&){'3&%5 ) 5 ' ﬁﬁ Authentication
m HEE11%t(EEEETAMD, Cisco, Fujitsu, |
V=11

Juniper, Infineon, Lenovo, Wave) etwor oY .. \\ //
N8 : F34GBA), Cisco(5A) J Sgcvt\:;)i:y N> 2CG & Storage
m 51157 R % T ol —
B ZEEFREEE (B, X, 3 3, {L, 5, E, ) {,%\\' | ) & Applications
. . R
SHORENIIVELTSE 8 /i
uKE/EUDBRAFERZEZHRAAF  Security Infrastructure
(1/06~). BIA (L E Hardware: [y — <
Desktops 1T
& Notebooks =1 Servers

HFERRIEE, SSRER: HWEBEE R
SO O)REGRE): F=FRIIFI&E

L Copyright 2012 FUJITSU LIMITED



OPAL HDD FUjiTSU

TCGARARHAYAFRNRM —U R E

http://www.trustedcomputinggroup.org/developers/storage

el — ~ (o}
TCGHAXZENE Z[AI BT — 37 (2010.11.4)
(ZEGENANAVEL—TAV T ERE - TARVESLRERM (TCG/OPAL)
http://www.trustedcomputinggroup.orqg/jp/jriworkshop/pastworkshop?

2 Copyright 2012 FUJITSU LIMITED



HDDES =1k FUjiTSU

BENSILIAVELI—TA40T DER (1990~)

BAYRTD—IDFREIZKY ., EFHEAITNEEL, SESEFLERMN/—
kXyay EIZE RSB LS,

BRIk, BREPCOHLODT—HFIRALY (2000~)
BRIk BEINFPCHDL. FOPCIZERBINET—4NRANT AE
BINZHEEL, LM,
B/ —r\VaoOtexa)T4. EYDITHDDEARTO LX) Ta4581EH KR
. SEIELHREESEFENBAINIEOT=,

Y
JYIRYTTIZEAEEIE IN—F T T7EFESI=TARIRSAT
OV kA—5TOREE1E

3 Copyright 2012 FUJITSU LIMITED



g 1EFiA

(e®)
FUJITSU

BREHSHFT. 220AK, T 2ORESUEMRBSREHEZY I
DT HESIOMN N—FDIT7HNEIONTELS,

B S RERFICESRA . T4

(Vb7 AK]

ERERT —4 #3&(H%! "2/ @+

T —A : Fujitsu123

ENE EUVD B D R

[/N—F2x7ARA]

ERERT —4 #3&(H%! "7/ @+

T —A : Fujitsu123

Copyright 2012 FUJITSU LIMITED



Opal HDD & (& FUJITSU

BN—FROx7ARER—XIZ, VI IZTHARDA)YNBSHED
SV ERFNE, T—REA TOIEE)ZIRYIAATZDHOpal HDD

W
m BB B0 SR

- iS5 % wrappingd dWrapping keyD £ L. B, ESZF T HAPIAAE
BT —ARHEFTORES

cEHOBESEEZLE . TOBSEEIZLBA(Logical Block Address)#FHLNTIETE
BHEICEATAHRE

ERek Xa
HEHI S
API

TCG Storage WGTHTE

5 Copyright 2012 FUJITSU LIMITED



TCGOHRTHDHELEDIT FUjiTsu

ru y =

B Opal HDDIZ. TCG Storage WG T#KE
W {EERIE

B Enterprise/Opal HBEHEFEDHT-COREMLHR. AER I EIZCOREMLH%E
R—X[ZFESHT-0Opal SSC /Enterprise SSCHH B,

Mobile phone

% Authentication

Trusted Network Storage

Connect £ : : ' '“"_E 5 Mobile : Opal SSC
T A\ — 1 Version 1.00

Revision 3.00
Enterprise : Enterprise SSC

Version 1,00 Final

Revision 2.00

Embedded
System

Trusted Platform . ,—- ;

Module * :
TCG Software Stack

L 5 &=
PC Client .

Infrastructure

6 Copyright 2012 FUJITSU LIMITED



Opal HDD @)

ATA security
command

2

Security

Security |

2

BT

:

(|| Admin SP:
|| OwnerHY

5. mode

ATA modé('T‘ h

AEME(EDT)

B EEDN—FDT7 AR TOEME(TREEM) & Opal {£#T
RIESHNI-BIE(TCG mode)% 3

Activate
avR

m V] N il &3
U&

Revert, RevertSP
m v SV N

- . . O O . . . . .y

[e®)
FUJITSU

Trusted
command

i

:Admin SP ||
—

Locking SP:

Security |

range®DR/W -

|| lock, ;AR |

Copyright 2012 FUJITSU LIMITED



Opal HDD D ERE{E (L D2) FUJiTSU

B TCG modelZHITHE1E

® HDDAERIZ, #581—* (ex. Adminl~4, userl~8) 7ho r&1L, FD
THOUMZKBTOERGHEHNITHNS,

W HDDfEE D Lock/Unlockld, LB 7 A9 M &> TiEEEIN S,
B OSAZEEEIMZ A ELL, Pre-OSEEEEMNEBINTE S Shadow MBR##HRE

Disk Read/WriteaA <K

--------------- < -
LockingSP

s | Mbr_done‘ —

Trusted | Eﬁ’z‘ _4" r/w lock
command §> 1:% — 1 genkey

Admin
user |

8 Copyright 2012 FUJITSU LIMITED



Opal HDD D&% E (T D 1) FUjiTSU

B Opal HDDD # AR TE

1) PHOULDERE, Opal HDDDHHA/ SR —FZEHRAHL ., ZOHI/ART—F%
FAWT, Admin7 AU DERRE .

Get MSID
m’ Security
| Admin SP ||
MSIDF-IZV>3>Z&~I\ ./ﬁ
\ . Locking |
NRT—Rpsp J r/w lock SP
! r/w lock,

BE
TCG Storage Application Note: Encrypting Drives Compliant with Opal HDD rev1.0&Y

2)INAT—RKREZESNDE MSID7HOUMIEMIESN ., FIEENTE T,

9 Copyright 2012 FUJITSU LIMITED



Opal HDD DR 7E (€D 2) FUjiTSU

B AdmMin7Hho U ERELT., Locking SP @ FIZ#H 5. ACL Table%
“Wa—ial’IlHhHhE TS,

[Admin SP)
uUlD Name CommonNz me PIN | CharSet | TryLimit Tries Persisience
00000008 | ., . SID or
00010007 C_PIN_Admin i Il 0 0 FALSE
00 00 00 0B
IR N 00010000 | wo piy_ AgminXoxx” = Il 0 0 FALSE
1) Admin/\A T —k%H (XX XX) -PIN_ 0 0
s 9
WT. &1 —HFDPINE 00000008 | . , "
- C_PIN_User1 INull 0 0 FALSE
S/ o 00 03 00 01
BX AE 00 00 00 08
00030000 |, . -
MM | C-PIN_UserMMMM INull 0 0 FALSE
(0)
[Locking SP]
s -}
= | 0
: T :
=
2) ACL Tableﬂ)l_:F'O) I 8 § 5 8 3
BooleanExprafmEe 3{]'3' gg gg_ gg "ACE_Locking_GlobalRange_Set WrLocked" Admins WriteL ocked
00 00 00 08 . . \ . .
0003 E8 01 ACE_Locking_Range1_Set_WrLocked Admins WriteLocked
00 00 00 08
0003 EB 00 "ACE_Locking_RangeNNNN_Set_WrlLocked" Admins Writelocked
(+NNNN)

10 Copyright 2012 FUJITSU LIMITED



Opal HDD D&% (£ D 3)

[e®)
FUJITSU

B ZD#ER. Opal HDDIE T EE D K£O7%FACL Table & &¥#F,
B TEEHITIE, User3hA 77X A[8ELZ D (X, raneglé., Range 47+

Read lock/unlock
Write lock/unlock
Key generation

AdminT

Userl

User?2

Userl
&User3

o

Read lock/unlock
Write lock/unlock
Key generation

Key generation

Read lock/unlock
Write lock/unlock
Key generation

=

Read lock/unlock
Write lock/unlock
Key generation

Read lock/unlock
Write lock/unlock

s

1
3

11

Copyright 2012 FUJITSU LIMITED



I )a— a3 f) FUjiTSU

12 Copyright 2012 FUJITSU LIMITED



H1: HDD M FRE5R1E FUJITSU

B Opal HDDMWE#T7HO U aHTHIEZFIAL T, PCEMBINnding
ZaRieL=v)a1—3>,

~

2y Ly USER e

6or more factorsE:E

.; e son
- E

13 Copyright 2012 FUJITSU LIMITED



{511: HDD D258 1E (DD F) Fujfrsu

BTPMED BEFE
lHDDd)Iockﬁ’iﬂfﬂ?fi*%TPM’erappmgL,’Cﬁnm TPMT

D RFEMOKZL L LockfiZfrEE THDDAME AR EEIZ,

&=
LockfiZ f 5

\ 4

unlock

N

NG ﬁ

PCOIREFEER

- | Mbr_done

14 Copyright 2012 FUJITSU LIMITED



{512 :Opal HDDDEFH EE

[
O
yo)

Q
1L
w
w
S
S
i
—_—,
o
O
G

Q.
:@l.
&t

S 9IATURPC

: co
= FUJITSU

BT EDELE]

Opal HDDDEH EIH
OFL:L
@ OvoDERN/E
@ pre-OSERIE D & H|

@}ﬁ%/\

=Ml

15

Copyright 2012 FUJITSU LIMITED



PRKICE T HENBEEHRTDNEZZ A FUjiTsu

Copyright 2012 FUJITSU LIMITED



MAHEEZERENLDEE FUjiTsu

[ K [E

EIVEMNIZHITHENFERDESEIC

%A 7L B |
> INITBEFALIIEFERNBEZRET ...

LWL, BIE. BADFICREZDHHDTIFEL...

] I:

7

[E#RR TI D RTHRARFITLIIC. BRAZAR

L.LVE . HRYULHERERE. .

> TCT.AADBESHETHAHATCCORTDEEREIC
FLT. BELSETIRISEBAFLL:

Copyright 2012 FUJITSU LIMITED



TPM*DLLAH: HWIEEE R FUjiTSU

* Trusted Platform Module, ISO{tFH

2 5
v'Drivers o ‘
iy =& Eﬂz
A Nirus SW T FoThERESA TS, $ AT LEBEERIC
v A 5E UATLIRERR R IE R FyITHNTERALTE
vEREEHE 4N
1%%»4 [ ERAR SET . 2004 M 518
< V%H/ J FHPCH frBA
HZIERES /155 = (L AL DR, B NEERE
-1 R B = " - TN NER T
ZDIEHREBSLLTPCRAIS [ WSATFzY7 J ?P”;ﬁ ﬁ'ﬁﬁﬁf L
REL. FOEEZFYTHNOHET BB LT
EEIELTRE .

18 Copyright 2012 FUJITSU LIMITED



TCGEE/THE - TPMOPCADFAIA/F| FIR 5 Fujitsu

F£/—FPC 6E|, TRV TIZE|(TPMELH AT L %'341,U1|E)~
FIZIEZENTNIE, 7EIZTPMA B EH SN THAE R A

PC Desktop and Mobile Shipments with and without TPM's
from 2004 through 2013 (000,000 omitted)
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2004 2005 2006 2007 2008 2009 2010 2011 2012 2013

Mobile without TPM 444 456 511 653 886 793 700 659 628 291
Mobile with TPM 46 176 295 427 538 732 1,050 1,467 1,885 2,619
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