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DIRECTIVE 1999/93/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 13
December 1999 on a Community framework for electronic signature

Article 5
Legal effects of electronic signatures

1. Member States shall ensure that advanced electronic signatures which are
based on a qualified certificate and which are created by a secure-signature-
creation device:

(a) satisfy the legal requirements of a signature in relation to data in
electronic form in the same manner as a handwritten signature satisfies those
requirements in relation to paper-based data; and

(b) are admissible as evidence in legal proceedings.

2. Member States shall ensure that an electronic signature is not denied legal
effectiveness and admissibility as evidence in legal proceedings solely on the
grounds that it is:

— in electronic form, or
— not based upon a qualified certificate, or

— not based upon a qualified certificate issued by an accredited certification-
service-provider, or

— not created by a secure signature-creation device
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EESSI: European Electronic Signature Standardization Initiative
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ETSI TC ESI: European Telecommunications Standards Institute/ Electronic

Signatures and Infrastructures
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ASIC (Associated Signature Containers)

e ELand/orFALART

OTIWNEAT

mimetype

dataobject.pdf

META-INF/
signature.p7s or
signatures.xml or
timestamp.tst

application/vnd.etsi.asig-s+zip

An example signed object

or Time-stamp

CADES or XAdES detached Signature |,

‘eananns®

1N v WP

mimetype

package.zip

META-INF/
signature.p7s or
signatures.xml or
timestamp.tst

application/vnd.etsi.asig-s+zip

Filel.pdf

| A sample document |

)

File2.gif

CADES or XAdES detached Signature
or Time-stamp

.
“ernnnnnnnn

SEEC CAMESEAIZHIFHY

mimetype

filel.xml

file2.gif

META-INF/
container.xml

META-INF/
signatures.xml
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application/vnd.etsi.asig-e-xades+zip
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o
<ds:Signature ..> RO
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<ds:Signedinfo> RO
* *
<ds:Reference>URI=filel.xml..<Digest.>.. ¢ * o
<ds:Reference>URI=file2.gif..<Digest.>... % ¢*
r:cls:Reference:'UF(I=t0ntainer.mnl..-i[)igesl..;':
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SRELF (CA)

B & FEBAE (Qualified Certificate) F TR

BA LRIV TR (TSA)

1J7R<2 1) (OCSP) Certificate status provider

|)7R k) (CRL)

BB (RA)

An |dentity verification service.

A Certificate generation service which responds to requests for certificate generation from an
authenticated source of identity information

B EEREED (AA)

7—HhA7T Archival service.

A Registered Electronic Mail service

A Key escrow service.

Issuer of PIN- or password-based identity credentials.

Service responsible for issuing, publishing or maintenance of signature policies

An assessment scheme which is a system of supervision as defined in, and which complies with
all applicable requirements of Directive 1999/93/EC

An assessment scheme which is a voluntary approval [accreditation] scheme as defined in, and
which complies with all applicable requirements of Directive 1999/93/EC

TSLEITHA.

A trust service of an unspecified type.
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TSL ::= ContentInfo

ToBeSignedTSL ::=SEQUENCE {

tSLTag TSLTag,

version Version,

sequenceNumber SequenceNumber,

tSLType TSLType,

schemeOperatorName SchemeOperatorName,
schemeOperatorAddress SchemeOperatorAddress,
schemeName SchemeName,

schemelnformationURI SchemelnformationURI,
statusDeterminationApproach StatusDeterminationApproach,
schemeTypeCommunityRules [0] SchemeTypeCommunityRules OPTIONAL,
schemeTerritory [1] SchemeTerritory OPTIONAL,

tSLpolicy [2] TSLpolicy OPTIONAL,

historicallnformationPeriod HistoricallnformationPeriod,
pointersToOtherTSLs [3] PointersToOtherTSLs OPTIONAL,
listlssueDateTime ListlssueDateTime,

nextUpdate NextUpdate,

schemeExtensions [4] Extensions OPTIONAL,
distributionPoint [5] DistributionPoints OPTIONAL,

tSPlist TSPlist OPTIONAL

}



REM Dispatch, REM-MD
Mesage, Original Message
to a recipient substribed to
a REM-MD

= RIS F A— )L (REM, Registered e-

Standard Elect
Mail (SE

Management Derr

Classic MTA >~

MUA E_IE-

REM Dispatch, REM-MD
Mesage, Original Message
to a recipient not
subscribed to any REM-MD

@

rES

Third
Party

- — - Recipient l

SEM-RI
(1)_s-Ms| A TP-ERI REM
. == REM.~ @ UA
’ ' g MﬁtﬁFin
Sender || — === 2) s
, UA
E:> Original Message
S-M3I
[:> REM-MD Message REM
Management R-MSRI REM
_______ UA

r — 1| Recipient

S-MSRI

REM Store & Forward Model
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ASN.1 or XML or PDF

TERL | MIMEAYS
TERXL

HTML MIMEN Y4
HTML
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MIMEAN YA

FUSF I AvE—

/N

MIMEAN WA

Vi 5k
IETYUR | MIMEAYA
IETUR
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REM-MD
S/MIME on SMTP

XML$§L+SOAP on HTTP

REM/PReM%QEMMD REM/BUSDOX Gateway

PReM BUSDOX

UPU S52-1 UPU Postal Registered electronic Mail functional specification (PReM)
Business Document Exchange Network service metadata and transport specification (BUSDOX)
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EC:]:El 7460
STANDARDISATION MANDATE TO THE EUROPEAN STANDARDISATION ORGANISATIONS CEN,

CENELEC AND ETSI IN THE FIELD OF INFORMATION AND COMMUNICATION TECHNOLOGIES
APPLIED TO ELECTRONIC SIGNATURES

¢« ECHOEFELRBDEEILERTTRA

o« BAMMEARYINODCENDCWADEH F1-ILFEE

o HMZE(TS)DMRE

o HfELFAZIRETHTSDOERIE

e TJLELT—L3vIL—LT—Y(R—E)L, BIREH)

o TSHEBMBGENWISONDEILMNEZSINTI=54TT (DIl

o AFERNDITENEE

o TSERETLEUT—LavA I5#BED-ONEANLGFERE

European Standard, telecommunications series (EN)
ETSI Standard (ES)

ETSI Technical Specification (TS)

ETSI Technical Report (TR)
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STF425 L —.1s"J—7J Electronic Signature Standardization in
Rationalised Framework

STF426 A7 A JL Quick fixes to electronic signatures profiles

STF427 RAZ2F —F Quick fixes to electronic signatures standards
1. ERZE/E (CSP; Certificate Service Provider) D@ & 4 5l (conformity
assessment) BEHRUHA AV RKRTE
2. HEERMOHLIEKIMRAENTOTI7AILEKE
3. EARIAFIERTE
4. BATILI)X LIRS

STF428 5% T X Quick fixes to testing of electronic signatures
standards
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SR
TS
TS
TS
TS
15102 918
EN301 862
15102 280
TS
TS
EN301 456
EN302 042
TR101 564
TR
SR

TS 102 853
TR102 038
15102 042
TR 103 071
TS
TS
TS

)
JIPDCC
Rationalized framework
XAdES Baseline Profile
PAdES Baseline Profile
CAdES Baseline Profile
ASiC Baseline Profile
Associated Advanced Electronic Signatures Profile
ESI Qualified Certificate profile
ESI Certificate Profile for Natural Persons
Conformity assessment guidance
Security Requirements for signature creation applications
Policy requirements for certification authorities issuing QC
Policy requirements for CAs issuing public key certificates
guidance on TS 102 042
Guidance for auditors of CSP issuing EV certificates

Recommendations on governance and audit regime for assessing
CSPs issuing EV certificates in EU

Signature verification

XML format for signature policies

Policy requirements for CAs issuing public key certificates
Test suite for future REM interoperability Plugtest Events
Conformance testing for XAdES baseline profile

PAdES Signatures Interoperability testing

Associated Signatures Interoperability testing
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AJES-BES. AJES-EPESER DT AT 7A )L

AdES-BES/EPES

=4 | 4

S EIE

— Mandatory&Optional M & (should, may®D & 1E)
— Signing TimeAYMandatory[Z !

TRI774) 7 R AdES

— XAdES* " * XMLk

— PAdES* - *PDFhR

— CAdES* - *CMShR

— ASiC*+-a>TFhR

CAdES-T/-A. XAdES-T/-AER S DT OT7A )Miﬁ&%ﬁg%ﬂ%(lsztw-l,-z)
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o TAMEAME 11H24H~12A9B. X RIFXPAJESEASIC(TYL IT—REAR)
o TAMRIE(Web) 9RIZIEH

e PAdES Part2.3.4.5DEIZTAMEE

* 8/4.JIPDEC/eRAP(EFiEERIAREB IA—F L) NICKIBEF—LEFERK
E XAESR—RSAVTAI7AILIEEEHEF I Y—ILIRIEFE(108)

ETSI TS 102 778-1: "Electronic Signatures and Infrastructures (ESI); PDF Advanced
Electronic Signature Profiles;

Part 1 PAdES Overview—aframeweork-documentfor PAdES-
Part 2: PAdES Basic - Profile based on ISO 32000-1"

Part 3: PAdES Enhanced - PAdES-BES and PAdES-EPES Profiles"
Part 4: PAdES Long Term - PAdES LTV Profile

Part 5: PAdES for XML Content Profiles for XAdES signatures

Part 6: Visual R : el Y



IS5 FRMEE @ PPEC

e TAMAZEL: JVE—FTRAbF
- BIEERFE:

- BHEEE (FyybE6H)

— A—=JLYRFBEIZA—=IL) A E{EH)

— DIJR—BI(TRNT—EPHEROT7TYT/FHo0—k)
e TAFDRN:

T RS FARRY—
TAN T —XEE -
SEBR = ERE
H SLZER

YBL-BRaDOT7YS
thosmMEOERADSAHO—F
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B REEE

(C)Copyright JIPDEC, 2011 29



®
JIPDCC

:;EEEHIL.\E L) ¥Ej é L\_sl./f:

—iREEA B A EREELESHEERS (JIPDEC)
B HEFTERAHEER
TEL 03 3436 7500
e-mail dupc-erm@tower.jipdec.or.jp

(C)Copyright JIPDEC, 2011 30



	最近の欧州PKI事情
	目次
	１．欧州における電子署名基盤標準
	電子署名指令第5条
	電子署名基盤の標準化推進体制
	スライド番号 6
	ESI関連STF(Specialist Task Force)
	AdES（Advanced Electronic Signature)
	AdES関連標準の歴史
	PAdES
	ASiC（Associated Signature Containers)
	TSPステータス情報リスト（TSL)
	サービスタイプ
	TSLフォーマット
	書留電子メール（REM, Registered e-mail）
	MD間配信エンベロープ構造
	事象とエビデンス
	他ドメインとの相互接続
	２．直近の動向
	EC指令460
	EC指令460対応STF
	スライド番号 22
	フレームワーク
	ベースラインプロファイル
	認証局適合性評価
	署名検証
	署名ポリシ・・・検討の方向性
	2011年のプラグテスト
	プラグテスト概要
	ご清聴有り難うございました

