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Mitigation of other attacks

(FIPS140-3 1st Draft ML)

M NIST FIPS140-3 Draft

TA : Timing Analysis

TA [ SPA/DPA| EME SPA : Simple Power Analysis
Level 1, 2 - - - DPA : Differential Power Analysis
Level 3 Y - — EME : Electro-magnetic Emanation
Level 4 Y - SEMA : Simple Electromagnetic Analysis
Level 5 Y Y Y DEMA : Differential Electromagnetic Analysis
FI : Fault Induction
Il CRYPTREC/INSTAC Comment
TA SPA DPA EME FI
SEMA DEMA
Level 1, 2 - - - - - -
Level 3 Y Y - Y - -
Level 4 Y Y Y Y Y
Level 5 Y Y Y Y Y Y

HUMEREDT, [KEDFTEEL. .
W& N~ HEEOEELICEHTIAERRAREEE, MEZA BFREHS, BERTERLHEE 52— FH205E3A.
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Mitigation of other attacks

(FREDFEHI)

. Module Val. _
Cert# Vendor Cryptographic Module Type Date Level / Description
1450 | Gemalto TOP DL V2 Hardware 11/15/2010 Overall Level: 3
Avenue du Jujubier Z.1 (Hardware Version:
Athelia IV A1023378; Firmware -FIPS-approved algorithms:
La Ciotat, 13705 Version: Build#11 - AES (Cert. #1363); ECDSA (Cert.

France M1005011+ Softmask V03)
-Arnaud Lotigier
TEL: +334 4236074

FAX: +33 4 42 36 55 45

Validated to FIPS 140-2
Security Policy
Certificate

Security Policy Z R TH5&... 1
12 Mitigation of other attacks
The TOP DL V2 has been designed to mitigate the following attacks:

- Timing Attacks,

- Differential Power Analysis,
- Simple Power Analysis,

- Electromagnetic Analysis,

- Fault Attack.

- Card Tearing

policy provided by the TOP DL V2 platform.
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A separate and proprietary document describes the mitigation of attacks

#172); RNG (Cert. #749); RSA
(Cert. #664); SHS (Cert. #1243);
Triple-DES (Cert. #938)

-Other algorithms: N/A
Single-chip

"This module is based on a
Java Card platform (TOP DL V2)
with 128K EEPROM memory
available. The Cryptographic
Module provides dual
interfaces (i.e. contact and
contact-less) where the same
security level is achieved."

xZhik, Java CardDEREH
CMVP7Z=HhSMitigation of other
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E5Ic, HEoEHINERSBL. . .
(IREZH)

« 5.1.3 Hardware Security Module

— Hardware security module (HSM) is the trusted
computing base of a vehicle. The purpose of an HSM
is to provide a physically protected environment for
the storage of private keys (long-term and short-
term keys) , the execution of cryptographic
operations (message signing and decryption of
encrypted anonymous certificates) and key
management functions [60].

— ... For practical purposes, an HSM implementation
somewhere between high-end and low-end devices
is needed.

Performance Analysis of Authentication Protocols in Vehicular Ad Hoc Networks (VANET),
Abdul Kalam Kunnel Aboobaker, Technical Report, RHUL-MA-2010-02, 31st March 2010.
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long-term or short-ter
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