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The Need for Interoperable Key Management @
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Encryption and Key Management (<)
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Today: Each Cryptographic Environment Has Its Own Key @

|_\ Management System

Enterprise Cryptographic Environments
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KMIP: Single Protocol Supporting Enterprise Cryptographic @

Environments
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| What is KMIP? (<)
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KMIP Specification @

KMIPIZARL—23>DvhEEET S
ARL—LaV B ELEEERCTERINSA TV L CE A

@ Information Systems Security

Protocol Operations Managed Objects Object Attributes

Create Certificate Unique |dentifier

Create Key Pair Symimetric Key Mame

Register Public Key Ohject Type

Re-key Private Key Cryptographic Algorithm

Derive Key Split Key Cryptographic Length

Certify Template Cryptographic Parameters

Re-certify ¥ Palicy Template Certificate Type

Locate / Secret Data Certificate Issuer

Check / Opaque Object Certificate Subject
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Add Attribute Lease Time

Modify Attribute ~ Uzage Limits

Delete Attribute - State

Obtain Lease T Initial Date

Get Usage Allocation Activation Date

Activate Process Start Date

Revoks Protect Stop Date

Drestroy Deactivation Date

Archive Destroy Date

Recover Compromise Occurrence Date

Yalidate Compromize Date

Cuery Rewvocation Reason

Cancel Archive Date

Poll Object Groug

Motify Link

Put Application Specific D
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Last Change Date
Custom Aftribute
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KMIP: Symmetric Encryption Keys (<)
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KMIP: Digital Certificates (<)
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KMIP: Asymmetric Keys (<)
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KMIP Request / Response Model (<)
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Supporting Multiple Operations per Request (<)
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Messages in TTLV Format (<)
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KMIP Client-Server Request Model (<)
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Key Lifecycle States and Transitions (<)
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Authentication (<)
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OASIS KMIP Technical Committee (<)
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How does this work compare with related standards efforts? @
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How P1619.3 Relates to

KMIP Transport Level Encoding
; | Legend
Key Client Key Server
KMIP & P16193
In Scope
Out of Scope API

P1619.3
Internal Representation Internal Representation

Encode Message Format Encode

m 2

* Transport requires a secure communication protocol (e.g. HTTPS, TLS, etc...)
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Example: Centralized Key Management for Storage @
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Thales Encryption Manager for Storage — TEMS
(IEEE P1619.3 compliant) with
Integrated IBM TKLM and Brocade

Encrypting
Disk Arrays

Disk Group 1

Array 1 — Key W

Servers

. Tape Group 1
Primary Tape 1 —Key X
Tape 2 —Key Y

Storage
Area
Network

T
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IP Network

Secondary

Tape Group 2
Tape 3—-Key Z

Key Management

Tape Libraries
with Encrypting Drives/Switches
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Secure Web Management Interface @
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nrm
B
I I IAI—ES Help | Logout
Policy List | Delete Policy Requests
Policies
Minimum Key |Key Unigue-key Default Wrapping |Partner
] | Name Owner Algorithm |Strength Expiration |Granularity Certificate Certificate
= sys_aes192_Zm_mg System AES 192 3 manths Media Group |
[]  arp_ads256 1m m domain2igroup2  AES 256 G weeks Media |
[]  arp 3des112 4w g domain2igroup1 | Triple DES 112 4 weeks Group
{Delete | | [ Add |
simple_disk_key29954 FCCOF9798B4241AEBERII4FF aroupz Protect and Process )& 0 2009-11-26 09:10:57
simple_disk_key99953 FE2157B399014FF28C8409DD aroup2 Protect and Process y. 2009-11-26 09:10:57
simple_disk_key99952 AC195C0DD5F4415583268876 group2 Protect and Process j’i) 0 2009-11-26 09:10:57
simple_disk_key39951 TE4C1F4638414290BCH900EG groupz Protect and Process j& 0 2009-11-26 09:10:57
simple_disk_keya9950 F98CCDCE36B3460D92049CTC aroup2 Protect and Process A 2009-11-26 09:10:57
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/I/ Data encryption keys
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HSMs add value:
e Operational benefits | -
o Security benefits

 Compliance benefits
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Global Trends @
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KMIP: enabling enterprise key management through standard protocol@
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Enterprise Cryptographic Environments
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MoonShield (<)
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http://www.moonshield.com/

Start your Thales adventure!
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