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PLUGTESTS ‘@ XML Advanced Electronic Signature
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3 - 7 March 2008
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— - = IJ
nn ' ETSl s playing 2 key rale in the development of electranic

signatures related standards, including ¥AJES. The purposes of

this event are

® To assess the level of interoperability of XAJES
& Taoimprave the guality of XAJES specification, by
detecting any interoperahility issues

t
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P your company's patticipants
Mumber Person attendi

http://www.etsi.org/plugtests/XAdES/XAJES.htm
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- N ] .
R¥axpM 3.1 . CAdES-BES form, positive test cases.
g{* l The test cases in this section deal with the CAJES-BES form.
The following table shows which attributes are required to generate test CAJES-BES =ignatures for each test cazes. Click
£ a test casze ID to =ee it= test d 10 s _Fl j— — — (SignatureRe quest>
< <{SignedDocument File="././Data/ssa.txt"
T N R N N P E. ::. E. 2; Include EncapContentInfo="true" />
TEST CASEID il bl b bl e b el ol el - <SignedAttributes>
@ Qoo @|mm o Q@)@ )m {MessageDigest/>
_ oo o oo o0 Ol 1O lo 0D <ESBSigningCertificateV2/>
Mezzageligest | w | [ | [ | e | w | w | | {ContentType/>
SigningTime e e[ i <SigningTime/>
ESSSigningCertificate W1 or 2 v w | w|w|w|w|w]|w w | w | v |EZ </SignedAttributes>
OtherSigningCertificate — {Documentation>
SignaturePolicyldentifier This test case tests the most simple CAJES—-BES with
- - ESSSigningCertificate™2. It must be use SHAZ family as its hash
SignerLocation ¥ ¥ )
o = —— — algorithm.
UIQHEFHPFIbUtEE R1|R2 R < /Do cume ntation>
ContentType il I B B ol I e </Signature Re guest>
ContentHintz v v —
Contentidentifier v v FARMEHIIXMLTEHAINTLET
ContentReference
CommitmentTypelndication N '-'% ol n%#j’: LS ;§
ContentTimeStamp H e I W= 1> 73/
CounterSignature v

CAAESIEANSNBHT 3 BR
FRM—ARF 1AM TT THETESET

BFAN —RICREDESLAT LI  BREANIHBLTVET
B XMLER OF ANRB 71— ATEINTNET
-KMFR TR AMEE GIRBOKY, /' R—BEE)

b FAM-REF2 A MR TRBEERLET
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== Certificate Contents <
PLUGTESTS 7!@ o | re— BEREA-ITR
JAE INCERGPERAMILITY SERVICE, Iy B Subject Type ' Natural Person £ Non-Matural I/Z‘: %E HH %%ﬁ

Subject

CAPSO Tite DURLAELSD T,
Protected area Certification Authority & PKI ] * - LN
Certificate SDIUtIDn Flrsmame b w I) /7% F*ﬂ < t
’j“ — . Wy o e Lastname™ w- d EE ;Z
\\‘ = Carnmaon Mame | In OWS B Hﬂ =
- rPIcRiTFENT
Downloads N } h
ca ot E-Mail |Y|:|L|rEmaiI@exampIe. org | = = o) 1\‘1- Y
ocse Organizational — EE HH = ” ﬁm én
n therwise stated, this service is intended for XAdES e |\|III our D rg anization |
Info Flugtests 2008/2009 use only. \D.-'
CPS 5 on the certification prncfss. see (5P, © 2006- ) ) | *t
s oy etz Sl:ﬂa;;ﬁmna [Your Organizational Unit |
-2008 b Street
AK AN o] I |
7]'3—9)[;"1““* ")CAa) Locality {L) |Graz |
O = State or
’\0_:/0) EIE HH = Province (ST) | |
|)y7%7'}‘y7 Country (C) I AUSTRIA j oyabe
~
| JavatrEWindows
Key Options

N CryptoAPILIS @
kKey t_;enerat-:un I: Brn'rx's;rErhSErve; - J %ﬁ?ﬁage‘:
Provider ViiCroso nhance ryprogr| =

Keysize I 1024 hit j ‘iPKCS#.l 2774

Password® | } l’ t bTI7Z7]'\°—
FUTEEWET
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JEEINET7HINSEREE

OAE—-LTHEIET
EBRI771INVEBEET
REFFERT 71V %

BEEY
ZIPP—h1L7 TCESET
K=y 7a—k

LE9d

q Download.zip

ﬂ-—- Data

[

= CryptographicMaterial

\

XAdES-BES.SCOK
)

fg

ARTICIPANT-1

z

3 l'; PARTICIPANT-N

TestDefinitions

X-BES-1.xml

PARTICIPANT-1 gits the
cryptographic maferial of the
folder corresponding to the
scenario (SCOK inffthis case)

2z

PRRTICIPANT-1 generates the
sifinature and stores it in:

F@LDER: XAdES-BES:SCOK/PARTICIPANT-1/
- Upper level folder:

XAJES-BES.SCOK

(XAdES Form: XAdES-BES, scenario: SCOK)
- Sub-folder: PARTICIPANT-1

(generator’s folder)

Signature-X-BES-1.xml

FIE NAME: Signature-X-BES-1.xml
(as per code of specific test case)

i

i

il
%

N pAl NT-1

Upload

“ou must uplosd & zip file
The structure of the file must be the same a= it s in the inftisl package
In the root directory there shall be the scenario directories ({ADES-®)
Every participating company has its own directories in every scenario directory
“ou only have write access to your oven company's folders
Existing files wil be overvritten, the nesw files will he created
x

P2 e IRL

You can use this page to upload vour files, The recommendations and rules regarding uploading are the followings:

@7vy7a—k

Uploading files

Choose file to upload: |

[uptoad | J

fi of the speé-i'ﬁé“"“

be found in plain text at the
pr encoded in the files within
r.

3 PARTICIPANT-1 generates
the signature.

PLUGTEST PORTAL

L. ¢ 6
lile
lhe PARTICIPANT-1 uploads this zip file to

the plugtest portal using the upload
page
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. | SMEIC LB EORIERRIETY/O—RENBEL
oner compeny BEKHEN, RR—HEF—SNTRONET

The following table shows the verification results for the signatures of ENT in case of XAJES-BES.SCOK.

Verifiers = 'E
TeztCazes | T
S SEITREH | B | | BN | BN BN | | BN
XBESOueml | s:n SN NN s NN RN RN - N RN - EOEN = s N RN EEEN =
XBES-3aeml  s:n s:n BN s:n EREE ENR B s BN B s B s s ENE R RN v
XBESHoeml | s:n s Bl s N ENN GO - NN EEEN s BN s s N RN EER =
x-BESSaml  s:n s:n B s NG NN EEM s svosv s Bl sy s NN BN s:n s
xeesommi s:n s:n [l s~ N DA s~ s~ Bl s Bl s s S s~
X-BES el s:n s:n BN s N RN B scn s M s B s s [ENEE O R s
XxBES8xml | s:n os:v B s EIEN O Bl s sovos:iv s B s s SN G B s
xBEsoneml | s:v s BN s NN RN B s s B s EEM s s NN RN EEEN =
oS TETTRIEHENT  E | | EIE B BN | | &
X-BESitaeml | s:n s:n s:v s:n NN R sc: s BN s NN s s NN NN B s
xBEs15xml  s:n s:N s:N os:v NN SN B s:v s B s B s s N N B s
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Signer company| HFARIETIS—DHAEUTOLIICHFIRRESNET

The following table shows the verfication results for the signatures of UPC In case of XAdES-BES.SCOK.

Werifiers —
TestCazes |

= - - - Bl =~ BN s~ E B s
1) MR O G ER T SO s B s s N N N s
7VI7TNBARBE AIBERTEND Foy oo B = = 50 500 =

r {Failed> N s s Bl sy Bl s s O s~
schema walidation ermor. Idattributeh ---E=E SN -E=E -E=E S:N --E=E SN
can't be used in CertifiedRole.

S Eailods o ST ST BN s s BN sy BN s s [N B s
R ——— = ST S Bl s:n s BNl = B s s NN B s
X-BES-8.xml  S:[ __k;& SO O B s s:n BN s BN s s (NN R RN s
xBES-9.xml  s:n s:n [ s SR RN SRR s:n s BN s EEEEN 5o s:n NN N SR s
x-8eS-10.xml s:n s:n [ s~ N SN B s s:v B s B s s:n B S s
xBESadseml | s:n os:nos:iN s:N [ R B N sy osiv s [ s B B s
X-BES-15.xml s:n S:v S5:N S:n Si BN B s:n os:v B s:n i B s

ERMELICKMLIBS ., FETRRSND
EHBICHRIEL TV EVRRIIBREICTEIIELHVET. . |

© Co|
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[06.03.2008 00: 3607 ] seegess . Good morning ? " Isa)ua“ [ | Chat room “meeting”
[06.03, 2008 00:56:44] User entered this room, -" j P —
[(6.03.2008 00:56:46] Dheeting - Sthdarch 2008; 09:00-11:00 CET O
|- B B
Phone number: +33 4 AN ANE 7: o - Yy o
Agenda 4 Eo)ﬁiﬁwl /1/9 GomBn
o EEE
1. DMscussion of apen issues -
1.1 Issue#3: wrong directory name in signatures o =R
1.2 lssue#: pathlen constraint in CA certificates - regenerate all certificates? o
1.3 lssueds: Some participants require W3 certificates - W3 certificates for everybody? ]
1.4 lssue #9: Attribute certificates certificate path for its validation o
1.5 Issue #10: Encoding attribute in CertifiedRole P Ym—
1.6 1ssue #11; Signature X-A-7 and X-A-9 are the same Oum
1.7 lssue #12: Namespace in X-BES-9 Ommen
1.8 lzsue #13: Suggestion for a new element in verification report F -
1.9 Issue #14; CRLAOCSP retrieval information in certificates for Intesi Signatures & urushima
2, ADB
3. Mext meeting * " Iséz %
4, Close -" / u
[0, 03, 2008 ol 5E:ls] User entered this room, J
[06.03.2008 00:53:55 ] wm naorning!
[06.03.2008 00:59:12] Usen m n entered this room,
[06.03.2008 00:5%: 33 ] me—— IDd mormng tugether Sorrg.r, due to act1v1t1esfv151ts since
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Enfrust ETSI Remote XAdES/CAdES Plugtests#= (1/3)

#&—E7FAk(08.3) s —_EFAh ('08.9)
x-3v¥ AHT—T 7 2917/
a% 3 9% 39% P
3.9% o W=7
KA 5%
3% INA

11‘5-—- J\F|J—;j
. I
39%
5N

"
x—=ATYT So
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Enfrust ETSI Remote XAdES/CAdES Plugtestsi¥t= (2/3)

SE=E7FTAr(09.2)
SMEHS

ETSI AdES Plugtest Participants

30

HAEMS R SHiRHA S
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‘BAEDSMEREMIEOTLD

MEIFAMCLTIZCAJESIZFTEEL TUL
«BHIFECAJESHEEE LS DITTIE LY
*XAJESECAJESHOMF2ERKI DRI/ S

xR XAdES ERE) CAdES EREY Y= EREY
1 I 7 AN (BE) 100 I bZAN BE) 100 I N7 AN (BE) 100
2 P (1A F51)=) 97 C2 (Z72A) 94 C2 (Z32A) 88
3 U (A1) 94 $1(B#) 82 U(ANA) 72
4 | (F=ARUT) 91 S2 (ANA) 53 S2 (ANAY) 55
5 C2 (774 83 U (ANAT) 50 P (17rF')=) 49
6 F (NIL#F—) 77 T1 (k3) 32 | (F—=AR)7) 46
7 S2 (ANA) 57 M2 (75— 18 S1(B#F) 41
8 M2 (IrrF5') =) 37 A (ANTY) 15 F(NIL¥F—) 39
9 ARANALY) 34 C1p===7) 6 M2 (I F5')=) 28
10 0(ZZ2A) 31 T2 (R7T—=F) 6 A (ANA 25
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Entrust ETSI STF-351(1)

STF3511—4& Konrad Lanz
B IVNSAN BE F—AM)77 |AIK, ASIT
Juan Carlos Cruellas¥#% I FE—:JF‘W){EF!T H—4Jb, CA, TSA, OCSP
ARTY HEO=FIFX e = P
— Y 1 CAdESgﬂgﬁﬁ-l- E;E
XAJESTAM L% #3H Y XAJESEBZDF AR | | XAJESTANGEE
XAdES, OASIS-DSSX F— s ®eay | | W3C XMLDSIG, OASIS
o) — 7 H
BEDNIT 12 DSSX, XAdES
HEBBOT7 ST \ | r3qs
17 N
\Q
BEREBHOF A RICEDLEI S
4 7eHBTITRTEL
E%%Kgger N Gregory Sun
*’_QJDE% ;ﬁ%ﬂ]% ECOMﬁﬁEéA 77]2"&“&% ¢ Eﬂ’gﬁE%
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ETSI STF-351 (2)

« ETSI Specialist Task Force 351

— Interoperability framework for XAdES
— http:/ /portal.etsi.org/stfs/STF_HomePages/STF351/STF351.a
sp
— 2008 E3MMOAIESD T Z V7 A1l (R ER, U HR—b
— eEurope, XM ZEH £ (EC) THERRBEN/IFE (BLF—bH)
o AE)
— SEhEHAR 20084 ~200943H
— 7297 AMDOLRE T AN —ARREt - T AT —RE R
— R=2WYGLPDBE - T ANDF2—MNI)T I - F7K—b
— [EIFBA—MEDEFESE (+SkypeF+Uh)
— 2EO¥MEZ=E (200858 AERRE. 2009528 /\)vE0F)
— A= JVANFTPHLPTORF 1A MR
— B3IF—MFEH (2008F8ARTR. 200951875 AETSIZAER)
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2000..

RS R7—2MNCERT S EELONR Py
e CAdES 1.8.1 F57bh (CMSIEEXDREIBR7A—7Yh)

XAdES 1.4.1 F27k (XMLEAXORMER7+—2Uh)

JSREIBR7+—2vh70771 IV DISOIRHE
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SE)9

ETSI XAdES/CAdES Interoperability Tests
— http://xades-portal.etsi.org/pub/index.shtml
— http:/ /www.etsi.org/plugtests/XAdES2 /html/XAdES2.htm
ETSI Specialist Task Force 351 (ETSIEPARSZAY7+#—2A351)
— STF-351: Interoperability framework for XAdES
— http://portal.etsi.org/stfs/STF_HomePages/STF351/STF351.asp

ECOMREIB R 7+—2YNT 2957 AM
— http://www.ecom.jp/LongTermStorage/index.html

ETSI Top Page
— http:/ /www.etsi.org/WebSite/homepage.aspx

RFC 5126 CAdES
— http:/ /tools.ietf.org/html/rfc5126

W3C Note XAdES
— http://www.w3.0org/TR/XAdES/ (FLyv1.1.1)
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