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Home > Groups > TeamTNT

TeamTNT

TeamTNT is a threat group that has primarily targeted cloud and containerized environments. The group as been

active since at least October 2019 and has mainly focused its efforts on leveraging cloud and container resources
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Cisco

Version: 1.2
Created: 01 October 2021
Last Modified: 19 October 2022

Version Permalink
Use

TeamTNT has added RSA keys in authorized_keys.[®l1%]

TeamTNT has obtained domains to host their payloads.!")

TeamTNT has scanned specific lists of target IP addresses.!°!

TeamTNT has scanned for vulnerabilities in 10T devices and other related resources
such as the Docker APL(°!

TeamTNT has used an IRC bot for C2 communications.
TeamTNT has the curl command to send credentials over HTTP and the curl and

wget commands to download new software.l¥19 TeamTNT has also used a custom
user agent HTTP header in shell scripts. !

https://attack.mitre.org/groups/G0139/
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Japanese medical online consultation site
leaking consumer-submitted images of
symptoms

Posted on March 22, 2022 by Dissent

After multiple unsuccessful attempts to get a popular Japanese medical online consultation site to
secure a misconfigured bucket, researchers at SafetyDetectives have decided to publicly disclose the
leak.

Doctors Me provides customers with on-demand access to professional medical advice. People can sign
up for a monthly unlimited access plan (for less than $3.00 per month) or a per consultation plan with
specified experts.

The patients can use the service anonymously, but in uploading pictures or details about themselves or
their children, they may reveal identifying information. Some of the image files reportedly provide
sufficient views to be able to identify some patients or children.

https://www.databreaches.net/japanese-medical-online-consultation-site-leaking-consumer-submitted-images-of-symptoms
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SCARLETEEL: Operation

leveraging Terraform,
Kubernetes, and AWS for data
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O F—RUANEBBDSZIDTUVEENT BEHCERLET
O F—RUANTH> TEBBDHZI>T U YNERTERINEBATEELA

3. [F—1RRUAN] ZBRELT, 27 2YRAICHED U TN ZZHEER

O F—RRUADEFv v a2ZRNT SN ESHDHIERCIMERTNRND T, F—RUADZE
AUTCEFIE2THERLIZO> T YRS ND(EI TY
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Details  Qutput  Errors

 Output to system console

(' Save to file: Select file ...

O Show in Ul:

1 Using albinowaxUtils v1.03 ] ] ] _ o ] ]
2 This extension should be run on the latest version of Burp Suite. Using an older version of Burp may cause impaired functionality.
3 Loaded Param Miner v1.4d _

4 Updating active thread pool size to 8

5 Queued 1 attacks ]

6 Initiating header bruteforce on 0ae40066033077d8c0442¢8d00b4005f. web-security-academy—res

7 Identified parameter on 0aed40066033077d8c0442c8d00b4005f. web—security-academy.net:fx-forwarded-host™%s. %h

§ Identified parameter on 0ae40066033077d8c0442c8d00b4005f. web—security-academy.net:forigin https://%s.%h

9 Identified parameter on 0ae40066033077d8c0442c8d00b4005f. web-security-academy.net:forigin

? Identified parameter on 0ae40066033077d8c0442c8d00b4005f. web-security-academy. net:{x-forwarded-host

2

3

Completed attack on 0aed40066033077d08c0442c8d00b4005f. web—-security-academy. net
Completed 1/1
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Request Response
Pretty ~ Raw  Hex \n = Pretty =~ Raw Hex Render
| GET /product?productld=16cache=1234 HTTP/1.1 ) 1 HTTP/1.1 200 OK
2 Host: 0acf00730338a24fc03df73e00180094. web-security-academy. net 2 Content-Type: text/html; charset=utf-8 B ]
3 Sec-Ch-Ua: "Chromium”;v="107", "Not=A?Brand”;v="24 3 Set-Cookie: session=dBqY¥sKTg2aQagEWbhoS06diiQMhaaDXi: Secure; H
4 Sec—Ch-Ua-Mobile: 70 SameSite=None
5 Sec-Ch-Ua-Platform: "Windows” 4 Cache-Control: max-age=30
6 Upgrade-Insecure-Requests: 1 ) ) 5 Age: 0
7 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64: x64) AppleWebKit/537.36 (KHTML, 6 X-Cache: miss
like Gecko) Chrome/107.0.5304.107 Safari/537.36 7 Connection: close
8 Accept: g Content-Length: 4229

text/html, application/xhtml+xml, application/xml:g=0.9, image/avif, image/webp, image
= ed-exchange:v=b3:;g=0.9

9

1 ’ - Uy ]U
4 X-Forwarded-Host: example. com ] 11 <html>
10 - e : fc03df73e00180094. web-security-academy. net/ 12 <head>
11 Accept-Encoding: gzip, deflate 13 <link href=/resources/labheader/css/academylLabHeader. css re
12 Accept-Language: ja, en-US;q=0.9,en;q=0.8 14 <link href=/resources/css/labsEcommerce.css rel=stylesheet>|
13 Connection: close 15 <title> o ]
14 Web cache poisoning with an unkeyed header
15 </title>

</head>

<script type="text/javascript” src="//example.com/resources
</script> L

6
17 (<body>
8
9

ST TR ST P ST L S T UTTC LT T LA TR WS

</script>
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m@} Cancel |< |V Target: https://0acf00730338a24fc03df73e00180094.wel
-_—
||
Request Response m -
Pretty Raw  Hex 2] \" = | Pretty Raw Hex Render \n =
1 GET /product?productId=1&cache=1234 HTTP/1.1 1 HTTP/1.1 200 0K
7 Host: Oacf00T30338a24fc03df73e00180094 web- securltx academy. net 2 Content-Type: text/html; charset=utf-8
3 Sec-Ch-Ua: Chromlum :v="107", "Not=A?Brand”:v= 3 Cache Control: max-age=30
4 Sec—Ch-Ua-Mobile: ) Age:
5 Sec—ch—Ua—Platform: "W|nd0ws” 5 X- Cache: hit
6 Upgrade-Insecure-Requests: 1 6 Connection: close

7 User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64) AppleWebKit/537.36 (KHTML, 7 Content-Length: 4229
Like Gecko) Chrome/107.0.5304.107 Safari/537.36
§ Accept: 9 <IDOCTYPE html>

co

text/html, application/xhtml+xml, application/xml: q =0. 9 image/avif, image/webp, image |10 <html>
/apng, */;0=0. 8, application/signed-exchange ;v=b3;a=0. 9 11 <head>
9 Referer: https: //Oacf00730338a24fc03df?3e00180094 web-security-academy. net/ 12 <link href=/resources/labheader/css/academylLabHeader. css rel=stylesheet>
0 Accept-Encoding: gzip, deflate 13 <link href=/resources/css/labsEcommerce. css rel=stylesheet>
1 Accept-Language: ja, en-US:q=0.9,en:q=0.8 14 <title> o )
% Connection: close /?g?lcache poisoning with an unkeyed header
</TiTle>

4 1

X-Forwarded-HostZHEL T3
Xy Padhf-LARIAMNEHEA TS

</head>
ody>. " . Cm n . L
<§cr|pt type="text/javascript” src="//example.com/resources/js/tracking. js">
</script>
<script src="/resources/labheader/js/labHeader. js™>

e ot

5
6
7
8
9 <div id="academyLabHeader">
0 <section class="academylLabBanner’>
] <div class=container>
2 <div class=logo>
</div>

3 <div class=title-container>
4 <h2> o )

Web cache poisoning with an unkeyed header
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