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“Framework for the creation and operation of a cyber defence centre”

fc# URL: https://www.itu.int/rec/T-REC-X.1060-202106-1
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Committed to connecting the world
Ll

What would you like to search for? Q

A Ty General Secret: Radiocommunication

About ITU-T Events All Groups Standards

Standardization

Resources BSG Study Groups

Cyber defence centres

YOUAREHERE ITU >HOME >ITU-T >STUDYGROUPS >STUDY PERIOD 2022-2024 >SG17 > CYBER DEFENCE SHARE

CENTRES

L X J (L) ( X J
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L X J ( X J (X J
X.1060 Cyber Defence Centre
In this era of rapid digital transformation, our world is becoming This
exposes indh izati and systems to olving cyber threats as well as data and privacy

breaches. In this evolving landscape, active defense is emerging as a critical strategy for cyber resilience and at its
core lies the concept of a "cyber defence centre” (CDC).

A CDC is an entity which ensures that an D can adapt to the hanging of
cybersecurity needs by playing the pivotal role of translating security policies into practical, dynamic services. It provides
not only the existing SOC and CSIRT/CERT/CIRT services, but also strategic planning, policy shaping and risk
management functions to mitigate cybersecurity risks inherent in an organization's operations.

ITU-T X.1060is a ing standard by ITU-T Study Group 17 in 2021 provides a
comprehensive "Framework for the creation and operation of a cyber defence centre”.

> Watch YouTube video by editor: Cyber Defence Centre (CDC) in 5 minutes (in Japanese with English subtile) here

DUBAI2023

“m

Regi Pi in ITU-T
eglonal Presence Join ITU _‘A‘_

Upcoming related activities

Reglonal Cybersecurity Summit for Africa
Kampala, Uganda, 20-23 November 2023

Past outreach activities/materials

NoLimitSecu Podcast dédié a la cyber
sécurité: Episode #414 "Cadre pour la
création et I'exploitation d'un centre de
cyberdéfense” ITU X.1060, 4 June 2023 (in
French)

2023 FIRST & AfricaCERT Symposium for
Africa and Arab regions: SOC,
CERT/CSIRT and then "Cyber Defense
Centre” - A Workshop On How to Defend
African Nations/Businesses with ITU-T
X.1060, 3 March 2023

RSA Conference 2022: Bingo! 10
Standards in 2022 You ve Without,
6-9 June 2022

Forum 2022 workshop:
Cybersecurity for the future: Deep dive on
Cyber Defence Centers, 2 June 2022

2021 FIRST & AfricaCERT Virtual
Symposium for Africa and Arab
reaions: Session on F and
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« FIRST. FIRST CSIRT Service Framework V2. |

— https://www.first.org/standards/frameworks/csirts/csirt_services_framew
ork_v2. |

FIRST. Team Types Within the Context of FIRST Services
Frameworks Version |.0

— https://www.first.org/standards/frameworks/csirts/team-type_|-0
— ¥ a') 74 #8 % CSIRT, ISAC, PSIRT, SOC®D 4 DI %8
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