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JT2A works with remote signature TFs and API review TFs

JT2A
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(Remote Signing TF) Creation and consideration of

remote signhature guidelines and
remote e-seal guidelines

JE—FERAPIDRRET FFREDCSCADIESRE

API#&RSITF Consideration of remote signature API and
(API Consideration TF) proposal for industry standard CSCx
*Cloud Signhature Consortium

EAMINPOBARYED—2EFaUT 115 BREE-LNHER VE—IBERAIRSAV. BAMS AT 2/0V—BERUT2A)
https://www.jnsa.org/result/jt2a/2020/
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2. JT2A API#SITF
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WU TWRW, FZDAICCSC APIDILERMNMEERDDTAPI TFICTHKRZIREBUTITI<S AR—RERD
HEERAPIIZBEICERIN EREERICTHALULEZEDZFIALTWVWS,

In the Japanese market, a single RSSP needs to work with multiple CAs and
multiple TSAs. However, the CSC API does not support these specifications.
Therefore, the specification proposal for the extension of CSC API is examined
in API TF. The base extension API is already using the one used in Europe and

the demonstration. CSC API Extensions by SIP JAPAN

Define extended APIs required for Japanese trust services for CSC APlIs.

Multiple TSAs Specify timestamplID at signatures/timestamp [update] add new parameter ‘timestamplD'
- Select TSA timestamp APl and get TSAs  timestamps/list [new] returns the list of TSAs
[ from SCA to RSSP | el timestamps/info [new] retrieves the TSA info
2 Multiple CAs The credential management manages/login [new] obtain an manage access token
- Credential Management Ahp's_spe:f'f'cagons focus on manages/generateKey [new] generate signing key-pair
[ from CA/RA to RSSP ] the Interface between manages/linkEid [new] links elD means references
RA/CA service and RSSP. . . g
T manages/linkCert [new] links the certificates
manages/authorize [new] used for sign a proof of possession
manages/deleteKey [new] destroy signing key
3 Validation Service Validation signature validates/validSign [new] validate signed documents
[ from SCA to RSSP | document or certificate. validates/validCert [new] validate certificates
1. Multiple TSAs 2. Multiple CAs Enrollement Phase 3. Validation Service

CSC API Ly . Validation Service
Credential Management AP|
Select TSA g I §_______:J_‘

S \%
NP i CSCAPI
Certificate Request . . )
Validation SignDoc or Cert

8

Several TSAs service
the Japanese market.
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EN 419 241-1&&%& EN 419 241-2&&# EN 419 221-5%&%
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https://www.jnsa.org/result/jt2a/2020/
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JT2A

3. Consideration of Remote Signing TFs

Publication of Remote Signing Guidelines

® JT2A issued the "Remote Sighing Guidelines” in 2020.
® It consists of 3 parts: "general security measures,” "signhature
activation module,” and "signature value generation module” of the

remote signature provider.
Remote signhature provider

 EE— r
Tamper-resistant area
User [€ >| Server Signature S'%g?ﬁ‘ére
Activation G .
Module eneration
Y [oYo [V] I
\ J L )
Part I.
. Part II. Part III.
1(:3|enReral Stecg_rlty Jiweasures sighature activation Signature value
S%rrviﬁg]so = el module generation module
Refer to EN 419 241-2 Refer to EN 419 221-5

Refer to EN 419 241-1

Source: NPO Japan Network Security Association Report and Public Materials Remote Signing Guidelines, Japan Trust Technology

Council (UJT2A)
https://www.jnsa.org/result/jt2a/2020/
5
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3. UE—LBARTFD UE—RBEAIRSY
JE—LEBEZHAFSA1DFELT

o ZHRUTV\SHIB

-EN 419 241-1:Security Requirements for Trustworthy Systems Supporting Server Signing
(U—NEBRICEADLD I EF1UT1EH)

-EN 419 241-2:Trustworthy Systems Supporting Server Signing -Part 2: Protection profile
for QSCD for Server Signing(—NZZ(ICHITI3EREZEXT /N1 XADPP)

-EN 419 221-5:Protection profiles for Trust Service Providers (TSP) Cryptographic modules
-Part 5 - Cryptographic Module for Trust Services - (FSXMF—EXICHWITIBESEI1—IL(JE—LE

)

BEET)DPP)
EUDUE— MBEDIBREBIRT Z1EE m{@
DE—FEREESE Scope of remote signing standards
- / EN 419 241-1 EN 419 241-2 (Qualified only) =
4 > I\—is :
% Ta\xper Protected Environment
T Signer Server
*um% H =N gﬂfﬁ'ﬂi‘fb ggﬂﬁﬁ- a Intefa(tion Signing g Signature Crypto.
:Eﬁ'l—)b :Efjl_)b Component Application ; Ah;tivdatilon Module
odqQule
— / —
TSP Service Component
f" / 'ﬁ,:ﬁ:j? \operating remote QSCD / SCD
/ i / e e
J\T—I* I. o ' I”:PH' ‘E . - Certificate R i
Py IN— -1I. JN—HFIIL. 15119431 I ‘ Registration cvcaton
1) :E—l'-g%ﬂ'—t ZlcElF * - - " ) o E |ssuance Managem’t
- i — =J1— (policy requirements) LT
P Nork Rlgi=ige ELEMALEI 11—  BAEMEEREI2I-L i il
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A. BiZe - RS A. BE - BSiR
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B 3L T 1 1E | | o =
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JT2A

3. Examining remote signature TF Examining remote e-seal guidelines

Developing remote e-seal guidelines

® The basic security requirements of the remote e-seal service are (1) general security
measures, (2) a signature activation module, and (3) a signature value generation
module, similar to those of remote sighatures.

® Change the structure of the Remote Signature Guidelines (Part I will be divided)
according to the timing of the new issue of the Remote e-seal overview and
explanation.

Remote Signature Guidelines Remote Signature Guidelines Remote eSeal Guidelines
(1st Edition) (2nd Edition) (1st Edition)

A. Overview and ) )
Commentary A. Overview and explanation

Part I. To the remote signing service _°°!t e et

General security measures in _
B. General security

measures for service
providers

1
B, C, and D differential explanations |
are included in the above. !

______________________________

> C. Signature activation

Part II. Signature Activation Module : module

Reference

Part III. Signhature value generation
module

> D. Signature value
generation module

_______________
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