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ct Criteria Semantics O Status Indication Report (example)
D Validity of the data | The signature data structure is contained all the VALID - Validation result
S| e | structure mandatory elements of Table 15. INVALID - Reason of INVALID
- Missing elements
CMS data type "ContentType" is  object identifier of | M VALID - Validation result
"id-signedData". INVALID - Reason of INVALID
Signed data type "eContentType" is object identifier of "TSTInfo". | M VALID - Validation result
INVALID - Reason of INVALID
TSA Validity of TSA | It is verified according to the requirements of | M Refer to Clause 5.7.2.
certificate | certificate TSA certificate validation in Clause 5.7.2.
Signature | Validity of "digestAlgorithms" field in "Content" is verified | M Refer to Clause 5.5.1.
of TSA "digestAlgorithms" | according to the requirement of the Digest
field alogorithm validation in Clause 5.5.1.
Validity of "digestAlgorithm" field in "signerInfo" is verified | M Refer to Clause 5.5.1.
"digestAlgorithm" | according to the requirement of the Digest
field alogorithm validation in Clause 5.5.1.
Consistency of | The following two values in "signerinfo" are M VALID - Validation result
"MessageDigest" matched. INVALID - Reason of INVALID
attribute 1) The hash value of "eContent" value - Each hash value
computed with the algorithm specified in
"digestAlgorithm" field
2) The value of “MessageDigest" in
"signedAttrs" field
Consistency of the | The following two values in are matched. M VALID - Validation result
hash value for 1) The hash value of TSA certificate computed INVALID - Reason of INVALID
TSA certificate in with the algorithm used in - Each hash value
"SigningCertificate "SigningCertificate" attribute
" attribute 2) The value of “certHash" in
"SigningCertificate" attribute
Validity of "signatureAlgorithm" field in “signerinfo" is M Refer to Clause 5.5.1.
"signatureAlgorith | verified according to the requirement of the
ms" field Signature alogorithm validation in Clause 5.5.1.
Validity of the | According to the algorithms of | M VALID - Validation result
signature value \signatureAlgorithm" and "digestAlgorithm™ in INVALID Reason of INVALID
public key in ‘signerinfo”, the consistency of the signature
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