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1 Eﬁﬁ%” The process of discovering the identity (i.e., origin or initial history) of a person or item from the entire FIPS201-3
collection of similar persons or items.
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The official management decision given by a senior organizational official to authorize the

operation of an information system and to explicitly accept the risk to organizational
operations and assets, individuals, other organizations, and the Nation, based on the
implementation of an agreed-upon set of security controls
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Access privileges granted to a user, program, or process or the act of granting those
privileges.
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The process of verifying that a requested action or service is approved for a specific entity.

FOIvPHY—ERADY I IR MHEEDERIZCH L THASATLELE
BRif9570t€R

NIST 800-175: Guideline for
Using

Cryptographic Standards in the
Federal Government

NIST SP800-53 Rev.5: Security
and Privacy Controls for
Information Systems and
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-152.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-152.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-152.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-152.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-152.pdf
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O—J)LR—X 74D+t Access control based on user roles (i.e., a collection of access https://csrc.nist.gov/glos
A il £ authorizations a user receives based on an explicit or implicit assumption sary/term/role based ac
(LLFRBAC) of a given role). Role permissions may be inherited through a role cess control
hierarchy and typically reflect the permissions needed to perform defined
functions within an organization. A given role may apply to a single CNSSI 4009-2015

individual or to several individuals.
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https://www.cnss.gov/CNSS/issuances/Instructions.cfm
https://www.cnss.gov/CNSS/issuances/Instructions.cfm
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BYER—RXT7HtR Access control based on attributes associated with and about subjects, https://csrc.nist.gov/glos
i) objects, targets, initiators, resources, or the environment. An access sary/term/attribute base
(LLTFABAC) control rule set defines the combination of attributes under which an d access control

access may take place.
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