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Overview: D5 Summit 2018

19 - 22 February 2018, New Zealand

Delegation leads for the D7 nations at the D5 Summit 2018 Digital Government Showcase
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One strand alone will not weave a cloak

Some key takeaways from the D5 Summit 2018: Welcome to the D7 e fh'|360 @

e Over the last four years, the D5 has built up the vital At the D5 Summit 2018, Canada ¢ oot e
foundations needed to be a thriving network of digital and Uruguay were welcomed as
nations. The transition to the D7 represents an new members of this group of the We w foin us in endorsing these Principles
opportunity for us to transform into a ‘doing’ group. world’s most advanced digital Febeny 22t

e |tis unusual to be the first to encounter a problem or nations.
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Identity Assurance Level

Start ) To provide the service, do you need any personal information?

——

@ To complete the transaction, do you need the information to be validated?

yes or | don’t know <—|—>m—>

@ What are the risks (to the organization or the subject) of providing the digital service?

Inconvenience, distress, or damage to standing or

repitation None Low  Moderate High

Financial loss or agency liability None Low Moderate  High

Harm to agency programs or public interests ~ None Low  Moderate  High

Unauthorized release of sensitive information  None Low Moderate  High

Personal safety None Low  Moderate  High

Civil or criminal violations ~ None Low  Moderate  High

’ . Did you assess at moderate for any
Did you assess at high of the remaining categories?

for any of the above? The service fits
@ the profile for
? level 1 since

Did you assess at low for harm to agency
programs or public interests, unauthorized
release of sensitive information, personal

safety, or civil or criminal violations?

you assessed at
low or none for
the remaining
categories.

Did you assess at
moderate for
personal safety?

yes <l

> 0 Do you need to resolve an identity uniquely?

(=) Gan you accept references? 4—@4—‘—»%

«» 1y

4

@ Use references if you can complete the transaction
or offer the service without complete attribute values.

—( End )

Authenticator Assurance Level

0 What are the risks (to the organization or the subject) of providing the digital service?

Inconvenience, distress, or damage to standing or

oy None Low  Moderate  High

Financial loss or agency liability =~ None Low  Moderate  High

Harm to agency programs or public interests  None Low  Moderate  High
Unauthorized release of sensitive information  None Low  Moderate  High
Personal safety None Low  Moderate  High

Civil or criminal violations ~ None Low  Moderate = High

Did you assess at low for harm to agency programs or
public interests, unauthorized release of sensitive
information, personal safety, or civil or criminal violations?

The service fits the profile for level 1

since you assessed at low or none
for the remaining categories.

Did you assess at high for any of the above?
Did you assess at moderate
for personal safety?

Did you assess at moderate for any
of the remaining categories?

gAre you making personal data accessible?

19

JNSA

Federation Assurance Level

m What are the risks (to the organization or the
m_bo subject) of providing the digital service?

Inconvenience, distress, or damage to standing or

reputation None Low Moderate High

Financial loss or agency liability =~ None Low  Moderate  High

Harm to agency programs or public interests None Low  Moderate  High
Unauthorized release of sensitive information ~ None Low  Moderate  High
Personal safety None Low Moderate  High

Civil or criminal violations ~ None Low  Moderate ~ High

Did you assess at low for harm to agency programs or
public interests, unauthorized release of sensitive
information, personal safety, or civil or criminal violations?

ot t — L
Fits the profile for level 1 since you assessed at
low or none for the remaining categories.

Did you assess at high
for any of the above?

[yes TR

Did you assess at moderate
for personal safety?

9 Are you passing personal
information in the assertion?

Did you assess at moderate for
any of the remaining categories?

eAre you using front channel
assertion presentation?

e > »( End )
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DX OWEEIEL UTEIZEDEKRE (Impact) Z5ERPE T,  #&RNFEAL 9 B 0]EE%E(Likelihood) % 5 EPes C 59A4H.

€ Rare : HISMEIIRIRITE SN DB LIEBIRB N SR
Unlikely : #280> bO—)LICK D, [ESNTEIRR TOHEEFKE
Possible : BALESR(IZH DN, IRRICKDHENRLET D
Likely : &/INR. B TRVIROIZHFEEFRLEDTEEENE LY
W Almost certain : FZZB5LESRMNEE D TUVRLN

Minimum. Minor. Moderate. Significant. Severe

7\ ) <

it

Impact:
Minimal  Minor  Moderate Significant Severe
Likelihood: Strength of
Rare 1 2 4 7 11 Plotted level for Risk 1 Plotted level for Risk 2 identification process
b 3 5 8 12 16 1-3 1-3 Negligible — Level 1
et : : . - . 4-6 4-10 Low — Level 2
7-19 11-19 Moderate — Level 3
Likely 10 14 18 21 23
20-25 20-25 High - Level 4
Almost certain 15 19 22 24 25

EXRE. BRETBEMNSEBYIIRIS 175 A NI ZEIRT DIEEZIRR,

N ERJUOXICEDURTLANIVA~25)ZHEL. €TSS a1 752 ALNIV(1~4)Z2HE.,
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NZ “Identification Management Standards” NIST SP800-63-3

1Tl

Entity

Enroliment and Identity Proofing

Authenticated Session m
-+
‘ RP
becomes becomes ry
-
\ Appllcant
Authenticator Entity

Authentication
CilEoe P ; Assertion
Binding Binding Authenticator En rollment and )
Enroliment/ Identity Proofing Authenticate
Issuance
\J
Validate Authenticator/Credential Binding
o I __ Authenticator __ —_—— e — e —— — —
Registration cSP Attributes

Authenticator Entity Information

Digital Authentication

v iAol Entity & Entity Information fEIDSGEUNM D E8EZ L THIBI  Applicant FIFI 93 CSP (Credential Service Provider)
LAV = Entity Binding D58E %2 LA THI R

SRS . g —+— = \ |/
=P NEN10M Entity & Aut-hentlcat?r Flz.ﬁ@fﬁnUD%ﬁE’iLi_GHJBU Claimant BFIE T3 Verifier (DSR=TR4E 413 T IR
= Authenticator Binding

e Entity DIRREIERE I . FEZBODBEVODOETHREZ EFI)ILARICI> T+« T+ DIRREEFE (Subscriber\D
FLCER 217) h'EFENd
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NZ “Identification Management Standards” NIST SP800-63-3

IETATR EEDOME IEATR EEDHE
o fBIAD Identity ZHEEZF D> TRET D
Inf ti o Entity [(DARAFFESIER ED] IBERD Identit 128D Identity Proofing T2 XD
niormation RE AR T OTAD entity PRI
Assurance BHRUZERT D Assurance AL (FZBTERY Identity Proofing TS5 —%&

BT D EZBRORREND

HDKRSIERICET D2 —EDERITZIBRIDCHDOERE SXFLARNT|/SNE Digital Identity DIEFRMEDOER, KU
DFREE°, S XTLEEICHSITIEEARL—S3>D TOEBEEBITITZHDT —FDILET > RERFEIED
FinE (CET 2EKRFHROELHN SN TS ELEHN DD

IT AT LARIE2MD S RIZ Identity Information BRIGD R - . . 5
e N o e b 15> A7 LD 5 Rz Identity Information (DER DKL \IKEET®
g“ g%%ﬁ% %@*ﬁ\lﬁbg (L_a_D LT%{I:I*E E?ﬂﬁ@?/fmiéa Eﬁ,&@*ﬂmw’rﬁ%b\‘gaﬁ ént l/ \5
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IETVRAFR EEDOME IETVAFR EEOME

* Entity & Entity Information DR DT,

Binging KU/X (&, Entity & Authenticator & — B
Assurance HOIFBDTOCRDREEZEIRT D

S AT IEVT7)UIR Entity Y2 . Authenticator & U J7) 78 Entity
EDBITICEAT B EFEIEDESRT. Eh g NEERKE(C
DUWTDEEMNTNTULD

S AT LINTITHND YU ILIR Entity EOFDIFICEA TS
EFZEDEEEH (LN TLVR

S AT LZEFAT D Entity ESRXFT LZDIES ESOFADT

DIEBEDEE Y. TOEBEEBRT BOOBERKEN LD/ TIDNS CEICHUTDERICONTE
EESINTWLD AN SN TLVRO)
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IETVRAFR EEDOME IETVAFR EEOME

« Authentication J7OTZXBER. BXN

Authenticator &4FEAR A DsEBIFD
* Authenticator N EDIRBEE [KA] DHD FRA L FoonERE

BIRET(CHDCEEZERI DI TOEXR Authenticator AAL (& Authentication TS —Z 89 D
Assurance DEREEEEIRT S Assurance T EEEMICRIRENS

i.e., ARIEZH TIRLMAD Claimant KV 1EZ
185D 7% U T Credential ZFIFE IS

Authentication

entity ORIETATOCOCHEL, BIEHTATOEOL o o N
: —— N - St _ tity (DFRGL (CEDNIZEFEEDEDEMMEDTER .
e R DD ) S L DRREVDTENIEEORR < 25 ACho TERT RS EREOERFADEHN 55

IT 2R LARIBEMRNSERAAITOCRDP ICXXHLED B RAT LS RIC, SREARDFEDERIEDER®.
D DERMEDEZORIAFEEDEDDERMEDERN ZTOEREUZIERTDIZHDEREBHICDVTERN
=NTW3 SNTWhd

26 Copyright 2023 NPOHARY ND—otF+1UF 1 Hs



HRO E=

73 (FA)
EEDED (FA JNSA
NZ “Identification Management Standards” NIST SP800-63-3

IETVRAFR EEDOME IETVAFR EEOME

* Federation BF(C Authentication LT
Attribute DIBERZACDELD I BT=8HD

. = Ty —s = Assertion Protocol ODTEGR4.

: 2 < E%E CiEH éﬂ%ﬂ l/T//_T, : « I TD Digital = A5 sH' Federated

Federation ILDFTEM (Integrity) « TF1UF . Federation dentity 77— 59 F v %A B3R
Assurance ROT A 2T SIzblc Assurance t“(ztfgb\F&J FAL (i7|’7°*>*5| \/_C‘Z%Zv

SN DINTENFIEZERT D - — - :
e FAL (& Federation = — (Identity
Assertion D\EHE I D12 E) ZEK I D
Z &= BrCEREND.
. —_ - - — iD= X5 LA 552 TEL D 2 4E Digital Identity TBERICEA L T®D

| EEEITOBEONRS AT AEDEDDEHME, it = g e ) e

LS aisERa T OtOCHT SERFEORENSNTG  DRROLRD, TORBIEERT SO ATLER

S AT ABEEZTSICHED. BEEBRTOEEDOFRE S ATLABEIECHITD. T—YDEBHEDERS. TDE
o, BPHERINSTEHOEEREVODEEHICDWVWTEED FEHEZRILEITDICOHDIATAREEHCDODLWTEEREN =N
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1. TEZEROD TVWDIEOHNERS
5 . NZDIAS(Z [Information] 7ZhHY. NISTDIAL(Z [Identity]
NZDAASIZ TAuthentication] 7=/, NISTMDAAL(L [Authenticator]

2. FAICUNMNEESINTULIRWEDNH DD
B : NZDBAS (Binding) . NISTIC(EBindingEE{R(C DU TEEh UTeXXE (FHEL)

3. Level3 lTOEZIHERIRD
B : NZ(Z 4 ERPS1ZhY. NISTI(S 3 ESp&
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LEER

s BIEZBER.  (hNF5E5[(C) NZENISTDLEER T D ERDED .,

S T - S

IAS/IAL Information Assurance Standard |dentity Assurance Level €EEH [Information] & [ldentity]
* Level 1~4 (4E%PE) * Level 1~3 (3E%PE) TREEIRMNERD
Binding Assurance Standard 2 — (+TEE AV
' BAS . Level 1~a (aFRHE) (72L) NIST(C(SIHE DML
AAS/AAL Authentication Assurance Standard  Authenticator Assurance Level TEEH [Authentication| &
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