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BELPIC Belgian Electronic Identity Card ) ,m,,i:ij;LSL::T

0 BELGIE BELGIQUE BELGIEN BELGIUM
B E L P I C IDENTITEITSKAART CARTE DIDENTITE .PERSON.HU\USWETS IDENTITY CARD
_ l 2 Naam / Name Van Der Velden:
Voornamen / Given names Greet Hilde")

,  Geboortepiaals en -datum / Place and date of birth Seslaofﬂﬁ&ax

_ [ | Borsheek 01FEB 1985 $» v
‘ 1 8 = patiénalitsit &°
) Naticnality Belg i

Kaartnr. / Card No ==
' 000-5903301-01

Geldig van - tot / Vialid from - until <% h

01.01.2004 - 01.01.2009 _ <

R SA Handtekening van de houdef/##éider’s signatura

: I/F penat.

— ISO/IEC 7816-4,8

0
2006
— PKCS#15
' 43% elD
OpenSC
8%
BELPIC http://www.ecom.jp/report/Study_on_PK
http://homes.esat.kuleuven.be/~decockd/wiki/bin/view.cgi/Ei I 2006_in_ EUROPE-FINAL.pdf
d/EidForum 7
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Graph generation: Fri Mar 02, 2007. Source: http://godot.be/eidgraphs
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http://homes.esat.kuleuven.be/~decockd/site/EidCards/belpic/mySlides/belgian.eid.card.technical.overview.pdf
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(Authentication) (PrK#2)
(PSO: COMPUTE DIGITAL (PrK#3)

Private SIGNATURE) BELPIC
Key (PSO: DECIPHER)

IC ID
Public (PSO: VERIFY DIGITAL
Key SIGNATURE) IC ID

(PSO: ENCIPHER) BELPIC Pub#7

READ BINARY
GET DATA (Cert#6)

VERIFY IC ID
RESET RETRY COUNTER | PIN

** PSO :Perform Security Operation ”
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0 BELPIC
(o]
—BELPIC . »0penSC
I/F 4117
JAVA
“BELPIC Applet”
(BELPIC
fé DF.CIA
- °_"_"“’l| w=() | PKCS#15
Java API
Java
Cyberflex 0S
JavaCard 32K Infineon SLE66CX322P
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OpenSC http://www.opensc-project.org/
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— MF(Master File) ,DF(Dedicated File) ,EF(Elementary
File)
v EF
- ( )

— ( Private Key)
— (Public Key)
— (Secret Key)

— Authentication objects : PIN
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MF EF.DIR
\Vl DF.ID
DF.BELPIC R
Application l EF.ID#RN
—>|  EF.SGN#RN
EF.ClAInfo EF.PUKD EF.CD . EF.DOD | [LEF.D#Address
:r____________________________________l —>| EF.SGN#Address
: ” N :
> EF.OD =>| Public Key #7 Certificate #2 LI_E!:_('EJ'_[][E??_S:E???__ N pr—
> EF.AOD Certificate #3 | —>| EF EmptyArea | | 5[FF SGN#Photo
Certificate #4 :
> EF.PrKD =
: Certificate #6 EF.Preferences
Private Key #1 —
Certificate #8 | RRN ﬁ
Private Key #2 I
|
Private Key #3 I
_______________ =0
20
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MF
3F00
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RSA

RSA
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TOKEN TRUE

PRIVATE TRUE
SENSITIVE TRUE
CKA_SIGN TRUE
EXTRACTABEL
TRUE
UNWRAP TRUE
DECRPT FALSE
KEY_TYPE
CLL_RSA

/C ID
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privateRSAKey : {

commonObjectAttributes { -- CommonObjectAttributes
label “signature key”,
flags {private},
authlD “027H,
userConsent “01”H -- user consent required for each
private key operation !!!
accessControlRules: { -- SEQUENCE OF AccessControlRule
{ --- AccessControlRule
accessMode { execute }
authld “02°H

}
}

I
classAttributes { -- CommonKeyAttributes
iD “46°H,
usage {nonRepudiation},
-- native by default true (HW RSA)
accessFlags {sensitive, alwaysSensitive, neverExtractable,
cardGeneratedy},
keyRef
erence “00°H

L
subClassAttributes { -- CommonPrivateKeyAttributes
keyldentifiers { -- SEQUENCE OF PKCS15Keyldentifier

idType 4, -- Subject public key hash
idValue OCTET STRING :
©1122334455667788990011223344556677889900 *H
-- Faked value of SHA-1 hash
}
}

L
typeAttributes { -- PrivateRSAKeyAttributes
value indirect : path : {
path “3F0050164B02°H

3
modulusLength 1024,
}
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SELECT FILE ISO/IEC GET RESPONSE '758% 'ic
7816-4 -
MANAGE SECURITY ENVIRONMENT
SET ISO/IEC
READ BINARY |758cif/3|_ic SEETORE 7816-4
UPDATE BINARY PERFORM SECURITY OPERATION
ERASE BINARY COMPUTE DIGITAL ISO/IEC
SIGNATURE 7816-8
VERIFY DIGITAL SIGNATURE
VERIFY ISO/IEC VERIFY CERTIFICATE
7816-4 GENERATE PUBLIC KEY PAIR
CHANGE
REFERENCE DATA ACTIVATE FILE ISO/IEC
RESET RETRY DEACTIVATE FILE 7816-9
COUNTER

24
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Reader Interface)

Windows [ Non Win | BelPIC |* Card & Reader Software
Generic | Generic | Specific —  Card MiddleWare
Appli Appli Appli . ..
____Sp‘vl_c_si_____pp I(f?____l_o_p IC_S____  PKCS#15 < ID specific applications

:r : — Card is accessed as a simple file system
. MS-CSP ; . I
' (Microsoft | — No key management possible (no PIN)
' interface) — for belgian police, post, banks, etc
PKCS#11 » PKCS#11 < Generic appllc_atlons |
| (Certificate & Keys ! — Only keys & Certs available via PKCS#11 API
Management) ] — allows authentication (& signature)
OpenSC — for Netscape, Linux, Unix, etc
PKCS#15 « MS-CSP < Windows applications
(OpenSC Interface) — Only keys & certs available via MSCrypto API
B PIN """ ' PC/SC — allows authentication (& signature)
| (pinpad) (Generic SC — for Microsoft Explorer, Outlook, etc

— Reader Driver/Firmware
e most part is generic (orange part)
» small part is specific (green part)

http://download.microsoft.com/download/4/f/d/4fd49a94-8772-4bd0-88ca-bf46e2d029fc/15 DECEMBER_2004/3%20-
%20Financial%20Services%20elD%20Technical%2015%20Dec%202004%20-%20FedICT%200livierpZLibon.ppt
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PKCS#11 0

|

(ISO/IEC 7816-15)

OS

A P

0
7816-489 : 3 s E
0 A N A N
. AN R/W PC/SC
TypeA B etc. E @ @ Device( USB
1 : r 1 )
0
.----------- [ X X X X X X yrrxxyxy]
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ISO/IEC 7816-4,8,9
|dentification cards— Integrated circuit cards with contacts

ISO/IEC 7816-15
+ Part 15: Cryptographic information application (CIA)
PKCS#15 7816-15
JIS X 6320-15 2006 7816-15 JIS
v 15 (CIA)
API
ISO/IEC 24727 - IC
+ |dentification cards -- Integrated circuit card programming interfaces
» ISO/IEC FDIS 24727-1
v ISO/IEC FCD 24727-2
» ISO/IEC CD 24727-3
+ ISO/IEC NP 24727-4 API
v ISO/IEC NP 24727-5 30
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ISO/IEC 24727 1SO/IEC 7816-15

sfpmeennaa- mefececcccccceccccccccccacaceeccecccaeccaacoan I/F

4 o]
: ' ISO 24727-3
L] o | |
' z m— (SAL) -y ' 1SO 24727-3
B A
- ) : I/F
ISO 24727-1 - 1 1SO 24727-2
’ﬁ: : /F
: DFCIA ||
: qHe \ I 7816-15 :
: 7 1s0 24727-2
- N m
SO 24727-2 { w0 :
_ oS :
......................................................... (4 31
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CEN TC 224 WG 15 /7 CEN/TS 15480

: — Derived from

SW Provider 1 | Client-Application ISO 24727-3
—" Derived from
I 1ISO 24727-3

Service Access Layer (SAL) -

SW Provider 2 : ____________________________________________________ X\

: (Generic Card Access Layer)

-2 APDU mterface

SW Provider 3 I v ;
| Card-Application Derived from
SC Manufacturer 5 I 1cC ' CEN TC224
‘ S = - - ~J1WG15 spec.
. _ : = ~ ~
Application Capabilities Descriptor Recoverable data OF CIA
Descriptive elements (Access Control List, (1ISO 7816-15)
Procedural elements Elements of Identities,
T~ Data Sets for IOP) 1

& Derived from [ﬁfmm
MEDEA+ R ISO 24727-3
http://porvoo9.gov.si/pdf/FRI_15_1000_MFaher_AXALTO_Porvoo9.pdf
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+ Homeland Security Presidential Directive/Hspd-12

- 2004 8 27
- IC ID
v PIV
— SP800-73
v PIV
— SP800-73
—PIV =
http://csrc.nist.gov/piv-program/index.htmi \Lm ) 35
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NPIVP:
= The NIST Personal Identity Verification Program
I/F .
0O NPIVP accredited) SP800-73
— SP800-73 6 (Certificate)
| - PIV
PIV " 2006/11/25
( (SAL)) ﬁ/ 7
SP800-85A
I/F
SP800-73 7 . 2006/11/25
N 8
PIV JAVACard 5
PIV
( ) SP800-85A MOLTOS (2
SP800-73 _— PIV
- (
)
SP800-85B

JavaCard,Multos)
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PIV
IC
2000
IC ID
(NPIVP)
|/F NIST SP800-73

NIST SP800-73

EE(End Entity)

(Option)
(Option)
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— OpenSC
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- (
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(2000 ) IC
(SESAM-Vitale)

SESAM-Vitale2
— EHR(Electronic Health Record)

PKI
_ HER ->2006
= ( 2000  ?77) SESAM-Vitale2
NXP SmartMX “Sesam-
Vitale2”
- IT

» 36K EEPROM PKI

: 39
http://www.sesam-vitale.fr/programme/programme_eng.asp
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 http.//www.ipa.go.jp/security/fy18/reports/ICID/seeds _rep.pdf
BELPIC

— http.//www.rijksregister.fgov.be/cie fr/cie/archives diverses/cahiers charge/eik_
bestek bijlage5.doc

BELPIC

BELPIC
— http://www.snelbalie.ne/content/content/record.php?ID=131
PIV

ID

— http://www.soumu.go.jp/menu_03/shingi kenkyu/kenkyu/kojin_ninsho/pdf/070201
_Si4.pdf
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