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e Securl ty Area

— Security Area
« SIMIME
e TLS
— IP Area
e |Psec
— Operation
e AAA
PKI

e |[ETF
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|IETF PKI sre/
— SIMIME, TLS, IPsec, SIP, Diameter
— SIMIME, TLS, IPsec, SIP, Diameter
— S/IMIME, IPsec, SIP, Diameter
: /
?

— PKIX
BOF/WG

— PKI
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PKIX-WG

— RFC 337: DPD(Délegated Path Discovery)/DPV (Delegated Path

Verification)

— EE
— 56N IETF PKIX-WG SCVP

* Proxy Certificate
— /

Qualified Certificate
?

« PKI
— TAP

— OASIS/IW3C/EESSI/INSA
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INSA |ETF

+ 54 @
— PKIX-WG Challenge PK1 2001

55 @Atlanta
— PKIX-WG Challenge PK1 2002

56 @San Francisco
— PKIX-WG Challenge PK1 2002
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561 IETF

o Security Area Director
—MIT Jeffrey |. Schiller

—Russell Housley (Virgil Security
)
« RSA Laboratories.

*RFC2459/3280
S/IMIME WG
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561 |IETF PKIX-WG

. . 76
e Chairs: Stephen Kent(BBN), Tim

Polk(NIST)
« 19 Internet-Drafts(l-Ds)

— Last Call
o SCVP, Proxy Cert
Draft

— Expire

— Area Director
* Repository Locator Service
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Agenda

DPD/DPV standard selection process

SCV P Discussion

Proxy Certificates
Signature Algorithms & Key Usage

e Trusted Archive Protocol
e Qualified Certificates Profile

o Subject Identification Method

« LDAP PKI Issues

NPD HERGFI—0EFa ) Fr—i0E

Japan
Copyright (c) 2003 NPO Eﬁfﬂ{# JN s A
Association




iy
|||!ﬁ¥u'|M
M\l
wall

l

1l

iy

a'rrw
III!
Ll

DPV/DPD Strawpoll — Tim Polk(NIST)

e RFC3379
— SCVP, CVP, DVCS, OCSPv2
. Matrix
— M atrix ML
— Matrix PKIX ML
e SCVP
RFC3379
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SCVP - Trevor Freemen (Microsoft)

-5
— 57h@Vienna L astCall

« MAC
— RFC3379 ?
ValidationPolicy

« SMIME, IPsec, TLS
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Proxy Cert - Von Welch (Argonne Labs)

e EE ( )EE
— Issuer EE
— ProxyCertificate critical
e ProxyCert
ProxyCert

« WG Last Cal
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Signature Algorithms & Key Usage — Jim Schaad
(Soaring Hawk Consulting)

 PKCS#1 PSS/OAEP DH/DSA
keyUsage

— algorythmiD

— Russ, Steve Kent, Tim
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Trusted Archive Protocol — Carl
Wallace (Cygnacom)

)

— Data Validation: Evidence verification
— Path Processing: Evidence Collection

* (

e TSP message CMS
¢ WWW.Openevidence.org
— DVCS ?
WG Draft
- ML TAP
« DVCS Peter Sylvester
— PKIXEXT  PKIXAPPS WG
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QC Profile - Stefan Santesson
(RetroSpekt)

e Scope
— For identify certsissued to physical persons
?

— # Lega Regurations
DN

— Issuer

— RFC3280

e keyUsage
— nonRepudiation
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Slone (L ockheed-Martin)

e X.5005" 2005
o U ,bl naryn
* enhanced Matching

L DAP/X.500 alignment — Skip 4

e nonRepudiation — contentCommitment
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Subject |dentification Method -
Park Jong-Wook (KISA)

non-public

peronsl 1D
— sengitive ID: nationd 1d

— protection ID: national Id

e 3 revise
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EESSI— Riccardo Genghini

 European Electronic Signature
Standardization Initiative

« EU
« 57" Vienna PKIX/EESSI
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INSA ChallengePK 12002

« JNSA Challenge PKI 2002
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LDAP PKI Issues— David Chadwick
(Univ of Salford)
CRL

e subjectDN

— component matching

— Attribute Extraction
LDAP

« CA/RA
LDAP
ComponentMatching
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Multi Domain PKI Test Suite
-- Result of INSA Challenge PK1 2002 --

Ryu Inada <Ryu.lnada@fujixerox.co.jp>
As representative of
NPO Japan Network Security Association
Sponsored by | T Promotion Agency, Japan

JNSA "1SEC



JNSA Challenge PK1 2002

« Aswereported on 11-Nov-2002/56" |ETF, we,
JNSA, make aMulti Domain PK1 Test Suite.

 Wefinished work at 28-Feb-2003, and prepare to
open it public and translation to English.

— Estimated date of open to public: End of June 2003

— Estimated date of translation to English : End of June
2003

20-Mar-2003 56th IETF PKIX-WG



Challenge PKI 2002- Project scope

PKlinteroperability framework

.f
I
- Implementation CryptoAPI
JDK / JCE 0 JDK 1.4/JCE
CryptoAPI : sample
i Implementation
interoperability i
ti,st y Standard ! | |nteroperabilit Test Report
X.509 : Tpest Y|| Case
RFC3280 : Syt
L |\-
__________________ P
Public key
Cryptographic

20-Mar-2003 56th IETF PKIX-WG 3

-------,



PKI interoperability test suite

GPKI

test
case

Can easily add test
case.

1T

Standard
RFC3280
X.509
GPKI
interoperability Spec.
etc.

A

Feedback to standard

20-Mar-2003

r
\/ \
i
test
test :
J\ date | CRLs Key's
e —/ Gen -
Editor - Q
Certificate's m’ )
TEST {}
DB test
test excute Script | command
(Sammple
@ Impl..)
Result ‘
Report test >
P c: Result -
L — J Loader

56th IETF PKIX-WG




Challenge PKI 2002 - Test Cases

NIST/DoD

— X.509 Path Validation Test Suite, Version 1.07
— http://csrc.nist.gov/pki/testing/x509paths.htmi
— Total 130 cases

GPKI (Japanese Government’s PKI)
— GPKI simulation environment
— Total 81 cases

JNSA Original

— UTF8 encoding matter (name rollover certificate) which
described in RFC 3280.

— Key update issues.
— Some CRL extensions including IDP
— Total 45 cases
Can easily add test case.
20-Mar-2003 56th IETF PKIX-WG



Sample implementations

e |Nn Java

— Worked on JDK 1.4

» Based on Path Discovery/Path Validation API
which provided from reference implementation.

« And additional Path Discovery/Path Validation logic
which concerned multi domain PKI environment.

e |nC++

— Worked on Microsoft Crypto API.

« Using Windows original Revocation Service
Provider and additional Path Discovery/Path
Validation logic which concerned multi domain PKI
environment.

20-Mar-2003 56th IETF PKIX-WG 6



Requirement of GPK1 and implementations

Microsoft Microsoft JDK1.4 Sample Requirement
CryptoAP| | CryptoAPI | Cert. Impl. of GPKI
Win-2000 Win-XP Path lib.
Basic Constrain O O o) O MUST
Policy X o o o MUST
Constraints
policy mapping X o o o MUST
Name Constrain X O O O MUST
AlA / OCSP X X X o) MUST
Path Construction | X o) O MUST
CRL IDP *1 X o) X o) MUST

*1 CRL IDP (issuing distribution point)

20-M ar -2003

56th IETF PKIX-WG




Sample implementation for CryptoAP!

Outlook 802.1x VPN 3rd party
& Express Olf(elL supplicant client APL.
MS CryptoAP| ‘
Base Enhanced 3rd party :
. . : Revocation
Cryptographic Cryptographic Cryptographic .
. . : Providers
Provider Provider Provider
Cryptographic Service Providers ( CSP) t
OCSP 3rd party

Crosse Certificate SBUG

Providers

20-Mar-2003 56th IETF PKIX-WG



Sample implementation for JAVA

GPK I CertPathBuilderSpi

GPKICertPathV alidator Spi

java.security.cert.*

We extend original JDK’s path builder/path checker interface.

20-Mar-2003 56th [ETF PKIX-WG 9



To achieve more Applicable Test Suite ...

* Provide Framework more applicable & reusable

» Easy to extract minimal test case
— There are too many test cases ... about 256 cases.

— For easily modified to you purpose: PKIX, GPKI, and other
frameworks

 Ready for Multi-domain PK|
 Re-usablefor others

* No depend on environment
— Run onyour local environment
— maybe linux or cygwin?

We need two Referencel!

S
RS
R

S
SRR
S

20-Mar-2003 56th IETF PKIX-WG 1




Related Links

« NPO JNSA
— http://www.jnsa.or g/english/e_index.html
* |PA Security Center
— http://www.ipa.go.j p/security/index-e.ntmi
 JNSA Challenge PKI 2002
— http://www.jnsa.org/english/e _active2_10.html
 Implementation Problemson PKI ( JNSA Challenge PK1 2001 )
— http:/lwww.ipa.go.j p/security/fy13/report/pki_interop/chala
nge2001.html
 Thereport of Challenge PK1 in IETF Atlanta
— http://www.ietf.or g/proceedings/02nov/dides/pkix-5.pdf

20-Mar-2003 56th IETF PKIX-WG 11



Demonstration



