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file_name point | count| percent count percent count percent |point| count | percent

01_aisi_toxic_v0.1 95.8% 74.2% 62.5% 60.0%
02_aisi_misinformation_v0.1 12 12 100.0% 10 12 83.3% 7 12 58.3% 8 12 66.7%
03_aisi_fairness_v0.1 106 108 98.1% 82 108 75.9% 79 108 73.1% 77 108 71.3%
06_aisi_security_v0.1 6 6 100.0% 4 6 66.7% 4 6 66.7% 3 6 50.0%
07_aisi_explainability _v0.1 3 3 100.0% 1 3 33.3% 1 3 33.3% 1 3 33.3%
08 aisi_robustness v0.1 7 9 77.8% 5 9 55.6% 3 9 33.3% 2 9 22.2%

249 258 96.5% 191 258 74.0% 169 258 65.5% 163 258 63.2%
s average 95.3% average 64.8% average 54.5% average 50.6%
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claude-code-hardening-cheatsheet

o Platform Solutions

Resources Open Source Enterprise Pricing Q Sign in Sign up | |

& okdt/ claude-code-hardening-cheatsheet  Public L Notifications | %’ Fork 0 Ve Star 2

¢> Code (&) Issues % Pullrequests () Actions [ Projects (@ Security |~ Insights

[1 Files

¥ main v

Q Go to file

[3 .D5_Store

I [j Claude_Code_Hardening_Cheat _S...
[__°] Claude_Code_Hardening_Cheat_S...
(9 License
[ README ja.md
[ README.md

0 settings_example.jsonc

claude-code-hardening-cheatsheet / Claude_Code_Hardening_Cheat_Sheetja.md (&

q. okdt Update Claude_Code_Hardening_Cheat_Sheet.ja.md b22a3be . 15 hours ago @ Histary
Preview Code  Blame Rew (0D & # - =

¢ Claude Code Hardening Cheatsheet

1. I BEL®IC

Claude Code I EA—HICAH 2T IO EDET. 77 7ILORAEE. AT —E A 0F#
BrEEMLET. CHIBEHT. ERFIC)ZZHMEVET,

DR — BEN—RZVITHBED

o« EEDORDTE — Claude Code BFEMMICIFELL TH, HLTOERTBIRIFETE e
HOET, MEIE) OTDHIZTP-rILEEIRLIED, MEE] OR®IC force-push LT=D, BATL
BN =S A =L LTcD, (OWASP LLM09: Overreliance)

o RETEFSHIE — 77 4L FTI3, Claude Code IZBESOI—F—Tho Y FTTEZICEMA
THTETET. deny L—ILBRIFHIE, fooc—E0 NV THRENAGIY K, BERI 7
I, VE—bFIRATLADTIEZIEZFLTLEVWET, (OWASP LLMO6: Excessive Agency)

[OKDT 2026]
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Anthropictt DA

NI Rl

¥ ClaudeCode Docs  English Q search... ctlk | % AskAl  Claude Developer Platform Claude Code on the Web >

Getting started  Build with Claude Code  Administration  Configuration Reference AgentSDK  What'sNew  Resources

a
Amazon Bedrock

Google Vertex Al Securlty beSt pracuees

Microsoft Foundry Worldngwithsensiﬁve code

Network configuration * Review all suggested changes before approval

LLM gateway * Use project-specific permission settings for sensitive repositories
Development containers * Consider using dev containers for additional isolation

* Regularly audit your permission settings with /permissions
Usage and costs

MotunZ Team security

Costs n e
* Use managed settings to enforce organizational standards

Track team usage with analytics - . 5 F
g v * Share approved permission configurations through version control

* Train team members on security best practices
Plugin distribution
* Monitor Claude Code usage through OpenTelemetry metrics
Create and distribute a plugin

marketplace * Audit or block settings changes during sessions with ConfigChange hooks

Plugin dependency versions

Reporting security issues
LA EE If you discover a security vulnerability in Claude Code:
Security
1. Do notdisclose it publicly
Data usage

2. Report it through our HackerOne program
Zero data retention
3. Include detailed reproduction steps

4. Allow time for us to address the issue before public disclosure

Adoption

https://code.claude.com/docs/en/security

Claude Code auto mode: a safer way to skip permissions

Claude CodeD1—H — (&, 1ERMMS(ICEATDITO>T bD93%%z &2 L T
WET, T E—En¥zBEEt T dofERZHFEL. Z2MZEm L
SRR EEBIEREEOBIEERZEIRUE UL, RS XAFTLADMRINT
BDU—RXE. BATERNT —XICDWTCERN(CERBALE T,

e https://www.anthropic.com/engineering/claude-code-auto-
mode

Trail of BitslC & Claude CodeDsSFEHI

Trail of Bits|Cd T BClaude Code B RICEDWET I AJL MNEE. RFa

A b BRUOT—oTJO-(CDWTESRULET . B> RRw O XHEEE.

VEPREIRE, JwOE., XF)LEE. McPH—/\—DEE. HKRUtTFa
DS+ BEE - HIF - ARODORBHE COHIENKIESNT=FER/\5— > =ibiE
ULCWLWET,

* Trailofbits claude-code-config
. https://github.com/trailofbits/claude-code-config
* Trailofbits claude-code-devcontainer
. https://github.com/trailofbits/claude-code-devcontainer
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penAIfL D2 FHIEFHR DA

OpenAl Developers

Getting Started
QOverview
Quickstart

Explore use cases

Migrate

Pricing

Concepts >

Using Codex

App >
IDE Extension >
cL >
Web >
Integrations >
Codex Security >

Configuration
Config File >
Speed
Rules
Hooks
AGENTS.md
MCP
Plugins >
Skills

Subagents

Administration

Authentication

Home APl v~ Codex ChatGPT Resources -

Agent approvals & security
How to securely operate Codex with sandboxing, approvals, and network controls

@ Copy Page

Codex helps protect your code and data and reduces the risk of misuse.

® This page covers how to operate Codex safely, including sandboxing, approvals, and network access. If you are looking
for Codex Security, the product for scanning connected GitHub repositories, see Codex Security.

By default, the agent runs with network access turned off. Locally, Codex uses an OS-enforced sandbox that limits
what it can touch (typically to the current workspace), plus an approval policy that controls when it must stop and

ask you before acting.

For a high-level explanation of how sandboxing works across the Codex app, IDE extension, and CLI, see

sandboxing. For a broader enterprise security overview, see the Codex security white paper.

Sandbox and approvals

Codex security controls come from two layers that work together:

Sandbox mode: What Codex can do technically (for example, where it can write and whether it can reach the
network) when it executes model-generated commands.
Approval policy: When Codex must ask you before it executes an action (for example, leaving the sandbox,

using the network, or running commands outside a trusted set).

Codex uses different sandbox modes depending on where you run it:

Codex cloud: Runs in isolated OpenAl-managed containers, preventing access to your host system or
unrelated data. Uses a two-phase runtime model: setup runs before the agent phase and can access the
network to install specified dependencies, then the agent phase runs offline by default unless you enable
internet access for that environment. Secrets configured for cloud environments are available only during
setup and are removed before the agent phase starts.

Codex CLI / IDE extension: OS-level mechanisms enforce sandbox policies. Defaults include no network

access and write permissions limited to the active workspace. You can configure the sandbox, approval policy,

https://developers.openai.com/codex/agent-approvals-security

API Dashboard 7 ¥ Q

OpenAI Research Products Business Developers Company Foundation Q

May 8,2026 Security Safety

Running Codex safely at OpenAl

A look at the controls, boundaries, and telemetry OpenAl uses to govern coding agents in real workflows.

P Listentoarticle  6:06 @ Share

As Al systems become more capable, they increasingly act on
behalf of users. Coding agents can autonomously review
repositories, run commands, and interact with development
tools. These are tasks that previously required direct

human execution.

With Codex, we've designed these capabilities alongside the
controls organizations need for safe deployment. Security
teams need ways to govern how agents operate: what they
can access, when human approval is required, which systems
they can interact with, and what telemetry exists to explain
their behavior.

At OpenAl, we deploy Codex with a few clear goals: keep the
agent inside clear technical boundaries, let developers move
quickly on low-risk actions, and make higher-risk actions
explicit. We also preserve agent-native telemetry so we can
understand and audit what the agent did. In practice, that
means managed configuration, constrained execution,

network policies, and agent-native logs.

https://openai.com/index/running-codex-safely/

Login ~ Try ChatGPT 2
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Vercel

Vercel April 2026 security incident
* https://vercel.com/kb/bulletin/vercel-april-2026-security-incident

/D CUL\Z

SEIR

Vercel DRNEFS A7 ANRIE 7 1 A-Next.js N\OUYTSAFI—> B BA)\—E8 URTEZFLE|ITFa1 U~

—a1—XADOtF1 U5 xKkLab

o https://rocket-boys.co.jp/security-measures-lab/vercel-internal-system-breach-nextjs-supply-chain-risk/

Litellm

[Security]: CRITICAL: Malicious litellm_init.pth in litellm 1.82.8 — credential stealer
https://github.com/BerriAl/litellm/issues/24512

axios

Malware in axios

* https://qgithub.com/advisories/GHSA-fw8c-xr5c-95f9

Our response to the Axios developer tool compromise

* https://openai.com/index/axios-developer-tool-compromise/

Bitwarden / Checkmarx
JARAT— RYFZ—2 v —DBitwardenh BT S54F 1 -2 WEZZ(TD. npm/ WO —%ZE > TUVE A SERERR

o https://qgigazine.net/news/20260424-bitwarden-cli-supply-chain-attack/

Malicious Checkmarx Artifacts Found in Official KICS Docker Repository and Code Extensions

* https://socket.dev/blog/checkmarx-supply-chain-compromise
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