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Flask
RSBAC
SubDomain
LIDS
SELinux

LSM (Linux Security Modules)
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SubDomain SELInux
foo { 1
/etc/readme r, 5
/etc/writeme w, 3'

/Jusr/bin/var x {
/usr/lib/otherread r,
/var/opt/otherwrite w,
}

}

“SubDomain: Parsimonious Server Security”
parsimonious:
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m, [P ABERE

Trill RE
IRTED F oA =57

SEE =49

CHFRZEN KA BFRT

debind init (*){

/sbin/init

B

—/etc/ro.dfre
~/etc/re.d/re.svsinit (%)
—/=bindinit log
—fetc/ro.dfrc.svsinit
=/b i awk

~/bin/basename

(%]
FAE o RE

LR R R,
cDREREEHIPR

L

—/bindcat
—/bin/cherp
=/t in/chmod
—/binddate
—/bin/dmesg
—‘bindegrep
=/bin/hostrams

=bind | oadkewvs
Libindsh  (x)
N

L

—bindmount (%)
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im, SetoSsysconfigdhetwork—scriptefifup (XTSRS PO ASFRIERE  CEA =060

Ifdevfcomaole

/

—/bin/

—Adevy (read,write)

—letc/
—fetc/init.d/

—/etc/ |d.s0. cache
—/etc/mtab
—/etc/nsswitch, conf
—/etc/passwd

o
3
ol
nk

—/dev/console  (read,write)
—/dev/rul | (read,write)

Lfetcfinit.dffunctions

/etc/sysconfig/network-scripts/ifup

:
)

FEAIABDF read)

mHESE tead-write]
EfTolRe Feadexecute]
tEHTH =can)
IBEEMH {read.append)
ETEFeT (LU
T L (DENY)

T
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# /sbin/init
rx /sbin/init
{
/ ,
/dev/ ,
/dev/console ,
/dev/initctl ,
/dev/tty0 ,
/etc/ ,
/etc/inittab ,
/etc/ioctl.save ,
/etc/ld.so.cache ,
/etc/rc.d/ ,
/sbin/init- /etc/rc.d/rc
X /etc/rc.d/rc

#IST I3 gIIT

~ =

r / ,

r /bin/ ,

# /sbin/init- /etc/rc.d/rc- /bin/egrep
X /bin/egrep

{
r / ,
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