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m TCSEC: Trusted Computer System Evaluation

Criteria
]
L]
]
L]

m http://www.radium.ncsc.mil/tpep/library/rainbow/5200.28-STD.html|
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m The criteria were developed with three
objectives in mind:

(a) to provide users with a yardstick with which to
assess the degree of trust that can be placed in
computer systems for the secure processing of
classified or other sensitive information;

(b) to provide guidance to manufacturers as to what
to build into their new, widely—-available trusted
commercial products in order to satisfy trust
requirements for sensitive applications; and

(c) to provide a basis for specifying security
requirements in acquisition specifications.
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m TCSEC=Evaluation Criteria m |SO015408=Evaluation
DIVISION D: Assurance Level
s MINIMAL PROTECTION EAL1:
DIVISON C

= Functionally Tested
m DISCRETIONARY PROTECTION

C1.: Discretionary Security EAL2:
Protection m Structurally Tested
C2: Controlled Access EAL3:
Protection ' _
DIVISION B n gﬁémga"y Tested and
= MANDATORY PROTECTION
B1: Labeled Security Protection EAL4:
B2: Structured Protection = Methodically Designed, Tested,
B3: Security Domains and Reviewed
DIVISION A EALS:
m VERIFIED PROTECTION ,
A1l: Verified Design EALG:
Beyond class EALY:
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formal security policy model
MAC subject object
covert channel

reference monitor
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[ [
#
# Define a common prefix for file access vectors. allow sysadm_t sysadm_home _dir_t:dir { read getattr lock search
# ioctl add_name remove_name write };
[
common file #
{ # The superuser home directory.
ioctl #
read /root(/.*)?
write system_u:object r:sysadm_home t
create /root —d system u:object r:sysadm_home dir t (-d
getattr
setattr
lock #
relabelfrom # The following users correspond to Unix identities.
relabelto # These identities are typically assigned as the user attribute
append # when login starts the user shell. Users with access to the
unlink sysadm r _
link # role_should use the staff r role instead of the user r role when
rename # not in the sysadm r.
execute #
Z\:ngtes\?)nn user root roles { staff r sysadm_r };
mounton
} http://www.coker.com.au/selinux/
Russel
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1 Linux Security Modules
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m memo NSF2003

0O

http://www.st.ryukoku.ac.jp/~kim/Zsecurity/20031024-NSF2003/Windows-linux—-security—2003.pdf

inode

O Apache
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