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Abstract
MAC (Mandatory Access Control) has the ability to improve security of Linux operating
system dramatically. However, defining and managing proper policy is not easily achieved
because program dependencies are usualy invisible from system administrators. This paper
presents the challenges in providing automatic policy generation based on process execution

history.
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5.3.3.
SELinux

file NOT_FOUND_t

type domain_O_t, domain; # => /shin/init

type domain_ 1 t, domain; # /sbin/init => /etc/rc.d/rc.sysinit => /sbin/initlog =>
/etc/rc.d/rc.sysinit => /bin/chmod

type domain_2_t, domain; # /shin/init => /etc/rc.d/rc => /etc/rc3.d/S10network => /sbin/initlog
=> /etc/sysconfig/network-scripts/ifup => /bin/sed

type domain_3 t, domain; # /shin/init => /etc/rc.d/rc => /etc/rc3.d/S10network => /sbin/initlog
=> /etc/sysconfig/network-scripts/ifup => /bin/sleep

type domain_4 t, domain; # /shin/init => /etc/rc.d/rc => /etc/rc3.d/S10network => /sbhin/initlog
=> /etc/sysconfig/network-scripts/ifup => /etc/sysconfig/network-scripts/ifup-post

type domain 5 t, domain; # /shin/init => /etc/rc.d/rc => /etc/rc3.d/S10network => /sbhin/initlog
=> /etc/sysconfig/network-scripts/ifup => /etc/sysconfig/network-scripts/ifup-post => /bin/basename

type domain_6_t, domain; # /shin/init => /etc/rc.d/rc => /etc/rc3.d/S10network => /sbin/initlog
=> /etc/sysconfig/network-scripts/ifup => /etc/sysconfig/network-scripts/ifup-post => /bin/grep

type domain_7_t, domain; # /shbin/init => /etc/rc.d/rc => /etc/rc3.d/S10network => /sbin/initlog
=> /etc/sysconfig/network-scripts/ifup => /etc/sysconfig/network-scripts/ifup-post => /bin/hostname

type domain_8 t, domain; # /shin/init => /etc/rc.d/rc => /etc/rc3.d/S10network => /sbhin/initlog
=> /etc/sysconfig/network-scripts/ifup => /etc/sysconfig/network-scripts/ifup-post => /bin/sed

type domain_9 t, domain; # /shin/init => /etc/rc.d/rc => /etc/rc3.d/S10network => /sbhin/initlog
=> /etc/sysconfig/network-scripts/ifup = /etc/sysconfig/network-scripts/ifup-post =
/etc/sysconfig/network-scripts/ifup-aliases

type domain_10_t, domain; # /sbin/init => /etc/rc.d/rc => /etc/rc3.d/S10network => /sbin/initlog
=> /etc/sysconfig/network-scripts/ifup = /etc/sysconfig/network-scripts/ifup-post =
/etc/sysconfig/network-scripts/ifup-aliases => /bin/sed

/ system u:object r:file O t
/etc/ system u:object r:file 1 t
/etc/ld.so.cache system u:object r:file 2 t
/lib/ system u:object r:file 3 t
/1ib/i686/ system u:object r:file 4 t
/1ib/1686/1ibc.s0.6 system u:object r:file 5 t
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/lib/libacl.so.1
/lib/libattr.so.1
/1ib/1686/1ibm.so.6
/1ib/1686/libpthread.so.0
/lib/librt.so.1

/bin/

/bin/basename

/bin/grep

/bin/hostname

/bin/sed

system u:object r:file 6 t
system u:object r:file 7 t
system u:object r:file 8 t
system u:object r:file 9 t
system u:object r:file 10 t
system u:object r:file 11 t
system u:object r:file 12 t
system u:object r:file 13 t
system u:object r:file 14 t
system u:object r:file 15 t

# Allowed process transition from /sbhin/init
domain_trans(domain_0_t, file 281 t, domain_111 t)

domain_trans(domain_0_t,
domain_trans(domain_0_t,
domain_trans(domain_0_t,
domain_trans(domain_0_t,

file_620_t, domain_222 t)
file_NOT_FOUND_t, domain_518 t)
file_NOT_FOUND_t, domain_519 t)
file_NOT_FOUND_t, domain_521 t)

# /etc/rc.d/rc

# /etc/rc.d/rc.sysinit
# /sbin/mingetty
# /sbin/shutdown
# /sbin/update

# Allowed process transition from /sbin/init:/etc/rc.d/rc

domain_trans(domain_111 t,
domain_trans(domain_111 t,
domain_trans(domain_111 t,
domain_trans(domain_111 t,

domain_trans(domain_111 t,
domain_trans(domain_111 t,
domain_trans(domain_111 t,
domain_trans(domain_111 t,
domain_trans(domain_111 t,
domain_trans(domain_111 t,
domain_trans(domain_111 t,
domain_trans(domain_111 t,
domain_trans(domain_111 t,

file 58 t, domain 27 t)
file_77_t, domain_33_t)
file _87_t, domain_39 t)
file_287_t, domain_47_t)

file 309 t,
file 310 t,
file 311 t,

domain_350_t)
domain_358 t)
domain_366_t)
file_312_t, domain_373 t)
file_313_t, domain_381 t)
file 62 t, domain_408 t)
file_63 t, domain_409 t)
file 280 t, domain_500 t)
file_314_t, domain_517_t)

# /etc/rc3.d/S12syslog

# /etc/rc3.d/S13portmap
# /etc/rc3.d/Sl4nfslock
# /etc/rc3.d/S20random

# /etc/rc6.d/K80random
# /Jetc/rc6.d/K86nfslock
# /etc/rc6.d/K87portmap
# /etc/rc6.d/K88syslog
# /etc/rc6.d/K90network
# /sbin/consoletype

# /sbin/initlog

# /bin/egrep

# /sbin/runlevel

# Allowed process transition from /sbin/init:/etc/rc.d/rc:/etc/rc3.d/S85nttpd

domain_trans(domain_115 t,
domain_trans(domain_115 t,
domain_trans(domain_115 t,
domain_trans(domain_115 t,

file_13 t, domain_116 t)
file 54 t, domain_117_t)
file 62 t, domain_118 t)
file_63 t, domain_119 t)

# Allowed operations for /etc/rc3.d/S08ipchains
allow domain_547 t file O t:{ dir link file } { r_dir _perms }; # /
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# /bin/touch

# /sbin/consoletype
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allow domain_547_t file 11 t:{ dir link file } { r_dir_perms }; # /bin/

allow domain_547 t file 15 t:{ file class set } { rx _file perms }; # /bin/sed

allow domain_547_t file 83 t:{ file class _set } { rx_file_perms }; # /bin/uname

allow domain 547 t file 16 t:{ dir link file } { r_dir_perms }; # /dev/

allow domain_547_t file 17 t:{ file _class set } { rw_file_perms }; # /dev/console

allow domain_547 t file 18 t:{ file class set } { rw_file perms }; # /dev/null

allow domain_547_t file 1 t:{ dir link file } { r_dir_perms }; # /etc/

allow domain_547 t file 55 t:{ dir link file } { r_dir_perms }; # /etc/init.d/

allow domain_547_t file 56 t:{ file class _set } { r_file _perms }; # /etc/init.d/functions
allow domain_547 t file 2 t:{ file class set } { r_file_perms }; # /etc/ld.so.cache

allow domain_547_t file 19 t:{ file class set } { r_file_perms }; # /etc/mtab

allow domain_547 t file 20 t:{ file class _set } { r_file perms }; # /etc/nsswitch.conf
allow domain_547_t file 21 t:{ file class set } { r_file _perms }; # /etc/passwd

allow domain_547 t file 75 t:{ dir link _file } { r_dir_perms }; # /etc/profile.d/

allow domain_547_t file 76 t:{ file class set } { r_file _perms }; # /etc/profile.d/lang.sh
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(1) /bin/awk:x:/sbin/init:/etc/rc.d/rc.sysinit:/sbin/initlog:/etc/rc.d/rc.sysinit

(2) /bin/awk:x:/sbhin/init:/etc/rc.d/rc:/etc/rc3.d/S10network

(3) /bin/awk:x:/sbin/init:/etc/rc.d/rc:/etc/rc3.d/S25netfs

(4) /etc/mtab:rw:/sbin/init:/etc/rc.d/rc.sysinit:/shin/initlog:/etc/rc.d/rc.sysinit:/bin/mount
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D /etc/rc.d/rc.sysinit /sbin/init
/etc/rc.d/rc.sysinit /etc/rc.d/rc.sysinit  /sbin/initlog /sbin/initlog
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/sbin/init:/etc/rc.d/rc:/etc/rc3.d/S10network:/bin/awk
/sbin/init:/etc/rc.d/rc:/etc/rc3.d/S25netfs:/bin/awk

(4 (50 /bin/mount /etc/mtab /bin/mount
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/sbin/init:/etc/rc.d/rc.sysinit:/sbhin/initlog:/etc/rc.d/rc.sysinit:/bin/mount
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