g R

HliHl A LDEFAVUT < ICRITD
=t EIRE(L

KPMG av9)LF « v IRt
AL =8

2014 FEDVFF) Y ¥y 7 Tid, ZHEMORE Y AT 2954 V7 =%y bHST 72 AWHEE 2o T
LT ENEF ) TAMRBICE > THASIN, T CICHLSFIBM SN THLE X257/ HIEREARD
LV Y A7 AEKICT SR F 2 T4 WMiboTWAZEIREINTHY, =T VLDWIHED,
EbERE, AR, FUEMEOER DS, RHOIUH IT B 2 B4 - 2 A7 2 NICHLD A A 7B S - 4
VAT LI, RS OBRAZFELPREVY A7 HEATWS, BEMZHRL 225 HIE Y A5 4
OFEN: %2 50 HIIIRLRE & LRALETH S, TNERICES—E, BEES V752X 250 25720
LX) FADNEMREN, 2020 FEOHF Y Y ¥y 2 PEFHICHH SN D LI AT IRETH 5

1. (U ®IC

RPWICE, MEOS, MEYu Fav, MU
72k y NI =7 TR S NHIEH S AT A0 F
— 7 AL DOPATHE Y mEERE A A fE
HpEM 2 BB L CTLinux OS, IP Ay b —72,
Windows OS 7 & O IT $iir. RAEM (COTS:
Commercial Off The Shelf) 2T AATHALL T
X7 L2L, X274 LOMENH S Z LD
HIB L, TR - MY AT AN FITHED S
N7z05, HIH Y 27 LA~OFEIFHEN 2,

M1WRTEIC, X271 B, Y—L - F
BUTEL EEAL L, BIED BRI R 572720, W
WWEFTHLAFNVOR] (LEWV) HAETHD, 20Ok
R L IPWBBE NS ERER ISR
o7 TNHOY—VIZRAMETRE LTHREL
T&ETHBY, RAEMEZHL TV LHIEY X7 A1

sophisticated

cross site scripting |

Hig h “stealth” / advanced
scanning techniques |
packet spoofing
. denial of service
Intruder :
Knowledge H distributed

i attack tools (DDoS)
‘ www attacks
| automated probes/scans

back doors i

disabling audits; ‘ne rk mgmt. diagnostics
| { hijacking
burglaries | sessions

" | exploiting known vulnerabilities

Attack
Sophistication|

H | password cracking
i self-replicating code
i password guessing

Attackers

Low

1980 1985 1990 1995 2000

1 WBY—-ILOEEL vs WBEFHMTH
Hi84 : CMU/SEI-2002-SR-009. Pagel0

LEAWEETH D I L ZREL TV,

2%, ICS-CERT &SNzl > A 7 A
DAY TV IOFEREGSHL TS, 2DHH
Spear Phishing (21X, Adobe Reader ®HEg51% % F)
¥ % Exploit I— FZ2EELRLF ) 714V
TPDF 7 7 4 WIZH ARAHA, E-mail THRL—%
WCEMNT 2 EORBLEINL LHENING,

WY 27 2D B OEENE L FH T
L7z &AL 37 POREXENS, HIHT AT A
DEF2)TFAIZOWTOHERPET Y. EEHH
BHREROLEIII o, HHERTIH, X2 T4
WCHETAHGADIBET D, ¥ 274 OFE,
fl. RAMNTF 774 AR EDOERDS, FEROLEHE,
EHICIIEBARRENEEE G252 8 TR 5,

COEH)REREEE 2. ARTIE, kE, 39—
a8, HARIZBUSEF 2 T 1 OERELIESICD
WCIRAR, F - EBE OB AN DOWT b HHT 4,

Miscellaneous 21, 9%
Weak Authentication 13, 5%

Network Scanning/Probing 53, 22%

Removable Media 5, 2%
Brute Force Intrusion 3, 1%

Abuse of Access Authority 9, 4%

Unknown 94, 38%

Spear Phishing 42, 17%

SQL Injection 5, 2%

24T MNDREE
H gt 1 ICS-CERT Monitor September 2014 - February 2015 &)



SPECIAL COLUMN

2. REDE)M

X312, KEZPLELTERBSN ST 2
FATAT 7 VORI — TR, 5T LIHIE Y
AFADFIATHA 7NV EIZEH LD DRRT,
FRGBE LT, Bh. fawh - AA ALEER. b
TAKRE, - $GE. BEFBITOLN TV,

A THA 7 VTR B WEgE. RS, 7T AN,
M, FEVEAEHDO 7 2 — AEREIN TN S,

MzR5E, EOFICELN o TOEHSEHREL
L7258 PCSRE, M7=z — At ¥ =217
£ BMET L7202 AGA. BIHI THZEH» S5
WP FETEHAN=LZ2DOATCIP, BHE AWM -
AD—EBO5E TS - 7 A b - FHli 7 = — Z\29%
> THF L72O2NSTB, G BHCTEAT = —
A% %@ L7205 FERC. NERC. fiilli - # A58
TIZED SEAF TEEL/2OHNIP SCADA, &
A AMSTECTTANPLEATTERLZON
LOGIIC. &, Al - A, AL G555 CHFZE,
f%. EH7 2 — X TERELADAISAI L) 2
ERbhDb,

=21 ® F®E FAF Y 7 as ] A T
— rg _“_.\,1 — \—\
A TG Fi fra
'ﬁl @&h o [ ]_,
- I
3 1A
“fﬁ o '3"‘59"!1-"-[ Achils LOGIC m
Hz P o 5 11
T Tech |
2 o 5
@ = S (I 2=
*| pcsrF| G
% EF Al .
i [ Eeashie ICSIWG
csse cssP
s 4
i
420,
o =

BREHMRTLtFUTa - HNLYY

' Department of Homeland Security. http://www.dhs.gov
2 |daho National Laboratory. http://www.inl.gov

2.1 25

DHS! & PCSF (Process Control Systems
Forum) %35 BF, BUff. K& EXER END
330 % 3Rk A . HE) 2B L7z, PCSF &,
S AT L0 F 1) 74 BHE V=, EF -
Mo—=V7, X2 T A8 X2 T4 7
ANE L OTF =< THEWEB L. O
#ix, ICSJWG (Industrial Control Systems Joint
Working Group) (25| &AM, 4E2MDI—TF 4
YTELTHEESNTWS, =T 4 7T, #l
WY AT 2LF2) 74128, R W
R EROBM L EICBILMEILFEH T TO
ToRPRERINTEY, BUF. KR iR, X
E, VATAAL VT LV—=F, kFay T4V
Py v MR EIRIECEOSMEZED TV 5,

DHS & CSSP (Control Systems Security
Program) THIM S AT 2Dt F 2 7 1 FF
fili # 47\, #% B % [Common Cyber Security
Vulnerabilities Observed in DHS Industrial
Control Systems] tWHHiEHFEL L TE LD, Ig
SN A, Furga Y —Aa—FiE. Web
P—E R, Ay b7—=rFaban, Ny FAGEM,
Aok - BREE. Wi AER. 7 2 MEL
Wty =2 EE R EIGERTAE LTV,

DHSFINLZ T, EHEtFa) 5 PL—=
JEBEAMBL, 4HEDO ML —=Y 7%, L1 BT
T, W®F—2 (Red Team). 5P+ — 2 (Blue
Team) 27, HEINI=75 >V Mikfiz
lio7HB 2T COWBOBMEIL. ¥y
TATHOHEL X, WBRICLLFTA-TVORMS %
HEL, HIH AT 208X 2) 714 2T S0
Yiled, SNCXD Y AT AL—W RV ¥,
VAT AA YTV —F OB e SN B
AL oTWVD,

Special Column

3

JNSA Press



HHY AT LOEF21VUT « [CRET 2EFEREAREL

2.2 R5EIF

Al - M AERTIIREOMERBE T ED T Y
7 M THHIPPT, HIHI AT AELF2)T 4D
VAT 5MRE, 6 DORWTHREZ BT,

LOGIIC*ix. fifh - Rk A A &4k L DHS S&T
(Science and Technology) & TiToTwWb 70y =
JhTHY, Lo TVbEFa) T4 DT —
RIZOWT, BigE - R EHEEL TV 5,

APP X, A T I VY AT DX 2 7412
BITANAY VARF AL e API 1164 & L TH
WL 720

AGAS1Z, SCADA O#fE &5 A H = A LT &
S>THRET A7-0, AGA 12 =42l L7z, Part 21
Retrofit Link Encryption for Asynchronous Serial

Communication T® %,

CIDX (Chemical Industry Data eXchange) T
1. Cybersecurity Vulnerability Assessment
Methodologies THA N—t F 21) 5 1 FoONfaisk
Ui 5 FEE T & D, IEC 62443-2-1 O il 3
ATFAFEEDI AT A PELTHEL, X
ChemITC7 |25 | kSN T 5,

WUFERTIE, ZRAATETHHEOR L LET)
EHREEOLF ) T AT AEHME MRS
A72%, NERC CIP 002-5. CIP 003-5. CIP 004-5.
CIP 005-5. CIP 006-5. CIP 007-5. CIP 008-5. CIP
009-5. CIP 0010-1, CIP 0011-1 2%l Sh7ze BIFE
Version 5 TH Y, Ryl 2 4E 0 BEAICHH S
5o

NIST &, AX—=F7 ) v I LT, 4 FFA4
~ NIST IR 7628 & 2B L7z, SHUZiE, &Il
7 FAAL Y TOMBEMERTE, & AL VY —E R,

American Petroleum Institute. http://www.api.org
American Gas Association. http://www.aga.org

0w N O O~ W

Smart Grid Interoperability Panel. http://www.sgip.org

= A7 = ADFIFE L F 2) T 1 BROGHR E
AFPN TV 5,

SGIP® ®» CSWG (Cyber Security Working
Group) &, Z—AF—XA% 5L, VAZFxv
7 RATo M. FRILRVOYF 1) F 4 BEEE
F#l. 2F2V574T7—F727F v, BHEDOA~—
7Yy FEEZBVEGEFMZ TE5 L) I1CL
TWh,

F72.CSWG IR X 2 ) T A NTITHIB T 57280,
AMI (Advanced Metering Infrastructure) Smart
Meter D7 77— =277 v 7T TF—F DTAMTL
—AT7—=7HHELTWAS,

DOE il v A F 2Dt F 2 F 4120w T T
Vs bl L7zEMEiZT) 2T kX2 ) T4
BT AEFEHELTHO ML, REEERT S
HE Ao TR A NVA =V iZEL-O— <
v TERBEL: (K4).

ChCkzE, vF2) 74 ALOEER. )RV
DOFHl & BB VU A 7 RO F R FER K O BT & 9
AT MER BN EF ) T4 YUED
S, L RN BEL - v 7 -0
BENED LN TWA,

BAEIZIE, X2 74 ke LT BREIC
PAN—LF 2T A DODRANT T 7T 4 ADVHE
MICER L, =¥ FL—H4 A P THIEID AT 240
X2 T4 T7T—F T 7 F v BLOYHETOLF
2) 7 4 DSEHli- BE L & U A 7oK & LT
A V27 v NEARE S BUEMAT 2 BIRESE T L, [
HOYER, EFREBIZEELLHIITL-TED,
MFM T2 ) T 18EE LT, BSOS Z I
D, BAN—tF2) 71 OMRZHFET LT LT
T&XHZEAHIBLTW A,

Institute for Information Infrastructure Protection. http://www.thei3p.org
Linking to the Oil and Gas Industry to Improve Cybersecurity. http://logiic.automationfederation.org

Chemical Information Technology Center. http://chemitc.americanchemistry.com



SPECIAL COLUMN

20094 5G4
=¥

YR D
i B

20134 A
¥

20174 RH
¥

20204
¥

d—u

BREBHIEREZTRY, FelREF2T7 =TI
EEYAEDSEF2T7  VIMNIZITRAEFEEN.
O— PR EHNE IR EEETRIVF—EAVR
FrR—2DIRES, TLtFTAFEER,

ERAYART.EIRIV
F—HT /2 —BRITH
LCHBAFEENROER
DR EDS,

TSN Tr—L VAT
LRYNT=0.T7—F7

IXIF—FERIVFI—
PREBHD BV Z2—6
VFDAN )Y AEAES,

AT —27)IV7 7t Rl

Pl 3 — KUY —RET,  FAGERENS,

5 O ‘%‘ BREMIIHDY —)LETA TINARB VAT LRE
N—AVIFUIERET  (ETtrarBE MEDN
%Y —IVHMER B LT Bo

Bo

PAN—AVI TV ES
ETBY—ILDERFTEN
B AV T VNS BH
NL—Z2DERREXE
Y —ILHERFEEN S,

YAN—€Fa)T1DE

ATV RLER—MIAF
S1VhERHSNB,

KRR T ALV DI R R
V—IVHHES,

ey _ - )
fff. f’;’f . BeS5 . BRI, 1 ’lf f; '{\{;g*;fgf_\
= LLEPAT=IRNET  sompmummmnegs,

H#ATNS,

LR D E N
N— %2071 DRIRE
HHZB.

ERAY AR T EIRI
¥ T2 —ZADE
BYRAFLTEFIUT A
=REMEERTSY —Ib
PERF SN,

YAN—A2T VBT
HOBRBMAIREG VAT A
HHIES,

IXVF—tEI2—T1Y
T VDS DHFEILR
I 5LEHER.

YA N—tFa)TFrlxt
THREMFERDOEE>SK
A% &,
IRIVF—ERT . BH.
HEss M BRERDFED T
AtLAHRITENS,

4 DOE security roadmap Version 2

>

AT —IRIVE—=THA
N—EF2)T71BPHER
L.BERICEOTLS,

IXIVF—FERIVRFI—
B T7—F70F v
BTL+1) BB
FEnTLa,

ATV NRERDSL
RIFCLZEHIEDN TE,
ERLFIToNSTE,

IVRI—FREHAN—A
VYTURDRELTDHT
CICEBREICRES,
BERZERITL RICHAS
N3,

E B ENEEELI YA
N—tF2) 71 DES%
HERFI 5o

H# : Roadmap to Achieve Energy Delivery Systems Cybersecurity. Exhibit 4.1.1 Strategies for Achieving Energy Delivery Systems Cybersecurity &t)

3. 3—0OY/XDOEF

YETIE NISCCO A3 SCADA D7 OD 83—+ h b
7% Good Practice Guide Z1ERE - AR L7225, 1%
(2 CPNINO 25| X kA 7z

* 5 v T, TNOU »SCADA Security Good
Practices for the Drinking Water Sector & H L 7=,

9 National Infrastructure Security Coordination Centre
10 Centre for the Protection of National Infrastructure. http://www.cpni.gov.uk
11 Netherlands Organization for Applied Scientific Research. http://www.tno.nl

12 Working-party on Instrument Behavior. http://www.wib.nl

Zhiud, KEERICHTEHA K54 2 TEd 555
MOEFICHHHENEE 2> Tnb,

WIB2 13, N—2 A2 & MY 2721
Fa—¥ 0% ) T IEC 62443-24 DJERI & 72 5 WIB
20 2B L7z SHUE, HEEOEF 2 7 14 OB
BERZS 7T Lz F ) F o BB T 5,
IEC 62443-2-4 T, #2250 B EZH) A,

Special Column

5

JNSA Press



HHY AT LOEF21VUT « [CRET 2EFEREAREL

D IEC 62443 V) — AL OEMHZIEHE L. b 7%
e L LCAEN S,

4. BEDEF

HARTIE, flIfHITAF20EF2)F41220nT
DOTEENL, 2007 4F~ 2008 4EEHD HIEFRIL L 720 K
MERBEIYAN—tF2) T4 TEES V7
SPi#ER T —~T7 v 7L, BRFEEEIHHE S R
TFTAEF2VTFABRHAI A T+ — A% AT — &
&, IPAB X, ENAOHIEY 272 F2) 574
IZDOWTEe 7Y Y7 2iTwn, HiEEL AL Tw5,
JPCERT/CCH* i3, s A5 AB#E FF 2 2~ b
DOV OPZEFRLAR L TWa,

Y AT 20X 2) T 412DV TORGEZE T
5720 IEFHE SR TH 5 A5, ISCI OFHMiFEHE %
W3 li 2472 %5 CSSCP AEFE 7y =7 + &
LTk 87z, CSSC &, ISCI DFFAli K = 2 >~
FEFRLZZ ETEMEELZEPLHEMREEZED L
Ya—% L7tk HlioHIEEZ LiF572007 4
— Fxy 7247w, ISCIICEBKL TWh,

5. HliH> A7 LDAETHHE

Y 27 20§, FELTE RS RV
DTHBHN, BREeVPOMBIZE R bk w, &
. Z< OBBRE?RIEL W5, HllHs 2T 4
HEkEh BI%S. EEIhLEBRICEEF2Y T4 0
BEanied, FobFa) 54 2 A8 VA
TA T TV r—a rwikEr - S - EET LT
Tt ADF —N—~y FPREWOMEE N T4
MRS NTEBENM 2% L S, 7ok A0
WA o 72720 TH B, X2 T 4 OED
o 2RI SN 72 B 25, 10 45~ 20 4E

13 Information-technology Promotion Agency. Japan (3R3Z1TEUE N IEIRAIEHEERE)

FazT2EI) LT RVWOT, Hl#y 2T 400
FEIED IR RO, HESEE LT 5720,
Hwa—rzLira74y PLTHEVHEILTWS S
ELHIH Y AT 2DEFHEDOREKE LTHITHN
5o

HEDH LRI VY — AR TR OHLA
AAEESRE L TCRELCE 20, 7Ry T7 I TH
FEN, RISKR=F Y T4 LV AT A5ERETIC
BALRCSEMEDNL LR, 2L DV T}
7 = T AR I N,

Sk o - OB % & #E 1L, Brian W.
Kernighan & Dennis M. Ritchie i2& % [The C
Programming Language] %/3f 7V & LT, I—
F&FWD, CHllE, SCTPIERE AT Bk
K324 770 28E RELTBY, et
DANT=FIhHAXAEY ZFNHRV. Zoggm (I
§91%) ZEHTA2EMAFR SN, LEONL FY
BEITTHUBENEAB I N, M IT &
mOW25E ZATHRLEIN, RS kT Twb,
T2 COREFHEISHIST AHEHED AHEhD
DT TW5b,

JaggtEix, MERETIINT TH H95, QUEE
BRTREIREI—-FZ2RETLIATERD, VY
2T LTHAATNTHEZRO~Y YV THEITSN
HEIHEMEND. HDH W Email DR 7 74V
CHLAREN, HBHWIE E-mail T/rENs URL @
V7R ST I WRHTY Y v u— F 3T
ENs, BRFEZINLDY) R 7 25 HIHBER - H]
WY ATFLRFDLIEDNRDOLNT VD,

6. EFRIREE

IEC 62443 ) —ADIFE A EIE, ISA 912k -
TEH S, IEC TC 65/WG 10 TOZEE % #E CTHE

http://www.ipa.go.jp

14 Japan Computer Emergency Response Team Coordination Center (JPCERT 3—7 1 % —> 3>t > % —). http://www.jpcert.or.jp
15 Control System Security Center (F#fifi%Z#& #IY X5 L€% 21U F 1 £ % —). hitp://www.css-center.or.jp



SPECIAL COLUMN

B L 22 D,

WY 272~ 22713, HAZLLTWL
W, VAZOA T, 7TTa—FHECE-T, &
BENAEIZZILT S, IEC 62443 Tl A Z1ZH$ 5
I Pa—LELTALRNLDTL—FICEFa
V74 B R TeE L,

Part 113, HFEEDOE 2 ORIKZ K4 &
E7V, Mk, Part 213, rﬁﬂ%ﬁkﬂ@‘%t#x‘)T
£ BfE, Part 313, HIHIZ AT 20T AT A&kE
LTCOEF2)F 4 I2OWTOEL, Part 413,
WY AT AW AHEESE. 77747 &,
TT)r—3 3 SOV TOEEES .

IEC 62443 Tld, VA Z##HliZz Lo 7Y &

L EI ATV, BEETDHLNVEED, LER
%$;074&b%ﬁ%mu~Fm;b%ﬁL\
et #E%T 5, FR1 ~ FR7 OFEflIZ. ¥ A7 4
X271 B LT, IEC 62443-3-3 ICRtak S
%o

B S AT N RS 2 Hl A R 7 &I B 5 B B
#13, IEC 624434-1. IEC 6244342 THH. h
ZTNAGEEME, FREEEM LR T 5,

ISCI i, IEC 62443 ¥ ) — A 8 X ' ISO/IEC
15408 (Common Criteria). IEC 61508 Part 3.
RTCA/DO-178B. The Security Development
Lifecycle. OWASP CLASP 2 &0t —7757 1B &
PEFa)TAORANTT T4 ARSI CEF
MZE#EEZER L. SO ORHE%E IEC 62443 1) —
AWML CT& 72 F72. ISA 99121, ISO/IEC
JTC1SC 27T DZF A= FHZBIML TV 5720,
SHRITEITRETLILOLEDLNS,

1. 8HHIC

IEC 62443 1) — X1, ISA 99, IEC TC 65/WG
10, WIB.ISCI.ISO/IEC JTC 1 SC 27 ®IG#IZ X 1 |
%Ufﬁﬂ?X%Awﬁﬂel‘)?%Lﬁﬁ[ﬁtu%"fi@k LT

AR EFRT TS, T2, ISMS FREE, WHE
mﬁ TP AP - BERE. WIS A 7 23R4l - 32
AR, FONRE I 230, RER
DEZLZIZALZZDDELTHEELTWS, dm?)ir
WHEN, HHY AF208F 2 F 4 [0 FISET

Z LAWY %,

(&3]

(1) Keith A. Stouffer, Joseph A. Falco. et al.. "The NIST Process Control
Security Requirements Forum (PCSRF) and the Future of Industrial Control System Security. " TAPPI Paper
Summit - Spring Technical and International Environmental Conference. 2004, pp. 1337-1344

(2) [EC/TS 62443-1-1 Industrial communication networks - Network and system security - Part 1-1: Terminology.

concepts and models

(3) IEC 62443-2-1 Industrial communication networks - Network and system security - Part 2-1: Establishing an
industrial automation and control system security program

(4) IEC/TR 62443-3-1 Industrial communication networks — Network and system security - Part 3-1: Security
technologies for industrial automation and control systems

(5) IEC 62443-3-3 Industrial communication networks - Network and system security - Part 3-3: System security

requirements and security levels

*AXFORME (AS) BEAOBRXIIEFEERTI,

Special Column

7

JNSA Press



