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HH | RFC 9334. Remote ATtestation procedureS (RATS) Architecture
httos.//datatracker.ietf.org/doc/html/rfc9334

« [RX
« Amongst other things, this document is about trust and trustworthiness,
 Trustis a choice one makes about another system.

« Trustworthiness is a quality about the other system that can be used in making one’s decision to
trust it or not.

* This is subtle difference and being familiar with the difference is crucial for using this document.

« Additionally, the concepts of freshness and trust relationships with respect to RATS are elaborated
on to enable implementers to choose appropriate solutions to compose their Remote Attestation
Procedures.
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HH . Meet Face ID and Touch ID for the web .
httos://developer.apple.com/videos/play/wwdc2020/10670/ 'Face ID and Touch IDJ (4.
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Fourth, authenticators can, if necessary, prove their
e~ properties cryptographically via a process called
- attestation.

b :'pple's platform authenticator

Attestation

FoRlaral A E M EN 2 7O X ZN LT
ZORMZESNICHERIT S ENTEXT

Face D and TouchID 2

@ > @ 03:20 e—— -12:20 o) ) =

Secure Enclave -i

41528

An authenticator like the iPhone is called a platform
authenticator, because the authenticator is a feature built
into the platform. There are two important properties that
Apple builds into the authenticator. The first one, as we

saw, is the Face ID and Touch ID, which is used to verify 22H ‘i\SGCU[G Enclave EIFiEN
users’ identity. INRNTOWBRZEEL

The second one is Secure Enclave, which is a processor ® P & oss2 048 W) T =
that manages all the private keys and guarantees that they
cannot leave the device.
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