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http://www.gao.gov/new.items/d06392.pdf

Figure 2: Range of Sample Cost of NIAP Evaluations to Vendors by Evaluation Figure 4: Range of Time Required for Completing Product Evaluations at Various
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FIPS 140-2 Level 2 Certified USB Memory Stick Cracked

https://www.schneier.com/blog/archives/2010/01/fips_140-2_leve.html

Kind of a dumb mistake:
The USB drives in question encrypt the stored data via the practically uncrackable AES 256-bit hardware
encryption system. Therefore, the main point of attack for accessing the plain text data stored on the drive is
the password entry mechanism. When analysing the relevant Windows program, the SySS security experts
found a rather blatant flaw that has quite obviously slipped through testers’ nets. During a successful
authorisation procedure the program will, irrespective of the password, always send the same character string
to the drive after performing various crypto operations -- and this is the case for all USB Flash drives of this type.
Cracking the drives is therefore quite simple. The SySS experts wrote a small tool for the active password entry
program's RAM which always made sure that the appropriate string was sent to the drive, irrespective of the
password entered and as a result gained immediate access to all the data on the drive. The vulnerable devices
include the Kingston DataTraveler BlackBox, the SanDisk Cruzer Enterprise FIPS Edition and the Verbatim
Corporate Secure FIPS Edition.

Nice piece of analysis work.

The article goes on to question the value of the FIPS certification:
The real question, however, remains unanswered - how could USB Flash drives that exhibit such a serious
security hole be given one of the highest certificates for crypto devices? Even more importantly, perhaps - what
is the value of a certification that fails to detect such holes?
The problem is that no one really understands what a FIPS 140-2 certification means. Instead, they think
something like: "This crypto thingy is certified, so it must be secure." In fact, FIPS 140-2 Level 2 certification only
means that certain good algorithms are used, and that there is some level of tamper resistance and tamper
evidence. Marketing departments of security take advantage of this confusion -- it's not only FIPS 140, it's all
the security standards -- and encourage their customers to equate conformance to the standard with security.

So when that equivalence is demonstrated to be false, people are surprised.
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< RSA Key Extraction via Low-Bandwidth Acoustic Cryptanalysis

<« Q1: What information is leaked?

< This depends on the specific computer hardware. We have tested numerous laptops, and several
desktops.

< In almost all machines, it is possible to distinguish an idle CPU (x86 "HLT") from a busy CPU.

< On many machines, it is moreover possible to distinguish different patterns of CPU operations and different
programs.

= Using GnuPG as our study case, we can, on some machines:
= distinguish between the acoustic signature of different RSA secret keys (signing or decryption), and
< fully extract decryption keys, by measuring the sound the machine
makes during decryption of chosen ciphertexts.

< Q2: What is making the noise?

< The acoustic signal of interest is generated by vibration of electronic components
(capacitors and coils) in the voltage regulation circuit, as it struggles to supply constant
voltage to the CPU despite the large fluctuations in power consumption caused by different
patterns of CPU operations. The relevant signal is not caused by mechanical components
such as the fan or hard disk, nor by the laptop's internal speaker.

« HEL: http://www.tau.ac.il/~tromer/acoustic/
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« BadUSB: Big, bad USB security problems ahead
< http://www.zdnet.com/badusb-big-bad-usb-security-problems-ahead-7000032211/

Nohl and Lell have discovered that USB controller chips' firmware offer no
protection from reprogramming. Using a set of proof-of-concept tools they call
BadUSB, they claim that an ordinary USB device, even a thumb drive, can be used to

compromise computers in the following ways:

< A device can emulate a keyboard and issue commands on behalf of the logged-in
user, for example to exfiltrate files or install malware. Such malware, in turn, can
infect the controller chips of other USB devices connected to the computer.

< The device can also spoof a network card and change the computer’s DNS setting
to redirect traffic.

<~ A modified thumb drive or external hard disk can — when it detects that the
computer is starting up — boot a small virus, which infects the computer’s

operating system prior to boot.

gemalto
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