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27w F—XDID/NRD— FIREDBHRDEDIC.
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+ OpenSSLIZIFDRIE d’;
* HeartBeatZXKI[Cxy UEEDES . 3byte “OK?” B
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SSLHonorCipherOrder OnF&RE LU CH —/\—llZ {85t d DRE=

2Z PKlDay 2011 NTTHERK : SSLICHITIBSEBBILY Y TILBEDRS  htto!//www.in: rg/seminar/pki-day/2011/data/03_mutoh.pdf
%E;‘%E&WE%@EIEB JRE 1.4-1 .G@AndroidUJAPl’ZtﬁDEHTTPS}%?&EGDCiDherSuitescDRC4-l\/lD51E§’E http://blog livedoor.jp/k_urushima/archives/1 727793 html
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Certificate Pinning/Public Key Pinning (RN1ESIEBAZDIED)
Pinningld = CEEBAE M RICKIRD b D
Pinning#' & 3 B4

GeoTrust
JU—

GeoTrust
DigiNotar JL— I\L DigiNotar
| JL—

AID [ -8

o |
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* google. cor‘rﬁ

—to
* google.com

-sha256=t— /\ SEBAZENBaHE/\v ¥ a
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Certificate Pinning/Public Key Pinning (R1ESEBEEZEDIES)

« AVN—RYFFITETHRESNTLD
https://tools.ietf.org/html/draft-ietf-websec-key-pinning-21

« HTTPAYASZENTDCETHEATDIBEF T —YDOREABZRLS

« ANVAHDF— : Public-Key-Pins

e ANVADEMBR) : pin-sha56=5FBBZDNBEHRDSHA256/\ v ¥ 1 {E(DBase64 B

e NVYAHZIERLT<NDYA FETRIDEKN
httos://projects.dm.id.lv/s/pkp-online/calculator.html

JavaScript Public-Key-Pins (HPKP) calculator v1.0.2

rolect wabsita | GitHub page | Besad on |nternet standard ofr

Capyright 2 2014 Divis MoZenkovs SS I_-U- - / W - gIE E B % 73\ 5 EE§ J: 1ﬁ

Certificates and/or Certificate Signing Requests (n PEM format; newline separatec) contaning public keys ¢ be

VRRFRDM0ZASA0AgNYY2CHRAC DIV ZhybT51c2%ydH 1 £30UY2 04 L 1VUTE LYUAVS 0) qj F&( : AEIE Bﬁ E g Z v 0) EIE Bﬁ E
Rl yc39L 567y ZHANCAL Y3 D sNAQGCC S GADUFENEBRGGAT 1 ASB GG rBQEFE0CAMOY X (n] = 0 =

GHRBCDOVLZNydC51c2YyoH) 1o 3QUT29tLINITIF KZF Ry dONSLZVydr 'y XRRELTNy

DAl Bpgricll DQoanY Y 2ol RBc Do 29 e 3tud N cnRyDNSL kv T tigkohkiG ~ j = W
SARRAJUFAADCADEATE PLS 1220 Y bxxpuc SHywDa0g TrZ sBayt AGC KN/ yXASHR NI | _ J 2 I
1hahe5g21 ASNSYEav | ORTeDaPRAXTE X VAT 1FKaTGG7anYAIZLE 1 DYKLURY AAR rkT
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'\ 2\
1tg5x%81t1000004 K401 2bBBG 1068 § 1028secazRg!Idr] IMELCRKLY ARV ‘ l /\ \y 9 E g %}J 1’E by l 7 z < n 5
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Time for clients 1o remember these pins: | 12 momss

R Fin these keys also for all subdomains {use with cautionl)

END CERTIFICATE
# Create also HSTS hesder (with same values) Public-Key-Pins HTTP header:
W have read and accepted ieense agresment (GN. Genaral Public Liserstl (6 pyblic-Key-Pins: pin-sha256="1CppFgbkrlJ)3EcVFAkeip@+44VaolUymbnOaEUK7tEU=";
pin-sha256="TUDnr@MEoJ3of7+Y1iBMBVFB4/gJsv5z07IxD9+YoWI="
pin-sha256="68YTDKOLH2QWSUUVgfmsnkvgGFAtbM7Ljsrzn3v/gfY="
pin-sha256="owdYG0+3voomGfjI2BhXs6mmlcSNtAlejd/QncQNbkQ="; max-age=31536000;
includeSubDomains

-
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OCSP Stapling (RFC 6066 TLSHARSE) DR FERC LM
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RFC 6797 HTTP Strict Transport Secuirty (HSTS)

BE. HTTPSTZ 2 AL TWBA 214 I\ F 91 M, BELENAHETT7Z78ALE
B8, TO79CARLY PHARIEAPT. —tEDOHTTPTE> =1 MMCHEEL LS &L TH, HSTS
BREHSBUTHNIE. —EBLEOESGISIBEIMICHTTPSY 1 MAERELET.
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(1/2)
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Certificate Transparency(1)

v 20114, DigiCertX®Comodo’s&ET
google.com X > ARIESEBEEN
%Efjéﬂ’r 79@L1 73 IRHIL,\
%@Xj/\@ iﬁt L/_Cit

v SEBBERITON E%g’“élﬁﬁlﬁc‘: LC.
SfBAEF T — YV EERARBEBSE LEREZEIND
v 2011 FDGoogle D AN ICE DL
v ZERRFC 6962(C15oTC
v Google Chrome®dHDEEE (X iy
v ChromeldEVIEBAZE OFEITE2E(IC UTC
v DigiCert, GlobalSignHVs {7 X1
v BOBANREEN Y EXT G

FUJI Xerox g,



CTXYImdDY 1 ~ (=GlobalSign or DigiCert)

BlnHea
ﬁﬁ @EO IJ v 7 Ifl‘n‘ft)psi/ /www digicert.com/

(@) SSL Dieital Certificate A

C ff B&LECert, Inc. [US] | https/ /wwwdigicert com QRady » =

5 5 . ) R 1.801.701.9600
Odlglcert YOUR SUCCESS IS BUILT ON TRUST Rl e o e

SSL Certificates ¥ Code Signing Certificates ¥ Enterprise ¥ Support ¥ Partners ¥
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