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TS 1XX XXX v0.0.4 (2013-05)
TECHNICAL SPECIFICATION

EFERRIAEAA 12

V1.0.0

Requirements of Signature validation procedures

e

R >

“Requirements of Signature validation procedures™ | :

“This draft spe
$53, and spec

(;’;’m{‘\ 76-‘-: ETS'/ ESI ’%5?5 C C v%’l::i’ )/T )

Stmple ES (ES) -

ES with signature timestamp (ES-T) 38 2 WAL BAS T AT with sig : - 8
ES with archive validation data (ES-A) ....... 1 532 REsA 2 B4 (ES with signarure Yoo !
P 0 % B £ % 4 (ES with validation data reference
Annex A (normative): Supplier's Declaration of Conformity and its Attacl 4 5.3.3 BRERROBIFT 2 F45 (ES with validation data reference)
Al General....... J I e A2 5.3.4 FREEEAT 2 B4 (ES with validation data) wee.ssoesosesesooesssesssesessssesssessesmesss 20 e
A2 Form of the Supplier's D of Conformity 42 - o
A3 Form of the Attachment to the Supplier's Declaration of Conformity 42 5.3.5 7 —drf 7t & EH(ES with archive validation data)..........ccooee.. 1

A4 Procedures, e 43
A.4.1 Common Validation 43
A.4.2 CAJES Valis n

A4.3 XADES Validation.......
A5 Data 47

5.4 WAL TR

5.4.1 Simple ESH:

S

5.4.2 ES with signature timestamp

R ...

5.4.3 ES with validation data referencetfifiE = 3517 % HaESE HERF 21 ...,

History

A6.3 TSAGEFEOX.500 FEFE S ARG .o
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public key in
TSA certificate

"signerInfo”, the consistency of the signature
alue in “sianerInfo” and the hash value for

A= E N 2 verified with public key in TSA
= )

= /7
*ﬁ D.I-.E o E

unPAIAES

ct Criteria Semantics O Status Indication Report (example)
D Validity of the data | The signature data structure is contained all the VALID - Validation result
S| Te | structure mandatory elements of Table 15. INVALID - Reason of INVALID
- Missing elements
CMS data type "ContentType" is  object identifier of | M VALID - Validation result
"id-signedData". INVALID - Reason of INVALID
Signed data type "eContentType" is object identifier of "TSTInfo". | M VALID - Validation result
INVALID - Reason of INVALID
TSA Validity of TSA | It is verified according to the requirements of | M Refer to Clause 5.7.2.
certificate | certificate TSA certificate validation in Clause 5.7.2.
Signature | Validity of "digestAlgorithms" field in "Content" is verified | M Refer to Clause 5.5.1.
of TSA "digestAlgorithms" | according to the requirement of the Digest
field alogorithm validation in Clause 5.5.1.
Validity of "digestAlgorithm" field in "signerInfo" is verified | M Refer to Clause 5.5.1.
"digestAlgorithm" | according to the requirement of the Digest
field alogorithm validation in Clause 5.5.1.
Consistency of | The following two values in "signerinfo" are M VALID - Validation result
"MessageDigest" matched. INVALID - Reason of INVALID
attribute 1) The hash value of "eContent" value - Each hash value
computed with the algorithm specified in
"digestAlgorithm" field
2) The value of “MessageDigest" in
"signedAttrs" field
Consistency of the | The following two values in are matched. M VALID - Validation result
hash value for 1) The hash value of TSA certificate computed INVALID - Reason of INVALID
TSA certificate in with the algorithm used in - Each hash value
"SigningCertificate "SigningCertificate" attribute
" attribute 2) The value of “certHash" in
"SigningCertificate" attribute
Validity of "signatureAlgorithm" field in “signerinfo" is M Refer to Clause 5.5.1.
"signatureAlgorith | verified according to the requirement of the
ms" field Signature alogorithm validation in Clause 5.5.1.
Validity of the | According to the algorithms of | M VALID - Validation result
signature value \signatureAlgorithm" and "digestAlgorithm™ in INVALID Reason of INVALID
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« PAJES(PDF Advanced Electronic Signature)
- RN—ZUR ETSI TS 102 778 Part1~Part6
- IRAEREEZDPDOPDFRER (SO 32000-2) ICERD ANBbNDFE,
« PAJESOFEIFEHEEER
— ERDOPKCSHIN—XDPDFER (PAJES Basic) ICIlZ. CAJESE
FAUZPAJES EnhancedzE& LU CU\ D,
— REECINBISEEBAZ OB EIBINT DITHICDSSE NN DOPDFOE
ZETEELU LB,
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PAJEST

© cades

(CMS Advanced Electronic Signature)

INAF1)T—43#2 (ASN.1)
DIA—< vk

BEY DR RIS
ETSI TS 101 733

RFC 5126 (IETF)

ECOM/eRAPb\J? Z1ERL
: | JIS X 5092:2008

ISO 14533-1

[LEW 1%.??:9?..,}.&022.922’.:f.{':...,/

/ XAdES \

(XML Advanced Electronic Signature)

XMLEERK DT+ —< vk

BEY SN RTIRE

ETSI TS 101 903

ECOM/eRAPH & 7|<1’FEJZ
JIS X 5093:2008

ISO 14533-2

e QIVIIVIE=E

~+ JNSA
/ PAJES \

(PDF Advanced Electronic Signature)

PDFR.R DI+ —< vk

EET SR RIS

ETSITS 102 778

————————————————————————————————

| | FICG B D10,
\__BEh! Y




ISO 14533-1 \
the profiles for CAdES

REAZBRZREFDIZOHDT

Electronig¢ Signature with Signature Timestamp
CAdES-T XAdES-T PAJES-T
profile profile profile
"""""""""""" Electronic $ignature with Archive Timgstamp
CAdES-A XAdES-A PAJES-A
profile profile profile
*” Content Timestamp \I
| |
| PAJES-CTS |
: profile '

/ ISO 14533-2
the profiles for XAdES

71 )LDWEE

ﬁe long term signatur}

profiles for PAAES
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PAdJES-Enhanced
%PDF
CAdES-BES
%%EOF
PAJES-T S J Lo o
’ Type 1: Type2: Type3:
BERRALRBTEED FEXaANEALRIVTEED CAJES-TAYEMEN D
%PDF %PDF %PDF
CAdES-T CAdES-BES CAdES-BES
signature timestamp %YUEOE %% EOF
%%EOF DocumentTimestamp CAdES-T
%%EOF signature timestamp
%%EOF




PAJES-CTSTOD 7). JINSA
ZELHEEEXTF. Y1 ARSI TOHIED,

PAdJES-CTS
%PDF

Document Timestamp

%%EOF
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PAJES-ATOT P/l JNSA

PAJES-T & PAJES-CTSO@BEDEMMZLERTI D TOT 71 )b,

PAJES-T PAJES-CT

PAJES-A

PAJES-T
or
PAJES-CT

DSS [FZBRZPOFALRERL T D%
SET—3%EEL

Document Security Store !
(DSS)

DocumentTimestamp %T/F‘—"F:L}‘/VSM LRBTTRIMREL, |
%%EOF
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e 19994, ICTSBAYEESSIZE% 3L
EESSI: European Electronic Signature Standardization Initiative
-HHIXECEFERAETDREEZXIET HFEILLDHE
—~CENAE 4 ETSIN T HZE 5 4E

e 20024, ETSI/TC SEC/ESI WGMTC ESIIZH
—ETSI/TC SECZ4~BO—XL. TC SECHMESI WG&LI WG(Lawful

interception; & EMEZ)ETCIZHEE

e 20034, CENA'E-SignT7—4 3y &4 O0—X

e 20044, EESSIZ/O0—X
—Network and Information Security Steering Group (NISSG) IZFZE
- BFELHEMDBELEILIZETSITC ESIAHE R

— EH-Ih-EROFTBMIL K

ICTSB: ICT Standard Board #>/\I&CEN., CENELEC, ETSI, EC/EFTA(# 7 H#—/\)
CEN: FUMNZEILZER

CENELEC: MUNERIZEILZER

ETSI: ERMEREEZELEE FEEFCEPTEUNESMEERBETEFSE) AU/
TC ESI: Electronic Signatures and Infrastructure EFELZ E B HTRE S
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EU eSignature Standardisation Work overview SEALEDD B 1% (© SEALED,2607)

E%I: 2011'8'205'& Harmonised TSP
Guidelines for . . status information
udelnes or | Directive 1999/93/EC | atus Informatt
of SSCDs
complements complements
Algorithms & Param. International
CWATHS 11~ ~ Decision 2000/709/EC harmonisation of
~ s, b ETSITS 102 176-1/2 st
| ~ Doty 2003/511/EC e“’"”/ L —_— ertificate Policies
S~ ler 2ANT -7 ’
- : ~o - s ETSITR 102 040
CWA 14172-1 |[(intro) . stipulates \“‘?‘fﬁ: = 60&3.{
a . ~ . . -~ Ke’(,/ -
CWA 14172-5 Ssessment guidance of ~ CWA 14169 Mearei-2082 46‘3’// CSP Practices ETSITR 102 458
W—r March2004( &7 )
CWA 14172-6 [ SSCDs EAL 4+ ST e | # ETO1TS 101456 3 Guidance on
L copradE T TS 101 456
assessment guidance of Mareir2863 | .7 Apto== ETSITS 102 042 |
CWA 14172-3 » CWA 14167-1 39 ETSITS 102 437
June 2003 %~ Yo, ETSITS 102 158 |«|--
a ~ o
CWA 14172-7 ‘% CSP Trustworthy systems ‘:I:"fs,
i > CWA 141672 | === ““f'?'oo Certificates TSA Practices
Conformity May 2004 ~ N
Assessment Crypto Modules [ 4 ETSITS 101 862 ETSITS 102 023
Guidance
A CWA 14167-3 ETSITS 102 280 TimeStamping
CWA 14172-2 Profile
CWA 124172.8 aesessment % CWA 14167-4 | Cert pathlcreation Verificatiqn ETSITR102 044 ETSITS 101 861
= - uidance o
W N [ETSI TS 102 669 — |
assessment guidance of Guidance on PAdES international
CWA 141724 |las, - - : . % h isati
\Wﬁ% Signature creation Signature verification ignature forma armonisation
= of ES format
: >  CWA 14170 | ™1 CwWA 14171 | | ETSITS 101733 |
Guide on ES use ( [ETSITS 102 047 |
CWA 14365-1/2
Registered Electronic Mail ETSI TS 102 77 Signature policy
— - - ETSITR 102 605 | Existing practices| | Signature profiles
oinvoicing & | | Digital Accounting domain | . | Existing p (Oov oimy Gonensy| | [ETSITS 102038
Digital Signatures| |[ETSITR102572| Best practices | [LETS/TS 102 640 BRAFF— (ETsITS 102734] ETSITR 102 041
CWA 15579 [ETSITS 102 573 | TSP Pol. reqts Mobile signature standards (ETSITS 102004 ] ETSITS 102 045
Long Term Document Storage (mCommerce) Container |ETSITR 102 272

ETSI TS 101 533-1 IETSI 15102 918|

ETSI TR 101 533-2

22



B £Ciz5460(mandate460:2009/ 12 JINS/

M/460 STANDARDISATION MANDATE TO THE EUROPEAN STANDARDISATION ORGANISATIONS
=] CEN, CENELEC AND ETSI IN THE FIELD OF INFORMATION AND COMMUNICATION TECHNOLOGIES
— APPLIED TO ELECTRONIC SIGNATURES

ECOEFELRBDE=LEBIRA
BMEARYINDOCENOCWAD BEFH F1-IXHEE

o IMTIRZETS)DME

o HEELFIAZIEETSTSOREFRI

o JLEUT—23arIL—LT—HGFR—42IL, BIEE)

o TSERMMBENWISONDEILMNEZRNT=54T7H AVl
o AFER/INVDITENETIH

o TSERETLEUT—2avAUI3#FO-HDIEANL
FEIEE

R
—
—
—
[ ]

European Standard, telecommunications series (EN)
ETSI Standard (ES)

ETSI Technical Specification (TS)

ETSI Technical Report (TR)
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CCIES460x1MSTE (71-1 1) JNSA

STF425 7L —.,."J—7J Electronic Signature Standardization in
Rationalised Framework

STF426 7774 JL Quick fixes to electronic signatures profiles

STF427 RZ>F —F Quick fixes to electronic signatures standards
1. EBEL/S (CSP; Certificate Service Provider) 0 i & 1% 54
(conformity assessment) B4R VA ATV REKRE
2. MEERMOHAERIEMAEDTAIFAILETE
3. EAWMIFIERTE
4. ZBLHTIILT)XLIRSE

STF428 5% -7 A Quick fixes to testing of electronic signatures
standards

24
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Trust Service StatuslLists Providers
Guidancs
Policy & Bacurity Regquinamans
Technical Speciications:
(S rTrily MG
Testing Compliance & Interopermitdity

TSPs supporting eSignature Trust Application Service Providers
m.-a..l:.: llllll - Pk I-:::':;-bn [
TSP carificatus Ts5P 5G5P SVSP Registered eMail Information Preservation

Signature Creation & Validation

CAdES XAdES PAdES ASIC
Signature Creation Devices Cryptographic Suites
= "“.,.n...::" Guidance
s5CD Other 5C0s Suites Require ments

JNSA

6> DHEAE TR
- EHOY T EE

SIEFEDR T A
- AAMFUR

- R —EH

— BTk

~ BEEMHERE

- MHEEAMHER

—BLE=EESRR
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—Ci55460x1MmSTFE (71-2 2)  JNSA
2012/9N S4FIZE

o STF457 JL—LT—7 FH%E
- J1—RITEELETRTOEEICESIL—LT—HIDE
15
o STF458 ERZAR/IRIIEIEFEY—ERTONAS
- EBRERRBRITOERRUT+— Y MO RS LR E
# L
- BFELEYR—IMTBEEY—ERTONSTEHOEEL
R AZ AL
o STF459 WM/ EERMETANAEET7I)r—i3
oH—EX
- BFEAZTEALI=EFELE (Electronic Delivery) D E R4t
EAZE LD
- DERAIRGIZERKREERET AL RET D ATELED
Y—IL DB
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DEEBY — 2 cEET awias  JNSA

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
on electronic identification and trust services for electronic
transactions in the internal market

1?: #eA 201256 H4BIZER M i5 & TR
28 elD

3® FSRM—EZXR
181 281
28 TSP(Trust Service Provider) & U TSEZ B (supervision)- - - & TSPD BLE .
S RT YRR, HEBEHRTSP
T BFEL -EFELBAA BREFER-FEERLAFDENMR.
EREFERERT /NAR—>HWETUSW,
BIRETFEL DRI EMH.
B EFELABRRIIY—ER, @REHRAETS—EX,
NEY—ERXHAEZLITA—vb—>CAdES. XAdES. PAJES
A48T BF—IL---iEAN (BFERZER)
581 BFRALRZLT - BIEAA LARZT
681 BFXE---#-EBEFIEEH
7HT EREFEREY—ER - -BEEEIALREIVT
8E1 Webt 4 k@M EREE(Website Authentication)- - - & #&Web+ ~ 3 5E 5E BA Z (authentication
certificate)
AT FiE
58F T
68 RERE---4FBOHE. BFEOEKMAZT > maxSEE/
HTBE HERIAE. BREBGERT/N(R
27
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e MS. Adobedé+H 15

B TCLANILEDHE

“Alignment of Adobe-Approved Trust List (AATL) and EU Trust List (EUTL)”
http://blogs.adobe.com/standards/2013/06/25/alignment-of-adobe-approved-trust-list-aatl-and-eu-trust-list-eutl/

EREY—ERTONITD

European :
co-operation for
Accreditation

— — — — — — — — — — — —

(EA) 3
Trust S
Service i 71
____________
Status List 1 g
I

| TSP i .
! v
Assessment
| Sch National
| cheme Trust Service Accreditation
| Status Body
Notification
| Body
| ".k Assessment
Report
| P Y
| Notification \ Assessment Body
< [
k i
| " Assessment ; Assessment
\\ /
| Y. request Assessment
| ) Criteria

JNSA

FIZFSXTYR) X (TSL: Trust-service Status List) & 4T
=>CA. TSAEDEEEEZRE

Hi B ETSI TS 119 403
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TSP Status List@D-

- Time-stamp Authority;

- Certificate status (OCSP);

- Certificate status (CRL);

- RA;

- Id verification;

- Certificate generation;

- Attribute CA;

- Archive;

- Key escrow;

- Pin/password credential authority;

- Registered Electronic Mail;
M - Signature Policy Authority;

825
g AE—1EH
1_:]" TSLNN—D3Y HBE. B
2 | A RL—H1EHR
*NextUpdate /
A | TSP1D1ER
o
(3 &A1, URL
T Y| ¥ER
E | «&#1. &, TFP2LID, .
A ~
?)3 H—ER1DEE
7I§ H—ER2D1EH
o
o
o
TSP2D &R
o
o
o
Z4

HE-ETSI TS 102 231

=5, JNSA

— J

/ CA (PKC); \
- CA (QQC);

S (RACABSRSRRTUH)
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e-Seal JNSA

e eSignature =>BAA

e eSeal =aA
— FFaAVREED =D FE
- RIETLTEEHERITS
— EKBYIZeSignatureE [ ZF

= BT IE RS TEMERIED # 7
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