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ISO/IEC JTC 1 “Information Technology” —
Security Related Sub-committees

SC6 Telecommunications and information exchange between
systems

SC7 Software and systems engineering

SC 17 Cards and personal identification

SC 25 Interconnection of information technology equipment

SC 27 IT Security techniques

SC 29 Coding of audio, picture, multimedia and hypermedia

iInformation

SC31 Automatic identification and data capture techniques

SC 32 Data management and interchange

SC 36 Information technology for learning, education and training

SC 37 Biometrics

2JTC1E



SC 27 - Scope

The development of standards for the protection of information
and ICT. This includes generic methods, techniques and
guidelines to address both security and privacy aspects, such as

— Security requirements capture methodology

— Management of information and ICT security; in particular
Information security management systems (ISMS), security
processes, security controls and services

— Cryptographic and other security mechanisms

— Security management support documentation including
terminology, and guidelines

— Security aspects of identity management, biometrics and
privacy

— Conformance assessment, accreditation and auditing
requirements in the area of information security

— Security evaluation criteria and methodology
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Membership of SC 27

Brazil [ ’rance erlands % R
Canada < !rmany Mnd China
USA ’ltaly pain ’ UK Japan

founding P-Members (in 1990)
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yprus

New Zealand Uruguay Venezuela
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Australia Republic India embourg Singapore Sri Lanka akhstan

1994 1996-1999 2001 2002 2003 2005-2006 2007-2008
additional P-Members (total: 37)

« O-members (total: 14):
Argentina, Belarus, Estonia, Hong Kong, Hungary,
Indonesia, Ireland, Israel, Lithuania, Romania, Serbia,
Slovakia, Thailand, Turkey
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ISO/IEC JTC 1/SC 27 SC 27
IT Security techniques Secretariat
Chair: Mr. W. Fumy DIN
Vice-Chair: Ms. M. De Soete Ms. K. Passia
QVorking Group 1} Working Group 2/ Working Group 3[{fWorking Group 4} Working Group 5
Information Cryptography Security Security controls Identity
security and security evaluation and services management
management mechanisms criteria and privacy
systems technologies
Convener Convener Convener Convener Convener
Mr. T. Humphreysf Mr. K. Naemura Mr. M. Ohlin Mr. M.-C. Kang } Mr. K. Rannenberg




1ISO — ZE{DTO+X

« Maturity level / state of standardization |
— Study Period / New Project (NP) | NP $
« 2 month NP letter ballot¥) I 5
— Working Draft (WD) WD |~ f
— Committee Draft (CD/FCD) [ -
« 3 month CD ballot(s) = CD g
* 4 month FCD ballot sa| Final CD %l
— Draft International Standard (DIS/FDIS) : 3
» 2 month FDIS ballot | FDIS 2
* N0 more comments at this stage v v :
— International Standard (IS) IS

* review every 5 years *) one vote per P-member
 or after 'defect report'



SC27 /WGTIZHEITHZELEXE)AR()

Standard Title Status
27000 Overview and vocabulary Published
27001 ISMS requirements Published —
now revised
Information security management Code of Published —
27002 . .
Practice now revised
27003 ISMS Implementation guide Awa!tlng
publication
27004 ISM Measurements Awa!tlng
publication
27005 ISMS Risk management Published
27006 Accredltatlon requirements for certification Published
bodies
27007 ISMS Audit guidelines 2nd CD

27008 Guidance on auditing ISMS controls 3rd WD



SC27 /WG1IZHITHZEIELXXE) XM (2)

Standard  Title Status
27010 0 imoations for sty and government VO
o ormaton secury managener dudeines s pubished
27012 ISMS guidelines for e-government cancelled
27013 ISMS for service management WD
27014 Information security governance framework WD
27015 ISMS for the financial and insurance service WD
sector
Study

) Information Security Management Economics --
Period
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HEL: 27001 - Framework
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JTCG D& (1)

JTCG (a part of ISO TMB) TlZ, I RXTHOIRI AV R
TLEABICHLT. KBOBEZEZASHTLETRZL TS,
IR, TETRESNTVWSEEFLUTTHS,

— Standard clauses (scope, definitions, etc.)

— Context of the organization

— Leadership

— Planning

— Support

— Operation

— Performance evaluation

— Support

FEDIRT FE: Spring 2012
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e Decisions
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ISMS policy (27001) & information
security policy (27002) D%

« ISMS policy(27001) & information security policy (27002)
MNERMICHGYEG O TSI LEZTRER

e Decisions:
— INLDAEBEXZTDEFET S,

— ISMS policy (27001) 2D T, MHIGIEMMEIEZITOZEET Do
(information security management(Z DU\ TE &)

— ISMS policy (27001) DA~NDSRBDHET 5,

— information security policy (27002) (£, /NALARILDFF 1AV TH
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— information security policy (27002) IZ22DWWTI&. MADRY—D
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Top Management
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BIERDERE TEREA
(Selection of Controls & Annex A)
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(Risk Treatment Options)
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ISMS Taxonomy (HF5FI2E)

01 Security Strategy & Governance

02 Information Security Mgmt & Ops

03 Information Security

Comprehensive but
not exhaustive

Hierarchical and tiered 04 Physical & Environmental Security

— 6 sectors wide
— 4 levels deep
All topics organized by
similarity
— Precise matches not
always possible
A work in progress

— Refinement and
tuning required
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P> 01 Security Strategy & Governance

1.1 All security domains integrated strategy
1.1.1 All security domains strategy document

1.1.2 Supporting security philosophy & values

C A.6.1.1 Management commitment to information security

1.2 All security domains security program design
1.2.1 All security domains program charter document

.3 Allocation of information security responsibilities
.2 Information security coordination
.6 Contact with authorities
A

1

6.1
6.1
6.1
.8 Roles and responsibilities

.8 Management responsibilities
A

>>>P P>

1
2.

3.2.1 Roles and procedures

1.3 Organization policies
- 1.3.1 Security policy
A.5.1 Information security policy

C A.5.1.1 Information security policy document

C A.5.1.2 Review of the information security polic!
1.3.2 Access control policy
A.11.1.1 Access control polic
1.3.3 Responsibility for assets
A.7.1 Responsibility for assets

- CA.7.1 .2 Ownership of assets

A.7.1.3 Acceptable use of assets
4 Information exchange policy

1.3.
A.10.8.1 Information exchange policies and procedures
1.3.5 Other organization policies

1.4 Enterprise architecture
- 1.4.1 Enterprise reference architecture

1.5 Enterprise Integrated risk management
- 1.5.1 Enterprise Integrated risk management plan

1.6 All security domains strategic plan
- 1.6.1 Alignment with business strategy
1.6.2 All security domains strategic plan document
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ISMS Taxonomy

An ISMS Taxonomy

Wednesday, March 11, 2009
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ISO/IEC 27007

ISMS Auditor Guidelines, {4k 2nd CD

ISMSHEEDHAFT U ADHREHISO 19011
(Guidelines for quality and/or environmental

management systems auditing) L BRSO
ISO 19011MD RELIZHR>T. EXRZEDH TN,
(ZNEEFDEEMNKELY)

ISO 19011 RELD R a— LG EITIREFET
1=, FTNIZEDHELIDOMNEHLWLEIKRIZH S,
Decision: ISO 19011 D&% Fh . {EXZHED
%o (19011 E DKL TH)




ISO/IEC 27008
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ISO/IEC 27010

Sector to sector interworking and
communications for industry and government
Result of a Study Period on Critical
Infrastructures
Scope: —DISIE, RICEI2—RIDEE. D+
D3—IBFFIZHEITHEEDE T, F) 712
JHHEEER. FHRXBEITORODAATA
THd. bl BHEMINRE. EEAUTS53E.
iT—(i BEDEDRAIZHE THEAERZEDIRIE
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ISO/IEC 27013
Integrated 20000 and 27001

 Integrated implementation of ISO/IEC

20000-1 and ISO/IEC 27001

e Scope: ISMSEITH—E AMSEEF B SED=ODHASF
VATRMT S,

o AL, TOHMEMSOERDI-HDENETZFIRETHEHD
ThY. HlzIL:
— ISO/IEC 20000-1 9 TIZRABL TULSIKR T, ISO/IEC 27001 DEFET

HIEE.E-ITFDHE,
— ISO/IEC 27001 B 1) ISO/IEC 20000-1 #REFIZHEET HIES,

— BIE0RAIL. T TIZHRBIESNTLS., ISO/IEC 27001 R U ISO/IEC
20000-1DMS D EfEIZZEHL TLI,



ISO/IEC 27014 Information security
governance framework

|S governance
e Scope: (EXDEE. L)

— Help meet corporate governance requirements related to information
security

— Align information security objectives with business objectives

— Ensure a risk-based approach is adopted for information security
management

— Implement effective management controls for information security
management

— Evaluate, direct, and monitor an information security management system
— Safeguard information of all types, including electronic, paper, and spoken
— Ensure good conduct of people when using information



ISO/IEC 27015 Financial services

e 1st WD for financial and insurance
services

« Scope: AF#&(Z. [financial and insurance services
sectorsIICHTAFHREF ) TAIROAV D EREZX
BIDHDHAFTURERIETHEDTH D,

o KERIEIL. 2700xDISMSDEHHAIZED LI EESHE
BEMEWNST=AARSAVDRHBEERLTINS, ZDO BB
X, ENGERSBIELGEICEELE-EV—BFEDEHRT
Xl )T4EBmRETAIEEBRELTLNS,




WG 4 Roadmap Framework

Prepare to respond;

continuous monitoring; | k4 UERELTNBE
eliminate or reduce WE1)TF,ER

risks and impacts

Risk manage; Prevent
occurrence; Reduce — BHOEHREFLVTIER

Impact of occurrence

Investigate to establish

facts about breaches;
identify who done it and
what went wrong




WG 4 Projects & Study Periods

ICT Readiness for Business Continuity (27031)

Cybersecurity (27032)

L R, RIFFRELTLS1E
Information security incident management (27035) #&t:\:l')'?'fgg

ICT Disaster Recovery Services (24762)

Network Security (27033 Parts 1 to 7)
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Identification, collection and/or acquisition, and
preservation of digital evidence (27037)
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27032 :Cybersecurity

Cyberspace, while not existing in any physical form, is a complex environment
resulting from the interaction of people, software and services on the Internet by
means of technology devices and networks connected to it.

The complex environment encompasses the interconnecting networks and
systems as well as any ICT devices belonging to different organizations and
service providers that allow for the flow of information.

However, there are security issues that are not covered by current information
security, Internet security, network security and ICT security best practices
because there are gaps between these domains.

Cyberspace security, or Cybersecurity, is about the security of the Cyberspace,
providing guidance to address issues arising from the gaps between the different
security domains in the Cyberspace environment while at the same time provide
an infrastructure for collaboration.




Guidelines for Cybersecurity

SEeCUrity,

—a definition of stakeholders and a description of
their roles in Cybersecurity;

—guidance for addressing common Cybersecurity
Issues; and

—a framework to enable stakeholders to collaborate
on resolving Cybersecurity issues.
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ISO/IEC 27033:Network Security
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Guidelines for Application Security
(27034)

BE
— Part 1 — Overview and concepts 1stCD—2ndCD
— Part 2 — Organization normative framework
— Part 3 — Application security management process
— Part 4 — Application security validation

— Part 5 — Protocols and application security controls
data structure

— Part 6 — Security guidance for specific applications
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ASC : Application Security Controls
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ASC1 - Training

ASCOHI (M40 YIFDIRE)

ASC4 - Security / Privacy Risk
Assessments

ASC8 — Use Approved Tools

ASC13 — TM/AS Review

1
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ly
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Compiler/
Options
Mandated?

]
Consult
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compilers/
options
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Re-Review? code complete
project
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ASC2 - Security Requirements
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ASC14 - Code Review
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“Guidelines for Identification,
Collection, Acquisition and
Preservation of Digital Evidence”
(ISO/IEC 27037)



Scope of 27037 after Redmond(1)

* This International Standard gives guidelines for digital
evidence management. It describes the processes of
identification, collection, acquisition and preservation of
potential digital evidence that may be of evidentiary value.

* The objective Is to assist organizations in their disciplinary
procedures, and to facilitate the exchange of potential
digital evidence between jurisdictions. This standard deals
with common situations encountered throughout the digital
management process.

 The International Standard intends to provide guidance to
those responsible for the identification, collection,
acquisition and preservation of potential digital evidence.
This includes Digital Evidence First Responders, Digital
Evidence Specialists, incident response specialists and
forensic laboratory managers. This International Standard
Intends to inform decision-makers who need make a
determination regarding the reliability of any digital
evidence presented to them.




Current:
Scope of 27037 after Redmond(2)

e This International Standard is applicable to organizations
needing to protect, analyze and present potential digital
evidence. It is relevant to policy-making bodies that
create procedures relating to digital evidence and
decision-making bodies need to evaluate digital
evidence, often as part of a larger body of evidence. The
potential digital evidence may be sourced from any type
of media, and refers to data that is already in a digital
format. This International Standard does not attempt to
cover the conversion of analog data into digital format.

« Application of this International Standard requires
compliance with national laws, rules and regulations.
The International Standard outlines the minimum
requirements necessary for enabling transfer of digital
evidence between jurisdictions. It provides a framework
for the development of processes and procedures for the
identification, collection, acquisition and preservation of
digital evidence.



In support of ISO/IEC 27002

« An implementation guidance of a control of
ISO/IEC 27002

—-13.2.3 Collection of evidence
—Control

—‘Where a follow-up action against a person or organization after an
information security incident involves legal action (either civil or criminal)
evidence should be collected, retained, and presented to conform to the rules
for evidence laid down in the relevantjurisdiction(s).”

—Implementation guidance

—‘Internal procedures should be developed and followed when collecting and
presenting evidence for the purposes of disciplinary action handled within an
organization.

—In general, the rules for evidence cover:
—a) admissibility of evidence: whether or not the evidence can be used in court;
—b) weight of evidence: the quality and completeness of the evidence”
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Content (after Redmond)

1 Scope

2 Terms and definitions
3 Abbreviated terms

4 Overview

4.1 Requirements for identification, collection, acquisition and
preservation of digital evidence

4.1.1 Auditable
4.1.2 Repeatable
4.1.3 Reproducible
4.1.4 Defensible

4.2 Principle for identification, collection, acquisition and preservation
of digital evidence

4.3 Digital evidence management process
4.3.1 ldentification
4.3.2 Collection
4.3.3 Acquisition
4.3.4 Preservation



Content (2)

5 Key components identification, collection, acquisition and preservation of digital evidence
5.1 Chain of custody
5.2 Risk assessment
5.3 Roles and responsibilities
5.3.1 General
5.3.2 Competency
5.3.3 Initial actions
5.4 Briefing
5.5 Packaging of potential digital evidence
5.6 Transporting potential digital evidence
5.7 Preserving of potential digital evidence
5.8 Prioritizing collection and acquisition by order of volatility
6 Use cases of identification, collection and acquisition and preservation
6.1 Computers, peripheral devices and storage media
6.1.1 Identification
6.1.2 Collection
6.1.3 Acquisition
6.2 Networked computers and network devices
6.2.1 Identification
6.2.2 Collection and acquisition

Annex A (informative) Examples of potential digital evidence that relates to specific types of
Investigations (in matrix form)

Annex B (informative) Examples of digital devices and potential digital evidence
Bibliography
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Study Period on Redaction
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REDACTION(Z%)

A new project proposal was submitted by UK
NB on the topic of redaction, which is the
procedure for removing sensitive or classified
Information from documents (electronic or
otherwise) to be released publicly. UK NB
representative, Dr Andreas Fuchsberger
presented the proposal during the 2nd WG 4
plenary meeting in the week and the meeting
agreed to initiate a Call for contribution of
rapporteur and contents for a new study period
on the topic of Redaction.
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