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OpenSC History

2001-11 OpenSC 0.2
— by Yrj6la and Timo Teras.

2004-127 Belpic

[falela)

[ a opensc—project.org Home of open source smart card solutions
| i j i .. 1 W - ~(a-
| + | @ hep:/ rwaw.opensc-project.org/ Q- Google

" 0penSC

Start Projects ‘Contacts History FAQ About

Smart card library and applications with [IREALIEEE
support for PKCS #15 compatible cards
leased
3d to 6st:
0O at
LinuxTag - oi

Welcome to opensc-project.org Projects and latest

This server hosts a number of open source projects devoted to
smart cards. Each project has its own infrastructure with wiki
‘webpages, source code in a subversion repository, a web front
end to the source repository, a ticket system for reporting bugs 7‘1
and feature requests and so on. Still all projects use the same e
mailing lists together so you have one central contact if you B
need any help.

The projects

— Belgium has choosen OpenSC as software basis for their national ID
card and the source code changes to OpenSC have been published
under LGPL license. Their modified version is published under the
name "Belpic"”, and both complete source code and binaries are
available for download. Thanks to Belgium.

2006-3 LinuxTag
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READ RECORD
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PERFORM SECURITY OPERATION
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CHECKSUM
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COMPUTE DIGITAL SIGNATURE
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HASH

GET DATA
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VERIFY
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static struct sc_card_operations iso_ops = {

no_match,
NULL, [*init */
NULL, /* finish */

iso7816_read_binary,
iso7816_write_binary,
is07816_update_binary,

NULL, /* erase_binary */
iso7816_read_record,
iso7816_write_record,
iso7816_append_record,
iso7816_update_record,
is07816_select_file,
is07816_get_response,
iso7816_get_challenge,

NULL, /* verify */
iso7816_logout,
is07816_restore_security_env,
is07816_set_security_env,
iso7816_decipher,
is07816_compute_signature,
NULL, /* change_reference_data */
NULL, /* reset_retry_counter */
is07816_create_file,
is07816_delete_file,

NULL, /* list_files */
is07816_check_sw,
NULL, /* card_ctl */

is07816_process_fci,
is07816_construct_fci,
is07816_pin_cmd,

NULL, /* get_data */
NULL, /* put_data */
NULL /* delete_record */

EOANL—
LaVEER

e
HEBA

H—RIVIIF
ECa—ILH
&=

REBEFTTREINGL
E#tHd

DR

static struct sc_card_driver *sc_get_driver(void)

if (iso_ops == NULL)
iso_ops = sc_get_iso7816_driver()->ops;

belpic_ops.match_card = belpic_match_card;
belpic_ops.init = belpic_init;
belpic_ops.finish = belpic_finish;

belpic_ops.select_file = belpic_select_file;
belpic_ops.read_binary = belpic_read_binary;
belpic_ops.pin_cmd = belpic_pin_cmd;

\/7

belpic_ops.set_security_env = belpic_set_security_env;

belpic_ops.logout = belpic_logout;

belpic_ops.compute_signature = belpic_compute_signature;
belpic_ops.get_challenge =iso_ops->get_challenge;
belpic_ops.get_response =iso_ops->get_response;

belpic_ops.check_sw =iso_ops->check_sw;

return &belpic_drv;

}
Copyright © 2007 ROBOC Co., Ltd. All rights reserved.
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e ATR(Answer To Reset)
— JEIrDERICHA—RDE-STLDT—4

static struct sc_atr_table belpic_atrs[] ={
/* Applet V1.1 */
"3B:98:13:40:0A:A5:03:01:01:01:AD:13:11"
/* Applet V1.0 with new EMV-compatible ATR */
"3B:98:94:40:0A:A5:03:01:01:01:AD:13:10"
/* Applet beta 5 + V1.0 */
"3B:98:94:40:FF:A5:03:01:01:01:AD:13:10 "
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—is07816_select_file(“3F005015”...);
« J7A4ILZZEIRLT...
— is07816 read_ binary(...);
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« W—FIYDI/FEDVa—IL
— card-belpic.c
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— function

* select_file

* read_binary

e pin_cmd

e set_securyt_env
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— decipherlZZ=EDFF
* BELPICIEdecipherZHR—kL TL ALY,

e PKCS#15TIal—I 3> EDa—)L
— BELPICIZPKCSH#H15#EHLT D T, 5L
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static struct sc_card_driver belpic_drv = {

"Belpic cards",
"belpic",
&belpic_ops,
NULL, 0, NULL

static struct sc_card_driver *sc_get_driver(void)

if (iso_ops == NULL)
iso_ops = sc_get_iso7816_driver()->ops;

belpic_ops.match_card = belpic_match_card;
belpic_ops.init = belpic_init;
belpic_ops.finish = belpic_finish;

belpic_ops.select_file = belpic_select_file;
belpic_ops.read_binary = belpic_read_binary;
belpic_ops.pin_cmd = belpic_pin_cmd;
belpic_ops.set_security_env = belpic_set_security_env;
belpic_ops.logout = belpic_logout;

belpic_ops.compute_signature = belpic_compute_signature;
belpic_ops.get_challenge =iso_ops->get_challenge;
belpic_ops.get_response =iso_ops->get_response;
belpic_ops.check_sw =iso_ops->check_sw;

return &belpic_drv;
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belpic compute signature

static int belpic_compute_signature(sc_card_t *card, const u8 * data,
size_t data_len, u8 * out, size_t outlen){
intr;
r =iso_ops->compute_signature(card, data, data_len, out, outlen);
#ifdef HAVE_GUI
if (r == SC_ERROR_SECURITY_STATUS_NOT_SATISFIED && SSO_OK(card->ctx)) {
r = belpic_askpin_verify(card, SCR_USAGE_AUTH);
if (r==0)
r = iso_ops->compute_signature(card, data, data_len, out, outlen);
}
#endif
returnr;

}

-




1S0/816 compute singature

static int iso7816_compute_signature(sc_card_t *card, PERFORM SECURITY
const u8 * data, size_t datalen, OPERATION
u8 * out, size_t outlen) CARD COMMAND
{
int r; ZIFUDIEA TOVELY !
sc_apdu_t apdu; N NN
u8 rbuf[SC_MAX_APDU_BUFFER_SIZE]; * FADIRARTITIYRL?
u8 sbuf[SC_MAX_APDU_BUFFER_SIZE]; o TSAR—|E?

assert(card != NULL && data != NULL && out != NULL); ™ alk

if (datalen > 255)
SC_FUNC_RETURN(card->ctx, 4, SC_ERROR_INVALID_ARGUMENTS);

/* INS: 0Ox2A PERFORM SECURITY OPERATION

* P1: Ox9E Resp: Digital Signature

* P2: Ox9A Cmd: Input for Digital Signature */

sc_format_apdu(card, &apdu, SC_APDU_CASE_4 SHORT, 0x2A, Ox9E,0x9A);

aR Copyright © 2007 ROBOC Co., Ltd. All rights reserved.
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set _security env(belpic)

apdu.le =0;
apdu.data = sbuf;
apdu.resplen = 0;

r = sc_transmit_apdu(card, &apdu);
SC_TEST_RET(card->ctx, r, "Set Security Env APDU transmit failed");

r = sc_check_sw(card, apdu.swl, apdu.sw2);
SC_TEST_RET(card->ctx, r, "Card's Set Security Env command returned error");

-

\_

if (*env->key_ref == BELPIC_KEY_REF_NONREP) {
#ifdef HAVE_GUI
r = belpic_askpin_verify(card, SCR_USAGE_SIGN);
if (r1=0&& r !=SC_ERROR_KEYPAD_ CANCELLED)
sc_error(card->ctx, "Verify PIN in SET command returned %d¥n", r);
else
sc_debug(card->ctx, "Verify PIN in SET command returned %d¥n", r);
#else
sc_debug(card->ctx, "No GUI for NonRep key present, signature cancelled¥n");
return SC_ERROR_NOT_SUPPORTED;
#endif

}

~

/

-

BRBLERAOAT o6, BEIPIND A ADNRKE
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A—FIYD/FORYHLERK

C_LoadModule

C_Initialize SELECT * 10/[g]
READ BINARY *21[g]

C_GetSloatList

C_OpenSession

C_Login SELECT * 1[g]
VERIFY * 1[g]
C_Sign SELECT FILE * 1[H]
(BERERa< R * 1/[)
C_CloseSession (FRTavKR*1[E)
C_Finalize

EZREROTORER TOTURIEIIEIZEZEI/F
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e OpenSC

—  http://www.opensc.org

« BELPIC Java Applet
— http://lists.musclecard.com/pipermail/muscle/2005—-September/004387.html

« IC-ID h—FOBEERFIREMEDM EICRIEHRRE
— http://www.ipa.go.jp/security/fy18/reports/ICID/index.html
- IR
* http://www.ipa.gojp/security/fy18/reports/ICID/seeds_rep.pdf
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