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@ Flexible, secure, coordinated resource sharing among dynamic
collections of individuals, institutions, and resources

» resources include not only computers but various kinds of
resources such as databases, networks, sensors, etc.
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@NASA IPG, TeraGrid, UK-eScience, EUDG, EGEE, ApGrid, ...
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Large-scale QM/MD simulation on AIST-TeraGrid @ SC2004

QM simulation

P32 (512 CPU) MD Simulation based on DFT
A . _

F32 (256 CPU)

/

Run the simulation for
more than 10 hours on
1793 cpus on AIST
Super Cluster and
TeraGrid




Grid World
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Grld World 2006

3809 pre-registration 3163 show up . 31 Exhlbltors booth
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Three key functions in a Grid security model

& Multiple security mechanisms
-;/é%:%bﬂ‘d’é%%ﬂ%ﬁﬁd) (FBHD) X2 ) T4
|
& Dynamic creation of services
p EEEQTSHELIC, A—FHAFHLWVY—ERZE
BIRIICERTE D
& Dynamic establishment of trust domains
p 1—H L)Y —RDEEITTIEGEL, VOIZEITHY
Y —AEDIEEE (trust domain)tLigEiLd 5
» TN trust domainlIXE ORI F =AY,
BRI E G T B

>¢ Von Welch, et.al., Security for Grid Services, HPDC-12, 2003
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Security Challenges in a Grid Environment 3

@ The Integration Challenge

» BEOEF 1) ToH Mz (HE)FA. e
& The Interoperability Challenge

» BEDE AL Hosting Environment B M3 571=
BHIZ, BHDL AL TDinteroperability hNihE

@ Protocol level
¢ A —URMOEBEINLE(SOAP/HTTPIEE)

@ Policy level
& &AM (party)sS GEEHIZLE) KL —EIEETES
¢ RESNEZENETNDRYS—FEWERETED

@ Identity level
& FAMZEF WL TOIdentityDiEIL

+ YIREY7EIdentity DFEIL TIHGEL, (FRFAMUIZEITS) Identity &
Credentialt DT vELY

> Nataraj Nagaratnam, et.al., Security Architecture for Open Grid Services
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Security Challenges in a Grid Environment % (#=)

@ The Trust Relationship Challenge

» BN DI —H (Lo THIM (k. EE)SNhDHT vk
H—EXRIZHTHRIRE (BrEk)
@ Identity and authorization
+ Y—E XFE1T9 DEDidentity, privilegeZH1H9 %
@ Policy enforcement
¢ H—ERIZH T HRI—DHIE. il
@ Assurance level discovery

#EXAYTADLARNILFRY =LY
# Privacy, virus protection, firewall usage, VPN, etc.

@ Policy composition
# R)UIE DD —RA—FTIFGEOEBD Y —RIZKY £ AL
@ Delegation

> Nataraj Nagaratnam, et.al., Security Architecture for Open Grid Service
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Single Sign On & delegation
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GSI: Grid Security Infrastructure
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& ProxyiEBAE % {#>1-Single Sign On +

DelegationlIZ ) vrFDE R IZKEEHLT-
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»Globus ToolkitIZ&HSHBEELZTDER
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» My Proxy

»Grid

Porta

& S & tProxyiEBAEZ Eof-Authentication &
delegation®E XK (by Globus Alliance)

- A..;_..;, Asia-Pacific Grid /|
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APGrid PMA and
International Grid Trust Federation
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Status and challenges

& Need AuthN and AuthZ federation
» within a VO, and between VOs
& AuthN federation
» foundation for building/experimenting with Grids
» need fo coordinate security (CA) policies
& AuthZ federation
» still a grand challenge

Three PMASs

compose IGTF [F52%
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DAPGrid PMA
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APGrid PMA: Asia Pacific Grid PMA

“Nmgess Asla-Paclfic rid Policy Managemeat Auibarity

HAPGrid PMA

& TOT7KRKIEFgIZHTSHPMA
& 2004F6A1HERIL
3 BRIIELYHES
& Minimum CA requirements%E&
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APGridPMA: Members

b

)APGrid PMA

Affiliation Name Production CA Experimental CA
AIST / Japan Yoshio Tanaka in operation in operation (limited use)
ASCC / Taiwan Eric Yen in operation none
KISTI / Korea Sangwan Kim in operation in operation
CNIC/SDG / China Kai Nan accredited in operation
THEP / China Gonxing Sun in operation none
APAC/Australia David Bannon in operation will close
NAREGI/Japan Shinji Shimojo in operation closed
NCHC / Taiwan Tsung-Ying Wu accredited in operation (limited use)
SDSC(PRAGMA) / USA Mason Katz planning planning
NECTEC / Thailand Sornthep Vannarat Planning In operation
NGO / Singapore Jon Lau under review none
KEK / Japan Takashi Sasaki in operation will close
HKU / HongKong Chen Lin, Elaine no plan in operation
U of Hyd / India Arun Agarwal no plan in operation
USM / Malaysia Boon Yaik no plan in operation
Osaka U / Japan Susumu Date no plan in operation

Asla-Pucific Grid Policy Managemant I.lillrlu
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Solution to Extending Trust:
IGTF — the International Grid Trust Federation

e common, global best practices for trust establishment
e better manageability and coordination of the PMAs

APGridPMA

kg

The Americ;é;’s European Asia-Pacific
Grid PMA . Grid PMA | Grid PMA

20054 9H 200445RH 200446 A
Slide by courtesy of David Groep (EUGrid PMA chair)
@ idPMa pavid Groep - davidg@eugridpma.org First APGridPMA Face-to-Face Meeting Beijing - Nov 2005 - 25




Coverage of the EUGridPMA

Green: Countries with an accredited CA

e 23 of 25 EU member states (all except LU, MT)
e + AM, CH, IL, IS, NO, PK, RU, TR, “SEE-catch-all”

—

B

Other Accredited CAs=¢
e DoEGrids (.us) .
e GridCanada (.ca)
e CERN

e ASGCC (.tw)*

e |HEP (.cn)*

* Migrated to APGridPMA per Oct 5t 2005

Nou Pl Slide by courtesy of David Groep (EUGrid PMA chair)
A ridPMa David Groep - davidg@eugridpma.org First APGridPMA Face-to-Face Meeting Beijing - Nov 2005 - 26



TAGPMA

e 10 members to date,
chaired by Darcy Quesnel (Canarie)

eCanarie (.ca) «SDSC (.us)
«OSG (.us) <FNAL (.us)
TERAGRID (.us) eDartmouth
eTexas H.E. Grid (.us) (.us)
*DOEGrids (.us) Umich (.us)

| | -Brazil (.br)
=
. La u n C e d J u I l e 2 8t O O 5 A TAGPMA | The Americas Grid Policy Management Authority, - Microsoft Internet Explorer
, File Edt W¥ew Favorites Tools Help
G - =] |2 A 7 1 - - ol
v

e Pioneered new “SLCGS”
(Kerberos CA & al.)

&) pone D Internet

@ Slide by courtesy of David Groep (EUGrid PMA chair)
BridPMa David Groep - davidg@eugridpma.org First APGridPMA Face-to-Face Meeting Beijing - Nov 2005 - 27




Timeline

e March 2005: IGTF Draft Federation Document
GGF13

e July 27t : APGridPMA approved version 0.7
e September 28t: EUGridPMA approval version 0.9
e October 5t": TAGPMA approved version 1.0
e October 5t formal fou

International Grid Trust Federation News Release October 5, 2005

Grids protected by IGTF certificates include over 40,000 computer pro-cessor'; and
petabytes of storage - equivalent ta aver a million DVDs. Making sure the owners of

Grids trust each other's security procedures is key to letting researchers access all
theos recanrees
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® Trust on the Grid Goes Global

£

=% Boston, Mass., USA -

= Today (5 Qctober, 2005), users of Gnd -:omputlng worldwide are 3 step closer to
-

= accessing computers and informatiol SEI ntries and regions?, Ernrn Canada to
g': China, Portugal to Pakistan. The I t nal Grid Trust Federation (IGTF),
H slhlhdlhwkd gu 15% GIahaIGdFoum(GGF} Bisgier bg
z tagether Grid organizations representing Asia, the Amerc dE|op th

~ worklng towards allowing scientific researcher rs to identify themsel ves to any G d
- resgurce in the world with just a single online identity.

=]

b=} IGTF's members issue electronic certificates that allow scientists to use the Grid. The
=
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Slide by courtesy of David Groep (EUGrid PMA chair)
%E’f-ﬁ'pma David Groep - davidg@eugridpma.org First APGridPMA Face-to-Face Meeting Beijing - Nov 2005 - 28



Common Guidelines across the IGTF

| IGTF Common Accreditation | | Federation ‘
Naming Guidelines Document

Experimental
Profile

managed by the PMA for the IGTF

EUGridPMA TAGPMA APGridPMA
’i@ﬂdpma

. Slide by courtesy of David Groep (EUGrid PMA chair)
*%[Fﬁdpma David Groep - davidg@eugridpma.org First APGridPMA Face-to-Face Meeting Beijing - Nov 2005 - 29



Relying Party issues to be addressed

Characteristics Relying Party requests

1. standard accreditation profiles sufficient to assure
approximate parity in CAs

2. monitor [] signing namespaces for name overlaps and
ISssue unigue names

3. a forum [to] participate and raise issues

4. [operation of] a secure collection point for information
about CAs which you accredit

5. common practices where possible

(list courtesy of the Open Science Grid) _ _ _
Slide by courtesy of David Groep (EUGrid PMA chair)

@ idPMa pavid Groep - davidg@eugridpma.org First APGridPMA Face-to-Face Meeting Beijing - Nov 2005 - 30



Guidelines: secured X.509 CAs

e Long-lived identity assertions

e |dentity vetting procedures
e Based on (national) photo ID’s

o Face-to-face verification of applicants
via a network of Registration Authorities

e Periodic renewal (once every year)
e Secure operation

o off-line signing key or special (FIPS-140.3 or better)
hardware

e Response to incidents
e Timely revocation of compromised certificates

e Version 4.0 synchronised with Federation
Document

o The Annotated Minimum Requirements on the

@ Slide by courtesy of David Groep (EUGrid PMA chair)
pma DaV|d Groep - davidg@eugridpma.org First APGridPMA Face-to-Face Meeting Beijing - Nov 2005 - 31



Guidelines: short-lived credential service

e |ssue short-lived credentials (for grid: proxies)
based on another site-local authentication system
o e.g. Kerberos CA based on existing administration

e Same common guidelines apply
o documented policies and processes
o areliable identity vetting mechanism
e accreditation of the credential issuer with a PMA

e Same X.509 format, but no user-held secrets

e New profile by TAGPMA in the Americas

@ Slide by courtesy of David Groep (EUGrid PMA chair)
BridPMa David Groep - davidg@eugridpma.org First APGridPMA Face-to-Face Meeting Beijing - Nov 2005 - 32



Common Naming: the Distribution

e Periodic, monthly, distribution of all trust anchors
e Common for the entire IGTF

e Includes all trust anchors for all profiles
classic, SLCS, experimental*, ...

e Does not distinguished between accrediting PMAs

e Wide variety of formats

 RedHat Package Management (RPM) system
including a ‘meta’ package with dependencies per profile

o ‘tar’ archives per CA, ordered per profile

o Installation bundle suitable for ‘./configure && make
install’

o« New formats (like JKS) on request
e Chairs can update the common back-end

repository | | | |
@ Slide by courtesy of David Groep (EUGrid PMA chair)
BridPMa David Groep - davidg@eugridpma.org First APGridPMA Face-to-Face Meeting Beijing - Nov 2005 - 33



Access to the Distribution Repository
e Web site

<A Index of Idistribution/igtffcurrent - Microsoft Internet Explorer

. -
e Should be mirrored 7
(JBack * M E & P searct Favorites 4 =
by a I I P M A S : Address ﬁéj http: f v eugridprma, orgfdistribution/figtffcurrent/ ~| ilinks

CG\JSIEV «| Gl - "§ F’ageHank @ .1\54: - @ .

Index of /distribution/igtf/cunrent

e Each PMA can/should .

: Darent Divector -

sign the RPMs with their |oiil™ o

m apt/f ZE-0ct-2005 09:49 =
OWn PG P key a experimental s ZE-0ct-Z00E 05:45 =
a headers/ 25-0ct-Z005 03:49 -
a worthless/ 25-0ct-Z005 03:49 -
CHANGES ZE-0Qct-Z005 09:43 &.0K

GPG-KEV-EUGridPMA-RPM-3 ZE5-0Oct-Z005 0%:43 383
L

e Validation of content L
Vi a TACAR IGTF Distribucion of buchority Root Certificaces ) ) )

This is wersion 1.0 of the distribution, built on Tuesday, £& Oct, 2005

u
Wh e re O S S I b I e The distribution contains root certificates and related meta-information:
Certificate Rewvocation List (CRL) locations, contact information, and signing
policies. This distribution is subject to the IGTF Federation Document
and the appropriate charters and authentication profiles.

Please refer to your local PMA (EUCridPMA, ATPCridPMA or TAGIPMA} for more
information.

The IGTF itself does not provide identity assertions but instead

ccccc += thatr — mithdin tha chcma Af dits chartar — the cavtd ficatas dosad e

@j Done ® Internet

@ Slide by courtesy of David Groep (EUGrid PMA chair)
BridPMa David Groep - davidg@eugridpma.org First APGridPMA Face-to-Face Meeting Beijing - Nov 2005 - 34



http://www.eugridpma.org/distribution/igtf

V3

\_r! Asla-Pacific &rld Palicy Managemen! Asiheriy

IGTFD EIRM R R L2258 (7 APGrid PMA

& R
» SENERELOHERTODIIMIENNT, HEIHAWIIERDZRIEHF
ITORERAEZEZFIATEDS LD,
@ SIREF. BEKX inlLC6
@ FKK in Lattice QC 6rid
» GGFIZH1T56rid Interoperation Now (GIN)EWLNVST AL TIMIE
WTH, SRR EERBEIZDOULNTIZIIGTF-accredited CATLNEE
L&D.. J&L\o:/t/ﬂx”éﬁ"ﬁl EBHENTED,

» (EYUBHZT)FBIEROERR)—DFTYEHLEIZDOLNTIE., HFAER
AN TEHMN ST,

@ BT BHE DKL —I T h L
& BReE

» BEAERER DR A

» profile. minimum requirementsDiF&E

» fHEEIE
» FREILK, AS2=T/DEE
- . .

.. —— i’
¢ @ nt K SUCT



D APGrid PMA

gla-Pacific Erld Policy Management Awibarily

More Information

& APGrid PMA
» http://www.apgridpma.org/
@ EUGrid PMA
» http://www.eugridpma.org/
& TAGPMA
» http://www.tagpma.org/
& 6GridPMA
» http://www.gridpma.org/
& ApGrid
» http://www.apgrid.org/
& PRAGMA
» http://www.pragma-grid.net/
& GTRC/AIST
» http://www.gtrc.aist.go.jp
=
>
¢ Q=== T

1
- | p——



	グリッドにおけるセキュリティの�概要と動向
	話の内容
	グリッドとは？
	グリッドの歴史
	Large-scale QM/MD simulation on AIST-TeraGrid @ SC2004
	グリッドにおけるセキュリティの肝��グリッド特有の要求事項
	Three key functions in a Grid security model ※
	Security Challenges in a Grid Environment ※
	Security Challenges in a Grid Environment ※　（続き）
	技術の紹介��Grid Security Infrastructure (GSI)�現状と動向
	Single Sign On と delegation
	GSI: Grid Security Infrastructure
	Proxy証明書
	委譲の実装
	技術のまとめ
	技術的動向
	全世界的な信頼関係の構築に向けて��APGrid PMA and�International Grid Trust Federation
	Status and challenges
	multi PKI domain の構築における問題点
	APGrid PMA: Asia Pacific Grid PMA
	APGridPMA: Members
	APGridPMAの活動
	APGridPMAの活動（続き）
	Solution to Extending Trust:�IGTF – the International Grid Trust Federation
	Coverage of the EUGridPMA
	TAGPMA
	Timeline
	Common Guidelines across the IGTF
	Relying Party issues to be addressed
	Guidelines: secured X.509 CAs
	Guidelines: short-lived credential service
	Common Naming: the Distribution
	Access to the Distribution Repository
	IGTFの具体的成果と課題
	More Information

