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— http://www.bits.go.jp/active/kihon/sj2006.html

Copyright © 2006 SECOM Co., Ltd. All rights reserved.



i VA ISET?%’.FE

Intelligent Systems Laboratory

SHA-1
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— SHA-1
v 1995 NSA

v 160

' SHA-2 SHA-224,SHA-256
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v MD5
— 2004  X. Wang Collision 2-37
— 3005 A. Lensta X. Wang
— 2005 V.Klima Collision

v  SHA-1

— 2005 2 X Wang Collision 2-%°

— 2005 10 Collision 263
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v SHA-256  SHAZ2

v SHA-1
SHA-1
+ IETF Hash BOF 3 (63rd IETF )
' TLS 1.2
— Eric Rescorla(TLS WG Chair) Steve Bellovin IETF

- RFC 2 1,2 3 95
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“Attacks on Cryptographic Hashes in Internet Protocols”

P. Hoffman VPNC
B. Schneier Counterpane Internet Security

SHA-256

' B.Schneier

' P.Hoffman

' SHA-256 B.Schneier

»  Collision SHA-1
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RFC 4346bis (TLS 1.2)

Hash Agile
MD5/SHA-1

AES

Downgrade protection

*RFC 4346bis
o http://www.ietf.org/internet-drafts/draft-ietf-tls-rfc4346-bis-00.txt

*Deploying a New Hash Algorithm
—http://csrc.nist.gov/pki/HashWorkshop/2005/0Oct31_Presentations/Bellovin_new

-hash.pdf

*Steven M. Bellovin and Eric K. Rescorla .
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Algorithm Agility in PKIX

— http://www3.ietf.org/proceedings/06mar/slides/pkix-1/pkix-1.ppt
- Agility
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1997 2000 o 3
‘- ---------------
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1999 > 20025 —>-: Son of 3280 E
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Internet Engineering Task Force ™ 20025 R;gogOGS >
'‘RFC 3279
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'‘RFC 4055 X.509 PKI CRL RSA

2.1. One-way Hash Functions

id-sha224, id-sha256, id-sha384, id-shab512 "
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MD2 MD5 SHA-1
IE 11 9.8% 47 42.0% 54 48.2%
Opera 4 5.5% 20 27.4% 49 67.1%

16
Copyright © 2006 SECOM Co., Ltd. All rights reserved.



SSL MD5 =30 S

Intelligent Systems Laboratory
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— SSL md5withRSA
— md2withRSA
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SSL
CA
a SHA1 RSA1024 2018 8 23
b MD5 RSA1024 2020 6 21
C MD2 RSA1024 2028 8 2
d MD5 RSA1024 2021 1 1
e MD5 RSA1024 2021 1 1
f MD2 RSA1024 2028 8 2
g MD2 RSA1000 2010 8 8
h MD5 RSA1024 2018 8 14
i SHA1 RSA1024 2019 6 26
] SHA1 RSA1024 2019 5 26
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shalWithRSAEncryption 1.2.840.113549.1.1.5
dsaWithShal 1.2.840.10040.4.3
md5WithRSAEncryption 1.2.840.113549.1.1.4

md5WithRSAENcryption
md5WithRSAEnNcryption
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Hash Algorithms (for digital signatures)

Unclassified use Suite B
Through | After Secret Top
2010 2010 Secret
SHA-1 v
SHA-224 v v
SHA-256 v v v
SHA-384 v v v v
SHA-512 v v

“NIST Cryptographic Standards Status Report”, Bill Burr, NIST (April 2006)

*H* SHA-224
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Unclassified use Suite B
Through | After Secret Top
2010 2010 Secret
FFC or IFC (DSA or RSA)
1024 v
2048 v v
3072 v v
ECC
160 v
224 v v
256 v v V*
384 v \ \* \* i
512 N N curves only
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— Hash Agility Algorithm Agility Downgrade
protection etc....
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2010 2005/11

RFC 4270 2005 11

— P. Hoffman VPN Consortium B. Schneier Counterpane Internet Security
Deploying a New Hash Algorithm
— http://csrc.nist.gov/pki/HashWorkshop/2005/0ct31 Presentations/Bellovin_new-hash.pdf
— Steven M. Bellovin and Eric K. Rescorla. September 2005
Algorithm Agility in PKIX
— Tim Polk March 20, 2006
Attacks on MD5 and SHA-1.: Is this the “Sword of Damocles™ for Electronic Commerce?
—  http:.//www.isi.qut.edu.au/people/subramap/AusCert-6.pdf
NIST Cryptographic Standards Status Report Tuesday, April 4, 2006
— http://middleware.internet2.edu/pki06/proceedings/burr-nist _crypto standards.ppt
— Bill Burr, NIST
CRYPTREC Report 2005

- 18 3
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