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. ( ) javax.crypto
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» getlnstance()

@ SecretKeyFactory
A
KeyGenerator
MessageDigest -m

CertificateFactory ExemptionMechanism

KeyPairGenerator
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JDK 1.4  Core API
[ JCA ] (
] SPI \ )
JCE
csP1||csp2||csp3 CSPn CsP
Provider( )
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JDK 1.4
AES Advanced Encryption Standard NIST
FIPS JDK 1.4 j
Blowfish Bruce Schneier
DES FIPS PUB 46-2
DESede DES 3 [EISTE——
PBEWith<digest>And<encrypti
on> JDK 1.4 j
RC2, RC4, RC5 RSA Data Security
/ JDK 1.4 j
RSA PKCS#1
2004/8/26 Java JCE 7
FUJI XEROX
NONE
CBC |Cipher Block Chaining
CFB Cipher Feed Back
ECB Electric Code Book
OFB Output Feed Back
PCBC |Propagating CBC
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NoPadding
OAEPWith<digest>And< |PKCS#1 v2
mgf>Padding
PKCS5Padding PKCS#5
SSL3Padding SSL v3/TLS v1
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MD2 RFC 1319 128
MD5 RFC 1321 128
SHA-1 FIPS 180-1 160
MD5
SHA-256, SHA-384, SHA-512 | FIPS 180-2 SHA-1

2004/8/26

Java JCE

10




THE DOCUMENT COMPANY

FUJI XEROX
[ ]
— Provider

o Provider

. Provider
[ ]
[ ]
[ ]
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 javax.crypto.Cipher

- /
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e init
. u;adate
. d:)FinaI
B update()
— wrap
. wrap
— unwrap
. wrap
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57: protected Examplel(
58: String  algorithm,
59: byte[] key,

60: byte[] v,

61: String  inPath,

62: String  outPath)

63: throws NoSuchAlgorithmException,
NoSuchPaddingException,

InvalidKeySpecException,
InvalidkeyException {

64: 1
65: this.inPath = inPath;
66: this.outPath = outPath;
67:
68: 1 Vo
69: this.cipher = Cipher.getinstance(algorithm);
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* Provider
- Provider
[ ]

* “DES”, “RC2”, “RSA”

» “DES/CBC”, “RC2/ECB/NoPadding”
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71: 1 l
12 [String name = cipher.getAIgorithm();}E

73 int offset = name.indexOf(/);

74.

75: if(offset >= 0) {

76: name = name.substring(0, offset); Factory

17 }

78: [SecretKeyFactory factory = SecretKeyFactory.getlnstance(name);]
79: KeySpec spec = null;

80: if(name.startswWith("DES")) { KeySpec
81: spec = new DESKeySpec(key);

82: } else if(name.startsWith('TripleDES") || name.startsWith("DESede")) {
83: spec = new DESedeKeySpec(key);

84: } else {

85: spec = new SecretKeySpec(key, name);

86: 1 Factory/Spec

87 [this.secretKey = factory.generateSecret(spec);
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( )

— SecretKeyFactory
— KeySpec
— SecretKeyFactory.generateSecret()

» SecreteKeyFactory

- /
 Cipher.getAlgorithm()
« SecretKeyFactory.getinstance()

» KeySpec
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93,
94: *
95,4
96: protected void doEncryption()
97: throws InvalidKeyException, IOException,
lilegalBlockSizeException,
BadPaddingException, InvalidAlgorithmParameterException {
98: 1l
99: [cipher.init(Cipher ENCRYPT MODE, secretKey, algorithmSpec): |

100:
101: Il j
102: doProcess();

103:}
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105: /**
106: *
107: **/

108: protected void doDecryption()

109: throws InvalidKeyException, IOException,
lllegalBlockSizeException, BadPaddingException,
InvalidAlgorithmParameterException {

110: I

111: [cipher.init(Cipher.DECRYPT_MODE, secretKey, aIgoritthpec);]

112;
113: I
114: doProcess();

115: }
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130: while(true) {

131: Il

132: int size = in.read(buffer);

133: if(size < 0) {

134: break; E;j
135: }

136: ( byte[] processed = cipher.update(buffer, 0, size);

137: if(processed != null && processed.length > 0) {

138: out.write(processed);

139: }

140: }
142: [byte[] processed = cipher.doFinaI();]

143: if(processed != null && processed.length > 0) {

144; out.write(processed);
145 }
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 cipher.update()/cipher.doFinal()

. cipher.doFinal()

» Cipher
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Example2
e Example2.java
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* java.security.MessageDigest
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java.security.MessageDigest

* reset

e update

» digest

» getDigestLength
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[ ]
[ ]
[ ]
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36: public Example2(
37: String  algorithm,
38: String  inPath)
39: throws NoSuchAlgorithmException {
40: | messageDigest = MessageDigest.getinstance(algorithm);]
41: inPathName = inPath;
42:}
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e Provider
— Provider
[ ]
+ “MD5”, “SHA-1"
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54: [ messageDigest.reset(): ];

55: while(true) {

56 int size = in.read(buffer);

57 if(size < 0) {

58: break;

59: }

60: [messageDigest.update(buffer, 0, sizeﬂ
61: }

62:  byte[] digest = messageDigest.digest(); |

)
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MessageDigest.reset()

. MessageDigest.update()

. MessageDigest.digest()
doFinal()
- byte]]

« getDigestLength()

MessageDigest
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[ J
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java.security.Signature

initVerify
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INitSign

...............................

sign
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[ ]

[ ]

[ ]

[ ]

[ ]
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« JCE
KeyStore
—
e O
| |
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o KeyStore
— KeyStore (load/store)
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(KeyStore

65: protected void loadKey(

66:
67:
68:
69:

String  storeType,
String  storeFileName,
String  entryName,
char[] passwd)

70: throws NoSuchAlgorithmException,
KeyStoreException, IOException,

CertificateException {
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71: i

72: [KeyStore store = KeyStore.getlnstance(storeType);]

73: I

74: [ store.load(new FilelnputStream(storeFileName), passwd);]

@eyStore j @eyStore
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(

65: protected void loadKey(

66:
67:
68:
69;

76:;
7.
78:
79:
80:
81:

2004/8/26

String  storeType,
String  storeFileName,
String  entryName,
char[] passwd)

1

)

L

]

try {

[ privateKey = (PrivateKey)(store.getkey(entryName, pa§swd));]

} catch(Exception e) {

privateKey = null; i

Java JCE

42
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68: protected void loadKey(

82:
83:
84;
85;
86:
87:
88:
89:
90:
91:
92:
93:
94: }

2004/8/26

String
charf]

i
try {

storeType,String storeFileName,String entryName,
passwd)
Il

[ Certificate certificate = store.getCertificate(entryName); |
if(certificate != null) {
[publickey = certificate.getPublicKey();]
}else {

publicKey = null;

} catch(Exception e) {

!

publickey = null;
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» KeyStore/
— Example4 KeyStore/
* Provider
- KeyStore
— KeyStore Provider
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57: i
58: (String keyAlgorithm = publicKey.getAlgorithm(); ]
5o ignatureAlgorithm = Signature.getinstance(hashAlgorith +
60: - “with" + keyAlgorithm);
SHA1withRSA
with
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* Provider
- Provider
[ ]
— “<HashAlgorithm>with<KeyAlgorithm> "
— "MD5WithRSA”, “SHALwithRSA”
- “DSA”
« JDK
— MD2withRSA/MD5withRSA/SHA1withRSA/DSA
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107:  [signatureAlgorithm.initSign(privateKey); |

108: 1
109: doUpdate(targetFileName);
110: Il

111: [byte[] signature = signatureAlgorithm.sign();)
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. initSign()
. sign()
— byte[]
« RSA
« DSA
« Signature
2004/8/26 Java JCE 48




164. Il

THE DOCUMENT COMPANY

FUJI XEROX

|

165:  [signhatureAlgorithm.initVerify(publicKevr;

166: I

167: doUpdate(targetFileName);

168: 1
169:  [if(signatureAlgorithm.verify(signature)) {@
170: System.out.printin('Signature is valid");
171: }else {
172: System.out.printin('Signature is invalid®);
173: 1
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. initVerify()
o verify()
. boolean
« Signature
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MessageDigest/Cipher
update()
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Example5

e Example5.java
« JCE 1
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53

KeyStore

— Copy/Delete/List
KeyStore

. Exampe5.java
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. Example5.loadCertificate() 339-356

343: in = new FilelnputStream(certificateFile);

344: [CertificateFactory factory = CertificateFactory.getlnstance("X.509")j
345:

346:  [return factory.generateCertificate(in);)

Factory ‘ "X509”
load ;
i CertificateFactory
' load
2004/8/26 Java JCE 55
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. Example5.storeCertificate() 317-334
322: out = new FileOutputStream(certificateFile);

323: out.write(certificate.getEncoded());

Certificate getEncoded()

2004/8/26 Java JCE 56
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. Example5.loadPrivateKey() 276-312

DSA/RSA

065: static protected final String[]  knownKeyType = {"DSA", "RSA" };

PKCS8 ‘

294:PKCS8EncodedKeySpec spec = new PKCS8EncodedKeySpec(encoded); |
295: for(int i = 0 ; i < knownKeyType.length ; i++) {

296: try {
297 KeyFactory factory = KeyFactory.getinstance(knownKeyTypeli]);
298: rn factor ner. i :

299: } catch(Exception e) {}
300: }
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. Example5.storePrivateKey() 251-271

KeyFactory j

255: [ KeyFactory factory = KeyFactory.getinstance(key.getAlgorithm()); |

256: [ KeySpec spec = factory.getKeySpec(key, PKCSSEnc@edKeySpec.class);]
257:

258: System.out.printin("Store private key into " + privateK¢ PKCS8

259: out = new FileOutputStream(privateKeyFile);

260: put.write(((PKCS8EncodedKeySpec)(spec)).getEncoded()); )

EetEncoded()
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Example3
e Example3.java
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 java.security.cert.CertPathValidator

 java.security.cert.CertPathBuilder
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[InputStream| ===

X509Certificate| | X509CRL |

\ CertSelector \ \ TrustAnchor \

CertStore \
[PKIXBuilderParameters |<——=< | _CertStore LDAP

K\ m CertStore )

| -
£

N\ CertPathBuilderResult N
~| CertPath
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. Example3.run 222-230

222: public void run() {

223: try {

224: (CertPathBuilderResult result = builder.huild(params); |

225: printResult(result);

226: } catch(Exception e) {

227: e.printStackTrace(); j

228: System.exit(3);

229: |}

230: }
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. Example3 121-135

1

PKIXBuilderParameters pkixParams = new PKIXBuilderParameters(trustAnchor,

targetConstraint);

1

pkixParams.addCertStore(localStore);

pkixParams.setRevocationEnabled(false); //

/I CRL
params = pkixParams;
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[ Application 1][ Application 2] """""""""""""""""" Application n

] API \
[ Cert Path API ][ JAAS ]

( JCE ]
( JcA ]
H- ] B
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Signature. MD2withRSA=org.jnsa.ChallengePK 12003 signature. MD2WithRSA
Signature. MDA4withRSA=org.jnsa.ChallengePK 12003 signature. MDAWIthRSA
Signature. MD5withRSA=org.jnsa.ChallengePK 12003 signature. MDSWithRSA
Signature. SHALWithRSA=org.jnsa. ChallengePK12003 signature. SHALWithRSA
Cipher.RSA= org.jnsa.ChallengePK12003.cipher.RSA

SPI
SPI

SPI
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[ ]

[ ]

SPI(Service

Provider Interface)

2004/8/26

Java.security.Security

Example6 MasterClass.java
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= Provaider
29: public MasterClass() {
30:  [super(PROVIDER_NAME, PROVIDER_VERSION, PROVIDER_INFO);
31:

32. [AccessControIIer.doPriviIeged(new java.security.PrivilegedAction()]{
33: ublic Object run() {
3 put("Cipher.Caesar',
“org.jnsa.ChallengePKI2003.Example6.CaesarCipher");
35:
36: return null;
37. } [
38: b
39;
40: }
2004/8/26 Java JCE 69
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21: public class MasterClass extends Provider {
22: static protected final String PROVIDER NAME = "JNSA";
23: static protected final double PROVIDER VERSION = 1.0;
24 static protected final String PROVIDER_INFO
= "This provider is sample implementation for ChallengePKI 2003";

. Provider
30 super() java.security.Provider
*Provider java.security.Secuiry
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¢ ASN.1 Standard
— http://asnl.elibel.tm.fr/en/standards/index.htm
* DIGITAL SIGNATURE STANDARD(DSS)
— http://www.itl.nist.gov/fipspubs/fip186.htm
e PKCS#1/5/7/8/12
— http://www.rsasecurity.com/rsalabs/pkcs/
» Java 2 Platform, Standard Edition, 1.4.0 API
— http://Java.sun.com/j2se/1.4/ja/docs/ja/api/index.html
« Java API
— http://Java.sun.com/j2se/1.4/ja/docs/ja/guide/security/CryptoSpec.html
» Java Certification Path API
— http://Java.sun.com/j2se/1.4/ja/docs/ja/guide/security/certpath/CertPathProgGuid

e.html
e Java
- htt[r)]://.llava.sun.com/j25e/1.4/ja/docs/ja/guide/security/jce/HowToImpIAJCEProvid
er.htm
e Java (JCE)

— http://Java.sun.com/j2se/1.4/ja/docs/ja/guide/security/jce/JCERefGuide.html
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« RFC 1310 - The MD2 Message-Digest Algorithm
— http://www.ietf.org/rfc/rfc1319.txt

« RFC 1321 - The MD5 Message-Digest Algorithm
— http://ww.ietf.org/rfc/rfc1321.txt

e« RFC 3174 - US Secure Hash Algorithm 1 (SHA1)
— http://www.ietf.org/rfc/rfc3174.txt

« RFC 3280 - Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile
— http://www.ietf.org/rfc/rfc3280.txt

. 15
- API Part 1

- API Part 2 Java JCE Java
Cryptographic Extensions
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