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* ‘Public Key (Cryptography)’ Infrastructure
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— Whitfield Diffie, Martin E. Hellman, “New Directions in
Cryptography”, 1976.
— (James Ellis, Cliff Cocks, CESG, 1973)
PKI

Dr. Whitfield Diffie, Sun Fellow and Chief Security Officer of Sun
Microsystems, Inc.
"Building public key infrastructure that realizes the promise of
public key cryptography has proved more difficult than anyone
imagined when Marty Hellman and | came up with the idea of
public key systems in the 1970s,"

Support for OASIS PKI Action Plan, 2004
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* X.509
— PEM, S/IMIME v2, S/IMIME v3

— X.509 , ASN.1 , UTF8String...
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. trust model
» PKI
. certificate
— X.509

- CP Certificate Policy
» ‘Certification Policy’
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. ‘trust’

— Web of trust

trust model

trust
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— Trust file web

CA Certification Authority
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. CA Certification Authority
certification
certificate
- authentication
X.509 PKI
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. certification path
. path validation
PKI
. authentication
— PKI certificate validation
« DN

11

|PA

Information-technology Promotion Agency, Japan

1.
2.
— 1 Web HTTP over SSL/TLS
- 2
- 3 S/MIME
CP
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3.
— Web
. IPsec pkidipcec
. PKI

13

|PA

Information-technology Promotion Agency, Japan

» ‘Certification’ ‘Authentication’
« CP CPS

RFC 2537 - RFC 3647
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« CP CPS

RFC 3647 Certificate Policy and Certification Practices Framework

- CPS Certification Practice Statement
« CA CP

CA

- CP Certificate Policy
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