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PASSIVE

DEFENSE ACTIVE DEFENSE: THE GRAY ZONE

Basic security
controls, firewalls,
antivirus, patch
management,
scanning and
monitoring, etc

Requires Close Government Cooperation

Lower Impact/Risk Higher Impact/Risk

Into the Gray Zone — The Private Sector and Active Defense Against Cyber
Threats-The Center for Cyber and Homeland Security (CCHS). 2016

OFFENSIVE
CYBER

Hacking back/
operations
intended to
disrupt or destroy
external networks
or information
without
authorization, etc.
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Into the Gray Zone — The Private Sector and Active Defense Against Cyber
Threats-The Center for Cyber and Homeland Security (CCHS). 2016
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