JNSA K2 NPO HEXRvY h7—2o %2 UF B
L Japan Network Security Association

INSAEFERBAWGODEENFRS

- Activity report of INSA ESWG -
[ ERMEBARDMSAM—EADENR ]

~ eIDASFHRAIEEUDIW (BXMIDDALY M) DIRIR ~

INSA REE{LEle EFERX/WG
2023/11/15

BEFERWGHI)-45—- (BRE&527-1vY) =it
ESWG Sub-Leader (LangEdge,Inc.) miyachi@langedge.jp



JNSA

Page 2

NPO Japan Network Security Association

General Assembly
|

Z¥r (Name) :
NPO Japan Network Security Association

Advisor | Auditor KEIEEFFENEABARRY NI —IF 1T
Board of Directors =8%% (Member Comapnies) :
I | Total 270 Companies (2023-10-19)
Board of Secretaries Secretariat
|
| | | | |
: Western Japan ~ ISEPA . 1SOG-J | JT2A IT2A: BRNZAN/0S-HER
Committee B h Information Security Education Information Security Operation Japan Trust Technology | http://www.it2a.orq/
ranc Providers Association Providers Group Japan Association : : ]
|

Education
Committee

Social Activities
Committee

Standards Investigation

Survey and Reseach

Committee Committee

JNSA Interactive

Committee ,@‘Z’ Committee

G&@
R
S
O

Digital Identity PKI Interoperability

Working Group

Japan ISMS

Working Group User Group

INSA ESWG: EFELWG
http://eswg.jnsa.org/



http://www.jt2a.org/
http://eswg.jnsa.org/

JNSA: Electronic Signature WG

INSA EFELAWG
JNSA: Electronic Signature Working Group

H 1[E&%& (Monthly meeting)
BRI B AEIRET
(Information exchange and various considerations)

TC 154: 1SO 14533-1/2/3 . e e RN
SC34: ISO/IEC 29500-2, ISO/IEC 26300 T IHINBRIREEN A R~ BRREN R

JIS (Japanese Industrial Standards), ETSI, ... Digital Signature Verification Guidelines Signature Assurance Guidelines

SAE(LTF EXIRETF REELANIVTE
Standardization Signatures Verification Assurance Level
Task Force Task Force Task Force
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JIS
ISOTC154 ISO/IEC JTC 1/SC 34 | ...comwwa | ETSI ESI
Processes, dat_a elements and dpqumer_wts i Document description and processing languages Standards Applicant Member
commerce, industry and administration (New!)
4 )
ISO 14533-1:2022 Profiles for CAdES (ISO/IEC 29500-2:2021 A [ 15 IBR ]
Leader: Peter Rybar Office Open XML file formats Relationship
Editor: Sato Part 2: Open packaging conventions
. , J (Signature Part: use XAdES)
4 ) KEditor: Miyachi y
ISO 14533-2:2021 Profiles for XAdES 4 )
Leader: Miyachi - ~ JIS XXXXX (2024 start)
r N\ | OpenDocument vi1.2 ll_JepE::IC;?:g FSI'*?)EC;'
ISO 14533-3:2024 Profiles for PAdES Pa_rt 1: OpenDO_Cument Schema JIS X 5092:2.008 Profiles for CAdES
. (Signature Part: use XAdES) :
Leader: Sato e Mivm e JIS X 5093:2008 Profiles for XAdES
Editor: Miyachi
§ VAN AN
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1. [T29NBRIRETA RS> 12 U202 1E(C AR,

« Created “Digital Signature Verification Guidelines” and released at 2021.
e https://www.jnsa.org/result/e-signature/2021/

2. REAEBRZATIA—YYINCAdJES/XAdES/PAdESICXT S
e Supports long-term signature formats CAdES/XAdES/PAdES.

3. BREHAEBRZEEBURFIVIUARNG RO TV,

« Explains the verification items by checklist.

4. WEI NSAPDIZHDTZHINELIREE fEiRE 12 ER

e Currently writing “Guide to digital signature verification for trust.".

» ETSI TS 119 102-1 Procedures for Creation and Validation of AdES Digital Signatures;
Part 1: Creation and Validation -> [Corresponds to Validation section ]

> ETSI TS 119 102-1 is explanation of the verification process, not a checklist.

> Interested in the consistency with Part 2: Signature Validation Report.



https://www.jnsa.org/result/e-signature/2021/

SVTEF: Digital Signature Verification Guidelines JNSI.
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Index:

1 Foreword

2 Normative References

3 Terms and Definitions

4 Digital signature

4.1 Digital signature conceptual model

4.2 Time guarantees and long-term signature formats

5 Verifying digital signatures

5.1 Conceptual model of signature verification

5.2 Verification process

5.3 Overall structure of validation data

5.4 Verification reference time and verification perspective
5.5 Signature Verification Requirements

5.6 Timestamp validation requirements

5.7 Certificate Validation Requirements

Annex A (normative): Supplier's declaration of conformity
Annex B (informative): Verification specific to PAdES
Annex C (informative): Cryptographic Algorithms
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1. BRIC(FeIDASDOLIIRNSAMDLF 1L —2 3 (F O,

No regulations regarding Trusts in Japan like eIDAS.

2. BERTRIRA BIL1TOEFBGQMEDNTLS,

e Various Types of Electronic Signatures are used in Japan.

3. REELNIICEDBRTBILTOEFEL XL I B,

« Compare various types of Electronic Signatures based by Assurance Level.

4. TIHIIDOHEFIC(E NIST SP 800-63 EEMRIELANILNGDD.
Digital Identity has an Assurance Level of NIST SP 800-63.

5. RTFTFEFBEBORIELNINEZEZBIBUTREDDITETCHD.

 This TF summarize the Assurance Levels of Electronic Signatures with reference
to NIST SP 800-63.

6. [ELEIAETARS1> (INSA SAG:2024) 1%22024F(CV—-RXFBDTFETHD.

"Signature Assurance Guidelines" are scheduled to be released in 2024.
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ALTF: Signature Assurance Guidelines (draft)

ABOUT
(#i=)

IDENTITY
(525c)

PROCESS

(O'OtR)

POLICY
(RU>-)

Signature Assurance Guidelines
ERREHA RS>
JNSA SAG:2024

Enroliment and Identity Proofing
ARANHEBAREEL AL - INSA SAG-A
IAL: Identity Assurance Level
(Refere to NIST SP 800-63A IAL)

Signing Process and Authorization
ERIOTARILANI - INSA SAG-B
SPAL: Signing Process Assurance Level
EBLRFOTOTRRELANIL (use AAL)

Signed Data Verification
BT —ARIELANI - INSA SAG-C
SDAL: Signed Data Assurance Level
EATRT —HDRIELNIL
Service Operation and Policy
Y—EREARIELAN - INSA SAG-D
SOAL: Service Operational Assurance Level
EFPERE - BESE OIS —RFELAI

JNSA
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B _(INSA SAG)

Digital Identity Guidelines
FIINIDHARSL1>
NIST SP 800-63
Enroliment and Identity Proofing
ARANHEBEREEL AL - SP 800-63A
IAL: Identity Assurance Level
SEREFOARAN DFTThEZZDRIEL NI

Authentication and Lifecycle Management

MASREERSELANIL - SP 800-63B
AAL: Authenticator Assurance Level
SRS OO RRIELANIL
Federation and Assertions
EIBERERSELANIL - SP 800-63C

FAL: Federation Assurance Level
EBIERF DT —REELAIL
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