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Date: Wed, 02 Jul 2003 23:07:13 +0900

From: Masaki SHIMAOKA <shimaoka@secom.ne.jp>

To: ietf-pkix@imc.org

Subject: I-D: multi-domain PKI Interoperability

Cc: mpki@jnsa.org

Reply-To: mpki@jnsa.org, shimaoka@secom.ne.jp

Message-ld: <20030702230029.2FB3.SHIMAOKA@secom.ne.jp>

Hi all,

As Ryu said in last IETF meeting, | am writing a Inetenet-Draft for multi-domain PKI interoperability as a best current
practice. This fruit is based on several multi-domain PKI interoperability experiments and documents.

# This is an individual submission.

Here is an abstract of this I-D.

Title : Memorandum for multi-domain PKI Interoperability

Author(s) : M. Shimaoka

Filename : draft-shimaoka-multidomain-pki-00.txt

Pages 116
Date : June 2003
Abstract

This memo is used to share the awareness necessary to deployment of multi-domain PKI. Scope of this memo is to
establish trust relationship and interoperability between plural PKI domains. Both single-domain PKI and multi-domain
PKI are established by the trust relationships between Certification Authorities (CAs). Typical and primitive PKI models
are specified as single-domain PKI. Multi-domain PKI established by plural single-domain PKIl is categorized as multi-
trust point model and single-trust point model. Multi-trust point model is based on trust list model, and single-trust point
model is based on cross-certification.

Abstract

The I-D has already published on IETF repository, but | revised several parts after that.
So, please refer the following URLSs:
http://www.jnsa.org/mpki/
http://www.jnsa.org/mpki/draft-shimaoka-multidomain-pki-00.txt
URL above invites you to our activity for multi-domain PKI interoperability framework, as you know as what reported in
past IETF meetings.
If you are interested in this, please let me know.
Thanks in advance for any comments.
Masaki SHIMAOKA
SECOM Trust.net
System Engineering Dpt.

Tim Polk RFC3280 RFC
Internet-Draft PKIX-WG  No more New Work Item
WG Draft PKIX-WG ( BCP
Informational)RFC
Matt Cooper (Orion Security/ draft-ietf-pkix-certpathbuild-00.txt )
Multi Domain PKI /
Matt Cooper

From: "Matt Cooper" <mcooper@orionsec.com>

To: <hidenori@iss.isl.melco.co.jp>, <sec@jnsa.org>, <Ryu.Inada@fujixerox.co.jp>, <shimaoka@secom.ne.jp>
Cc: "Santosh Chokhani™ <chokhani@orionsec.com>, <cwallace@orionsec.com>, <mcooper@orionsec.com>
Subject: Certificate Path Building

Date: Mon, 21 Jul 2003 13:15:29 -0400



Message-ID: <00ae01c34fab$ced36bf0$9700a8c0@hg.orionsec.com>
All,

Thank you for your interest and kind comments on the Certificate Path Building draft at the IETF meeting. | wanted to
send an email to you so that each of you would have my contact information. For those of you that asked me to review
documents you had written, if you could provide me with current versions or a URL for retrieving them, | will read them as
soon as | have time.

I look forward to hearing your comments and suggestions on the draft. | am starting working on the 01 version now and
would very much like to incorporate your feed back.

Thanks again and very best regards,

Matt Cooper

Orion Security Solutions

1489 Chain Bridge Road, Suite 300

McLean, Virginia 22101

mcooper@orionsec.com

Visit our website!

http://www.orionsec.com <http://www.orionsec.com/>

Date: Tue, 22 Jul 2003 20:55:42 +0900

From: Masaki SHIMAOKA <shimaoka@secom.ne.jp>

To: "Matt Cooper" <mcooper@orionsec.com>

Subject: Re: Certificate Path Building

Cc: <hidenori@iss.isl.melco.co.jp>, <sec@jnsa.org>,
<Ryu.lnada@fujixerox.co.jp>, "Santosh Chokhani" <chokhani@orionsec.com>,
<cwallace@orionsec.com>, mpki@jnsa.org

In-Reply-To: <00ae01c34fab$ced36bf0$9700a8c0@hg.orionsec.com>

References: <00ae01c34fab$ced36bf0$9700a8cO0@hq.orionsec.com>

Message-ld: <20030722195850.CD4E.SHIMAOKA@secom.ne.jp>

Dear Cooper,

| also thank you for your interesting documentation.
I am going to send my comments for your |-D to PKIX ML, ASAP.

My I-D is here;
http://www.jnsa.org/mpki/draft-shimaoka-multidomain-pki-00.txt

and some related documents are linked from below.
http://www.jnsa.org/mpki/

BTW, my project work was affected by your co-worker Hesse's documents.
"Managing Interoperability in Non-Hierarchical Public Key
Infrastructures”, NDSS 2002

So, we will not go in the wrong direction, | believe:)

Best Regards,

draft PKIX-WG

Date: Wed, 23 Jul 2003 12:11:58 +0900

From: Masaki SHIMAOKA <shimaoka@secom.ne.jp>

To: ietf-pkix@imc.org

Subject: Re: I-D ACTION:draft-ietf-pkix-certpathbuild-00.txt



In-Reply-To: <200307031532.LAA16682@ietf.org>
References: <200307031532.LAA16682@ietf.org>
Message-Id: <20030722191927.CD43.SHIMAOKA@secom.ne.jp>

Dear Cooper,
> A New Internet-Draft is available from the on-line Internet-Drafts directories.

> This draft is a work item of the Public-Key Infrastructure (X.509) Working Group of the IETF.
>

> Title . Internet X.509 Public Key Infrastructure:
> Certification Path Building

> Author(s) : M. Cooper, Y. Dzambasow

> Filename : draft-ietf-pkix-certpathbuild-00.txt

> Pages 159

> Date : 2003-7-3

This is an excellent trial.
Sorry for my delayed comments below.
1. path building over http

This text gives an example as path building algorithm based over LDAP.

Shall we consider also about a path building algorithm over http?

# | know and agree that basically path building is used in the environment which have directory system.

IMHO, path building over http may be achieved using cAlssuers accessMethod in AlA extension, but it only describes
single path like strict hierarchy.

2. forward direction vs. reverse direction

My basic opinion is shown below as hybrid path building.

Path building in the forward direction is very useful for tree topology that each node has unique parent.

However, when each node has plural parent (e.g., mesh PKI or bi-lateral cross-certified PKI), this method is useful only a
bit.

First, therefore, a builder SHOULD attempt to build a path in the forward direction till a self-signed certificate (or maybe
intermediate certificate issued by plural CAs).

Then, the builder MAY attempt to build the remain path either way.

2) Path building by the reverse direction

>
R P S + P +
| Trusted | | Intermediate | | Self-Signed |
| Root |---->| Certificate |----- >| Certificate | ~
Fommmmeee + L + et + |
I I
I I
v I
e + | 1) Path
| Intermediate | | building
| Certificate(*) | | by
Fom e + | forward
| | direction
I I
v I
Focmmmeeeeeaas + |
| Target | |
| Certificate |
Focmmmmemee——as +

(*) Not self-signed certificate.
# | know more consideration yet is required for this.



And this topic has one problem.

Some subordinate CA populate their CA certificate to issuedToThisCA of crossCertificatePair attribute in their own (CA)
directory entry. On the other hand, most cross-certified (not subordinate) CA also populates their cross-certificate to
same location.

When a path builder attempts hybrid building as above, the builder in second step (reverse direction) does not require
obtaining the subordinate CA information.

In almost (hierarchical) PKI, path building may finish before second step.
Only in some complex PKI, path building may need second step. Anyway, this hybrid algorithm is useful for every PKiI, |
think.

3. Static path vs. Dynamic path

Static certification path means that the client is given beforehand all certificates and all revocation information required
for path validation.

On the other hand, dynamic certification path means that the client at least must obtain some certificates and revocation
information required for path validation. Dynamic certification path may use some certificates and revocation information
in certificate store or local cache.

For a client that cannot build a certification path dynamically, we should consider static certification path, e.g., SSL/TLS
handshake.

Your I-D describes that how build a certification path, and my 'memo for mPKI' I-D aims to support how to design a
certification path.
So | hope to review our documents each other frequently.

Best Regards,

Masaki SHIMAOKA

SECOM Trust.net
System Engineering Dpt.
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1. Test Suite ?
2. Challenge PKI 2002 GPKI Test
Suite ?
2
Tim Polk 55th IETF/56th IETF  PKIX-WG JNSA  Challenge PKI 2001/2002

GPKI Test Suite
http://www.jnsa.org/mpki/ Challenge PKI Project
Tim Polk

To: tim.polk@nist.gov

Cc: nao@dit.co.jp, yas-matsumoto@secom.co.jp, shimaoka@secom.ne.jp,
sawano@orangesoft.co.jp, Ryu.Inada@fujixerox.co.jp

Subject: S/IMIME Test Suite

From: Ryu Inada <Ryu.Inada@fujixerox.co.jp>

Message-Id: <200307211757.FDE42396.BuJOBSZVE @fujixerox.co.jp>

Dear Tim.

As we talked after SIMIME WG in IETF, we are interest in NIST's S/MIME Test Suite, and want to localize(or
internationalize ?) for Japanese environments/and or to customize to fit our Test Suites.

We have some question about S/IMIME Test Suite.

1. Is this Test Suite's source code will be open to public ?

2. If 1's answer is yes, Is it possible to modify and
distribution with our Test suite ?

Thank you.

Ryu Inada
Ryu.Inada@fujixerox.co.jp






