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FY2004 Civilian Agency IT Budgets
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$5B Creation of DHS launches agency to
2nd highest IT budget
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HHS: Department of Health and Human Services

DHS : Department of Homeland Security

DOT: Department of Transportation
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Increased
Taxpayer Confidence in
Federal Government

Improve Effectiveness of Government Performance
1 1 1 1

Strategic
Management of
Human Capital
Improved
Financial
Performance
Competitive
Sourcing
Expanded
Electronic
Government
Budget and
Performance
Integration

Information Security is required to attain these objectives
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IT Security Funding
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‘04 IT Security - $4.7 B

‘03 IT Security - $4.2 B

‘02](1T Security - $2.7 B|
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Once submitted, OMB scores each business case between five and one.

Scoring Element

Score

Scoring Element

Score

Supporis the PMA Items (|A)

Risk Management (RM)

Acquisition Strategy (AS)

Performance Goals (PG)

Program Management (PM)

Security (SE)

Enterprise Architecture (EA)

Performance Based Management System (PB)

Alternative Analysis (AA)

Life Cycle Costs Formulation (LC)

OMB Clreular No. A-11 2002

Business Case (BC) Total Score=___

5 Meets program requirements, automatically recommended for funding

4 Meets program requirements and most of the business case requirements are recommended for funding and . but agency

instructed fo continue improvements in weak areas

3 Can improve to a 4 or degrade to a 2 rather easily

<3  Notrecommended for funding

lOMB Circular No. A-11 2002
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IT Security — Overall Concerns
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TRl

lllustrates the
trouble areas

and relative
magnitude

each agency
faces in
dealing with IT

security

issues.

Sources: OMEB, FSI Analysis
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“Input validation error” ,

“Access validation error” ,

“Exceptional condition handling error” ,

“Environmental error” |,

“Configuration error” ,

“Race condition” ,

“Design error” ,
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T1S 111 39
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5) MaggtEa SNV ENR, A F—Fy P EDZ DUV AT ATHKKRENTDHZ L
B> TWIRWERENREZ WD,

VER/NBOEX 2 U7 o x50 E L2 &k, A - ok ~0xkic o7
MWD L ERBBEITRETHDL, BHEOEHY — /L& LT, R/DRMA2TIZNT 720
HOIE, MEFHHERAEY —/L, RIERABRIY —L S Ay —)v, T—H « 2y U
— IR = EThH D, £, INHDOY =X, WICKRFRIZT v 7T — T A4
R D, BFOUANVAKMKY 7 N7 3T X TR Th o7z, a— NEIniRy
szt Th D,

BRTHIHLOEX=2 ) T ¢ Hifff
X2 VT 4 OFMEOHM LR, B LIZRO 4 SO#HER > TWD, (4 2DIZH
LT, KEMEFTOEF 2V 7 ¢ BIEFH ., Whitehouse D CI0, KEDEF = U7 ¢ HLH .
X2 VT A REBECO R ELEDT T A _— itz i@ L TR L)

1. WEGsPED 2224272 OS IFFRAEAFEAE L 72\ L 22472 0S D SERICIE £ 72HE 23 237 5

2. BUED 0S OMegatEz s 23y F 4 FHIFIC T X TO T AT ML 2 DIEA
AEETH D,

3. BIEODT > FUANAY 7 hUTIE, VI3 Ty —FHFAD7DH, HrLno AR
VIR T T D Ly,

4. BHED IDS1Z52DT 77— L0132 <, B TIEE K DHAKITEL S TWV2RYY,

INLDOAOOEBEME X, FEEOITEX 2V T 4 HBEEMRT D TEEBEL L,
COICRETAH LVEX 2 T AT, 0S ZEF LY, Ry F 24 THZ e (B
Xa VT AR MIRWEEET), i<W HiETH D, BETLHFIEIL 0SIT/ vy F
EHTIEVERTLHZ L7, BlITE 2R FETH S, BED 0S O—F FORE
MTNAARTAN=ThHDH, BIERELIELDT NNA ART A N—% —DOOHRBIZT D
L, w2 T g8 (RIA =0T ) NTEbnd, RIANN—v=T Lx
DFEEDAT D720, WD & A 7 & T L CHT,

200348H29HDOKET, lEFHIEDOED XA TR ENLS HBWEH ST
DO, FEL ThIz, HRITKOLEBY THD, NIST OYaigth A X X— R & fli> T~
HE. — NOWHEREZE S MagsttEofEs 1 3 3 9EFET D,
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F 2 WegtE s A 7 L Maga R

fegsteo & A 7 551 25 Jb— b OMHEIR % %8 5 s g5 MK
buffer overflow 1269 520
format string 153 70
metacharacter 155 58
race condition 145 52
boundary condition error 254 32
directory traversal (..) 309 17
Cross—site scripting (XSS) 190 14
unknown 74 7

—FEBEICY — L0y A= D FEIL, buffer overflow OFHTH Y,
Mass s 1 2 6 9T, — b DOMER A S MfagatEEns 5 2 0 ff & ERIIZZ LV, 20
O3H1HMDS 1 amme rX°8 HIZEME L7-Blaster 72 & b [AFE7 buffer overflow %
FIHL T, VAT AEELZG|IEEZI LTS, 2FHIZZWOM format string error M
FATN— N OMERZ % S MagaPEEs 7 08, k73 metacharacter 2228 2 F{ET 5 8,
4% H 7 race condition Z2W/=F¥ETS5 2. 5% HIL boundary condition error T
3 2, 6 ZBIXdirectory traversal EFEIN D dot DF L T1 7. 7 HFH L cross—site
scripting T1 4., o> TWRWFEONTHETH S,

—ERFERIEE, ZOXOSRFOZHIRVWILTHLN, FHF LIRS HE
7eMEEtE O F 0 TH D, buffer overflow (TR L CTHAEMIE L T\ 5, £ OREEE A /R
HT 5,

buffer overflow ZF|H L7z AR Ea— FOEITIL, 7 m 7T LANREITIND L X
EHSND AL v 7 EMEEIND “TalI~—nbE D EM LRV B OMRINRIED
BNEFALTWD, 07 T LNETINDLRE, 7077 LRI ETIELD
WCHE SN 7 —F VBRSNS, ZHUOOBRBIET 7T A6 LT
ERT 2% /37 A—% (argument) & ZDORAEKN T 5/37 A —% (local variable),
B, BEOH Lt ~EALE Z#EF L= return address (instruction pointer) % fE-o
THEITSIND, HBHE., ZNOOREENIAITIIND L return address T8 SHVEFEFOH Lo
DA E Y ZERHNOFATAEIZR SNETHMR S LD, Ll ZOFOH S 7B
DOFTa T LAOEY FITREENH D &, return address % local variable Off{RiEk %
BT L2WCELLTEZ CEEXT L2 ENAEETH D, % return address D=
— FOEXWHBZIIER LW a— ROFE[TERDZ LMD, buffer overflow it L7271
77 MIEF T 0T T AORNERFATRE L 2D BARICL-TIET v 7T ANRE, b
HWVNIHEIETHZ ENFRETH D, LU 6, return address & B XBYIZ H 0 HE
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L7za—RIZRETZENARETHLIRHIE, BERENTARERa— RBARERZ E LT
MEFICETINTLE D, Slammer [ZRFEINAH RNy 7 74— "—T7 0 —|Z KB5S
PRWT-HB T Z O FEEFEH L, BOPRERT S a— RE3ET3dT0W5,

Buffer Overflow

( Memory Space ) ( Detail of Stack )
T Argument I U T .t
I, Return Address \‘ Return Address
\\ Stack Data Area /' (instruction pointer)
! ’ :
~ \; - Grows Downward P I Buff.er overﬂow ...................

ﬁGMard Buffers
Heap DataA\rea\ (local variable)

Static Data Area

Program Code

6 Buffer overflow |Z X % return address OfFEE

Z DX 97 buffer overflow [Z LA RET— RDOFEITIL., 70l T720FETEZEHL T
50 SIIELL D EHA, TOREZ— FOEITEFIZIX, reteurn address DL E A
Z OIS < d D2 VIR T 2 0 FERICEBE R L A2 0 9, T, 2 OREOME
RIFIEIZR LT, O S BHIZEIEZZ % )55 (Openwall Linux kernel patch project) <°
a2 34 7 BHIZ buffer overflow %[ < & 9 72474 (GCC extensions, libsafe, propolice,
stackguard, libmib, MS .net compiler) Z#EfiL TW252, WIFh b4 56717 T A
A= FOEELBIWY BV RBRE LR D, DED | MRPH S D E TIRHI D
Z & &, Z£L T, buffer overflow &9 ILHHIRFIEIC GO LT RAMOBEITR LTI
MOHE L I EBRBEIC > TV 5D,

Bz, EITRICBITAAEY AZ v Z7NO return address ~DeE E AN I & i
MEATRS, FI7A4 23— =7 (Driverware) W95, FHLWHINESZRH L T A7
LEBAFEL TV D,
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Driverware Stack Protection

(Protected Stack by Driverware) (Attacking malicious code)

Application Application

-
Memory Space “ | Buffer in Stack
Buffer in Stack
| stack | '
I X Dummy DATA
1

A

[ | | ReturnAddress Malicious CODE!!
Call - '
Call -

Invalid Memory Acgess
only Winsock [Cwreprmoei | Notification
ction
Y] 9 User Mode
Vo]

Trap &
. Management
Loadin h 4
=

- K Kernel Mode
Driverware™ Driverware™ Process
with File System Filter with File System Filter | Handiing
NDIS
File System Driver File System Driver J‘
1 Software

Hardware
——— e I ——
m £ 3 m

Slammer
Virus

7 Driverware (2K D AKX v 7 i « Fr HHAEHE DBERE X

Driverware Stack Protection ¥ A7 AL, MEIFONN— R =7, . OS., 7V r— g
V7N 2T 2B ERT LI ERFIHTE 2B ARIEa— NI 27 LA ThH S,
TS r—g V7 h7 T buffer overflow OMETHEZEF-> T/ LTH,
Driverware Stak Protection A7 A3, 7’07 T ADOEBIRHIARIED — RETEZMHO
7D DAEEIT 2TV, RIEa— RRFEATINHENIHRE L, AMERa— FOFEITEERIC
MET D EnREE 2%,

RETDHFEF, koY 72 F v FATIERL, T2 fBRo R NTH D,
BRI DL, METLHLFET, OSEZERLEY, Ny FalhTTniadTh, OSPYv
AT LEFHZENTELMMBINFIETH D, 5%, REFELFELL TH D BRI
T DHTETHD,

KimXxftmd D e, BLLTELED A N—FEZMETLHITE, X2
T4 OBRZHRE L2 OXR AR L CTRAICHIST 2 ZLNERETH L, ERR/N—
Fyx7, V7 hoxy, EEERIHY AN EE2BE LT, VAT L& FMET R
EThHDH, HERICESEETHAN—HEEZBET ETH D,

P

HKBIZ, R L THRRTWE X2 U T %852 X LT D Air Force Office of
Scientific Research (BhA#= : AOARD 03-4049) (ZEE L £,
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1. “The National Strategy to Secure Cyberspace”. K[EBUFF

2. “National Strategy for the Physical Protection of Critical Infrastructures and
Key Assets”. NKEBKT
NISTOWEHEMEAZX—RA « —F x> (http://icat.nist. gov/icat. cfm)

. http!//'www.openwall.com/linux/
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4

5. http!//www.openbsd.org/33.html
6 . http!//www.gnu.org/software/gec/extensions.html

7 . http!//www.research.avayalabs.com/project/libsafe/

8. http!//www.trl.ibm.com/projects/security/ssp/

9. http!//www.immunix.org/stackguard.html

1 0. http://www.mibsoftware.com/libmib/astring/

11.
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/vccore/html/vclrfGSBu

fferSecurity.asp
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