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3.1

JINSA (
JINSA
1,000
3.2
( 9.1
JNSA JNSA
RISTEX 1000 RISTEX
RISTEX
3.3
3.3.1
5,
3.3.2 (
3.4
3.3.3
JNSA 190 47 24.74%
RISTEX 1,000 167 16.70%
1,190 214 17.98%
43
25 RISTEX
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RISTEX
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3.4

3.4.1
214
A
A-1 1 o

1 23 10.7%

2 5 2.3%

3 6 2.8%

4 6 2.8%

5 24 11.2%

6 91 42,59

7 2 0.9%

8 16 7.5%

9 7 3.3%

10 19 8.9%

11 11 5.1%

12 4 1.9%

214 100%]

A-1
3%
- 3%
11%
43%
Note
JINSA
43




A-2

||
31,895,663
4,084
Note
214 150
3 14
1.9
A-3

1 |1 17 7.9%
2 | 2 10 4.7
3 |39 40 18.7%
4 | 10 29 52 24.3
5 | 30 99 53 24.8%
6 | 100 299 27 12.6%
7 | 300 999 11 5.1
8 | 1,000 2,999 1 0.5%
9 | 3,000 0 0.0%
10 3 1.4%

214 100%)

A-3
1,000 2,999 1%
0% 1
300 999

5%

5%
100 299

13% 3,000

0%

39
19%
30
25%

24%




Note

83% 29 62 9
56% 29 31 9
10 99 49
1,000
-1 PC
PC |
1 1 29 5 2.3%
2 30 99 13 6.1%
3 100 299 17 7.9%
4 300 999 56 26.2%
5 1,000 2,999 62 29.0%
6 3,000 9,999 43 20.1%
7 10,000 29,999 11 5.1%
8 30,000 5 2.3%
9 2 0.9%
214 100%
B-1.  PC
1 29
20
30,000
M 30 99
10,000 &%
29,999
ot 100 299
8%
3000 9,999
[ 300 999
20% 26%
1000 2999
30%
Note
PC
5 IT < 90 >>
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Note

23

1
N e e
1 2 0.9%

2 23 10.7%

3 0 0.0%

4 81 37.9%

5 106 49.5¥%

6 2 0.9%
214 100%

38%

11%

0%
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-3 Web 1
1 0 0.0%
5 23 10.7%
3 94 43.9%
4 94 43.9%
5 3 1.4%
214 100%
B-3:Web
1%
0%
11%
449
44%
Note
Web 100%
54%
25
Web
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79

2 Web

75

Note
Web

-5 IT

80

1 66 30.8%
2 126 58.9%
3 19 8.9%
4 2 0.9%
5 0 0.0%
6 1 0.5%

214 100.0%

Note
2 90

99
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B-6

1 2.0

2 () 220

3 32.7%

Note
B-7 1 =
1 21 9.8%
2 12 5.6%
3 151 70.6%
4 18 8.4%
5 10 4.7%
212 99.1%
B-7
00% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0% 80.0%
9.8% |
[_]5.6%
] 70.6%
] 8.4%
[ 4.7%
Note
5.6 70.6
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B-8 o
C ) 5573 C )
() 6.1 (%)
567 ( )
Note
50 20
16 7 4 5 4
B-9

1 197 92.1%
2 IDS 63 29.4%
3 | bMZ 140 65.4%
4 172 80.4%
5 PC 197 92.1%
6 S/MIME PGP 40 18.7%
7 | Proxy 92 43.0%
8 0 0.0%
B-9
100.0

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0% 80.0% 90.0% %
‘ W 021}

IDS

DMZ

PC 92.1%

S/MIME PGP

Proxy

Note
PC

92.1%
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B-10

1 41 19.2%
2 98 45 8%
3 52 24.3%
4 20 9.3%
5 62 29.0%
6 36 16.8%
7 2 0.9%
B-10
0 20 40 80 100 120
‘I 41
‘ ] 98
‘ ] 52
—x
E ] 62
] 36
0:
Note
45.8
100
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B-11 o

ISMS BS7799 120 56.1% 27 12.6% 23 10.7% 44 20.6%
ISO/IEC 15408 137 64.0% 10 47% 2 0.9% 65 30.4%
128 50.8% 21 98% 14 6.5% 51 23.8%
CMM 136 63.6% 3 14% 6 2.8% 69 32.2%
B-11
0% 200 40% 60% 80% 100%
ISMS BS7799 120 - 23 | a4
102
ISO/IEC 15408 137 Il 65 -
]
a
128 .14 51 =
36
CMM 136 I 69

1998 1999 2000 2001 2002 2003

ISMS BS7799 2 6 12
ISO/IEC 15408 1 1
1 1 4 3 2 2
CMM 1 1
Note
ISMS 23 27
14 21
2004 ISO/1EC 15408  CMM
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B-12 o

21 79
35 65
34 66
14 86

B-12

0.0% 5.0% 10.0% 15.0% 20.0% 25.0% 30.0% 35.0% 40.0%

Note
RISTEX
30
20
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JNSA

C1
1 6 12.8%
2 31 66.0%
3 14 29.8%
4 6 12.8%
5 7 14.9%
6 12 25.5%
7 0 0.0%
C-2 C-1 1
1
1 0
2 0
3 1
4 2
5 0
Note
JNSA C-1
B-10
2
c-3
Note
1994 1 2000 I1SMS
2002 2003 2
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C-4

Note

11%

62%

19

1 4 10.8%
2 23 62.2%
3 1 8 21.6%
4 2 0 0.0%
5 2 5.4%
C-4:
2 5%



C-5

Note

1 32 76.2%
2 2 4.8%
3 3 7.1%
5 5 11.9%

C-5:

%

5%

12%

76%

20
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Cc-7

1 37 78.7%
2 39 83.0%
3 28 59.6%
4 27 57.4%
5 29 61.7%
C-7
0% 10.0% 20‘.0% 30.0% 40‘0% 50.0% 60.0% 70.0% 80.0% 90.0%
| 78.7%
| |
| 83.0%
| |
| 59.6%
| |
| 57.4%
‘ ‘ | 61.7%
| |
1 9 19.1%
2 8 17.0%
3 4 8.5%
1 1 2.1%
2 0 0.0%
3 2 4.3%
Note
80
60 20
10 10 1
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C-8

1 4 8.5%
2 29 61.7%
3 BS7799 11 23.4%
4 7 14.9%
5 4 8.5%
6 39 83.0%
7 () 13 27.7%
8 5 10.6%
9 1 2.1%
C-8:
0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0% 80.0% 90.0%
—J85%
161.7%
BS7799 I 234%
 ]149%
[ 185%
] 83.0%
(H ]127.7%
[ 110.6%
12.1%
Note
83
62
30
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C9 o
1 3 6.4%
2 35 74.5%
3 14 29.8%
4 24 51.1%
5 1 2.1%
c-9
0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0% 80.0%
] 6.4%
| 74.5%
|
| 29.8%
|
| 51.1%
[ ]2.1%
Note
74 51
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C-10 o

1 31 66.0%
2 35 74.5%
3 36 76.6%
4 19 40.4%
5 24 51.1%
6 15 31.9%
7 21 44.7%
8 5 10.6%
9 2 4.3%
C-10:
00% 100% 200% 300% 400% 500% 600% 700% 80.0% 90.0%
: : : : : 1 66(0%

‘ 1 74.5%

‘ T 76.6%

‘ 1 40.4%

| 151.1%

‘ 131.9%

| 1 44.7%

C————1106%
14.3%

1 2 4.3%
2 3 6.4%
3 4 8.5%
4 2 4.3%
5 2 4.3%
6 3 6.4%
7 2 4.3%

1 2 4.3%
2 1 2.1%
3 1 2.1%
4 0 0.0%
5 0 0.0%
6 1 2.1%
7 0 0.0%
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1 0 0.0%
2 0S HP 34 72.3%
3 IPA/ISEC HP 31 66.0%
4 23 48.9%
5 0 0.0%
C-11:
0.0% 100% 2008 3008 400% 500% 60.0% 700% 80.0%
0.0%
os e ] 723%
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C-12

27

1 0 0.0%
2 30 71.4%
3 12 28.6%
4 0 0.0%
5 0 0.0%
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0%
29%
71%
Note
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7 6
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C-17

Note

1 3 6.4%
2 32 68.1%
3 37 78.7%
4 30 63.8%
5 31 66.0%
6 14 29.8%
7 12 25.5%
8 12 25.5%
9 16 34.0%
10 2 4.3%
C-17.
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C-19

1 25 53.2%
2 Web 12 25.5%
3 39 83.0%
4 2 4.3%
5 22 46.8%
6 OA 24 51.1%
7 OA LAN 30 63.8%
8 34 72.3%
9 UsB 15 31.9%
10 USB 21 44.7%
11 PC OA 32 68.1%
12 13 27.7%
13 25 53.2%
14 5 10.6%
C-19:
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0.0% 20.0% 40.0% 60.0% 80.0% 100.0% Bveb
=]
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]
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44.7%
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27.1%
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10.6%
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Note

1 4 8.5%
2 Web 2 4.3%
3 2 4.3%
4 0 0.0%
5 3 6.4%
6 OA 3 6.4%
7 OA LAN 4 8.5%
8 2 4.3%
9 USB 2 4.3%
10 USB 2 4.3%
11 PC OA 3 6.4%
12 3 6.4%
13 2 4.3%
14 2 4.3%

31

1 0 0.0%
2 Web 0 0.0%
3 0 0.0%
4 0 0.0%
5 1 2.1%
6 OA 1 2.1%
7 OA LAN 0 0.0%
8 0 0.0%
9 USB 0 0.0%
10 uSB 0 0.0%
11 PC OA 0 0.0%
12 0 0.0%
13 0 0.0%
14 0 0.0%
PC LAN



C-20 ( o )
1 32 68.1%
2 29 61.7%
3 25 53.2%
4 32 68.1%
5 13 27.7%
6 23 48.9%
7 12 25.5%
8 25 53.2%
9 16 34.0%
C-20:
0.0% 20.0% 40.0% 60.0% 80.0%
\
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Note
20
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JNSA

C-22 )
1 27 57.4% 8 17.0%
2 24 51.1% 13 27.7%
3 20 42.6% 13 27.7%
4 18 383% 19 40.4%
5 16 340% 14 29.8%
6 10 21.3% 7 14.9%
7 35 74.5% 7 14.9%
8 16 340% 10 21.3%
9 26 55.3% 8 17.0%
10 13 27.7% 13 27.7%
11 38 80.9% 2 4.3%
12 42 89.4% 2 4.3%
13 17 36.2% 8 17.0%

ASP (Application Service Provider) IDC (Internet|
14 | Data Center) 11 23.4% 6 12.8%
15 8 17.0% 4 8.5%
C-22
0% 20% 40% 60%  80% 100%
— !
] | O
O
- ‘ !
—
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3.4.2 2
3 2003 2
JNSA 2003 JNSA
C
C-1
2001 2002 2003
1 7 13.0% 7 10.6% 6 12.8%
2 30 55.6% 38 57.6% 31 66.0%
3 13 241% 17 25.8% 14 29.8%
4 10 185% 14 21.2% 6 12.8%
5 12 22.2% 22 33.3% 7 14.9%
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e
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1 14 25.9% 10 15.2% 4 8.5%
2 12 22.2% 30 455% 29 61.7%
BS7799

3 3 5.6% 6 9.1% 11 23.4%
4 2 37% 7 10.6% 7 14.9%
5 1 19% 6 9.1% 4 8.5%
6 35 64.8% 50 75.8% 39 83.0%
7 ( ) 12 22.2% 17 25.8% 13 27.7%
8 2 3.7% 4 6.1% 5 10.6%
9 6 11.1% 1 15% 1 2.1%
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_—,—a—— 02003
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Note

23

35
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o o [ o
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2 37 68.5% 55 83.3% 35 74.5%
3 11 20.4% 17 25.8% 14 29.8%
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32001
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; =200
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Note
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C-8

2001 2002 2003
1 3 56% 2 30% 0 0.0%
oS HP
2 29 53.7% 50, 75.8% 34 72.3%
3 IPA/ISEC HP 40 74.1% 46/ 69.7% 31 66.0%
4 25 46.3% 27| 40.9% 23 48.9%
5 2l 37% 1 15% 0 0.0%
0%  10%  20% 30k  40%  50%  60%  70% 8O
0s HP ﬁ
E [ [ [ [ [ [ [ 02001
IPA/ISEC  HP e B 2002
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Note
2003
Cc-9 1
2001 2002 2003
1 0 0.0% O 0.0% O 0.0%
2 20| 37.0%34| 55.7%30| 71.4%
3 23| 426%27| 44.3% 12| 28.6%
4 2 37% 0 0.0% 0 0.0%
5 9 16.7% 0 0.0% 0 0.0%
0%  10% 20% 30% 40% 50% 60% 70%  80%
]
32001
m 2002
= 02003
Note
2001 2
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C-10 o

1 ISMS BS7799 14 25.9% 3 5.6%
2 ISO/IEC 15408 5 9.3% 0 0.0%
3 4 7.4% 9 16.7%
4 CMM Capability Maturity Model 8 14.8% 1 1.9%
5 13 24.1% 0 0.0%
2002
1 ISMS BS7799 21 31.8% 10 15.2%
2 ISO/IEC 15408 7 10.6% 5 7.6%
3 11 16.7% 12 18.2%
4 CMM Capability Maturity Model 9 13.6% 2 3.0%
5 1 1.5% 1 1.5%
2003
1 ISMS BS7799 12 25.5% 16 34.0%
2 ISO/IEC 15408 1 2.1% 1 2.1%
3 9 19.1% 8 17.0%
4 CMM Capability Maturity Model 1 2.1% 3 6.4%
5 0 0.0% 0 0.0%
0% 10% 20% 30% 40% 50% 60% 70%
ISMS BS7799 ﬁ—‘
ISO/IEC 15408 F

@ 2001

e —— B 2002

02003

CMM Capability Maturity Model F

Note
1SMS
ISMS 2003 60
JNSA
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C-14 o
2001 2002 2003
1 4 74% 4 6.1% 3 6.4%
2 36 66.7% 41 62.1% 32 68.1%
3 37 68.5% 47 71.2% 37 78.7%
4 36 66.7% 41 62.1% 30 63.8%
5 38 70.4% 47 71.2% 31 66.0%
6 10 18.5% 21 31.8% 14 29.8%
7 6 11.1% 17 25.8% 12 25.5%
8 6 11.1% 15 22.7% 12 2550
9 4 7.4% 16 24.2% 16 34.0%
10 6 11.1% 6 9.1% 2 4.3%
0%  10%  20%  30%  40%  50%  60%  70%  80%  90%
= | [ | |
—:'|
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C-15 o
TR TR T

1 48 88.9% 65 98.5% 44 93.6%

2 IDS 24 44.4% 29 43.9% 27 57.4%

3 DMZ 40 74.1% 53 80.3% 38 80.9%

4 39 72.2% 56 84.8% 36 76.6%

5 PC 46 85.2% 63 95.5% 42 89.4%

6 S/MIME PGP 20 37.0% 21 31.8% 16 34.0%

7 Proxy - - 21 31.8% 19 40.4%

8 3 564 1 154 0 0.0%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
E i i i

IDS
E I I I i
DMZ -
h 02001
E i i i i i B 2002
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C-19

(

]

1 33 61.1%

2 24 44.4%

3 23 42.6%

4 38 70.4%

5 23 42.6%

6 15 27.8%

7 29 53.7%

8 26 48.1%

9 22 40.7%

10 25 46.3%

11 19 35.2%

12 14 25.9%

13 13 24.1%

14 ASP (application Service Provider)  IDC(internet Data Center) 7 13.0%

15 0 0.0%

2002

1 27 409% 25 37.9%

2 26 394% 25 37.9%

3 21 31.8% 30 45.5%

4 21 31.8% 38 57.6%

5 12 182% 25 37.9%

6 5 7.6% 18 27.3%

7 44 66.7% 10 15.2%

8 20 30.3% 21 31.8%

9 38 57.6% 14 21.2%

10 9 13.6% 29 43.9%

11 56 848% 4 6.1%

12 60 90.9% 2 3.0%

13 20 30.3% 13 19.7%

14 ASP(AppIication Service Provider) |DC(Internet Data Center) 14 21.2% 15 22.7%

15 6 9.1% 9 13.6%

2003

1 27 574% 8 17.0%

2 24 51.1% 13 27.7%

3 20 42.6% 13 27.7%

4 18 383% 19 40.4%

5 16 34.0% 14 29.8%

6 10 213% 7 14.9%
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7 35 745% 7 14.9%
8 16 34.0% 10 21.3%
9 26 553% 8 17.0%
10 13 27.7% 13 27.7%
11 38 80.9% 2 4.3%
12 42 894% 2 4.3%
13 17 36.2% 8 17.0%
14 ASP(AppIication Service Provider) |DC(Internet Data Center) 11 23.4% 6 12.8%
15 8 170% 4 8.5%
0% 10% 20% 30% 40% 50% 60% 70% 80%
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E I I
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— | J 2003
ASP (Application Service Provider) IDC (Internet Data Center)
Note
2001 50
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3.4.3

2003 113
59 50 MSBlaster 60
6
No.14
e A+B  1.160.445
| < > | |
A. 240,000,000 =365 =24 > 20% > 27 147,945
| = < |
B. 27 =8 ><20 > 15,000 1,012,500
L) 6,075,000
>
<IT > |
15,000 X< 600
><|T 0.2x 27 =8 6,075,000
No.34
e 2,250,000
=< =< |
24 =8 x25 > 30,000 2,250,000
e 3,000,000
3,000,000 3,000,000
No.
1 450,000 0 54,000 504,000MSBlaster *1
2 0 0 0 OMSBlaster *3
3 1,300,000 0 3,200,000 4,500,000MSBlaster
4 1,350,000 0 3,150,000 4,500,000MSBlaster 1
5 4,500,000 0 0 4,500,000MSBlaster *1
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6 4,500,000 0 0 4,500,000MSBlaster *1
7 140,000 0 1,400,000 1,540,000MSBlaster
8 3,600,000 0 600,000 4,200,000MSBlasterR
9 1,800,000 0| 1,800,000 3,600,000MSBlaster
10 1,575,000 0 31,500,000 33,075,000 Nachi*4
11 0 0 0 OMSBlaster 3
12 13,500,000 0| 3,780,000 17,280,000MSBlaster *1
13 2,350,000 0 30,000,000 32,350,000MSBlaster
14 1,160,445 0 6,075,000 7,235,445MSBlaster
15 0 0| 0| OKLEZ *3
16 0 0 0 0SOBIG *3
17 0 0 0 OBUGBEAR *3
18 0 0| 30,000,000 30,000,000MSBlaster *1
19 37,500 0 0 37,500/Sircam
20 8,000,000 0 7,500,000 15,500,000MSBlaster
21 0 0| 0| OMSBlaster *3
22 3,750 0 0 3,750MSBlaster
23 112,500 0 225,000 337,500MSBlaster *1
DoS
24 3,750 0 0 3,750
25 600,000, 0 0 600,000MSBlaster
26 56,250 0| 0| 56,250MSBlaster *1
27 951,000 0 0 951,000MSBlaster
28 0 0 0 OBUGBEAR 2
29 15,000 0| 6,750,000 6,765,000MSBlaster *1
30 112,500 0 225,000 337,500KLEZ *1
31 900,000 0 75,000 975,000 *1
32 3,000,000 0| 0| 3,000,000MSBlaster
DoS
33 200,000 0 0 200,000
34 2,250,000 3,000,000 0| 5,250,000KLEZ
35 75,000, 0 0 75,000
36 45,000 0 0 45,000
37 0 0 0 0PC/PDA *2
38 93,750 0 62,500 156,250MSBlaster
39 1,125,000 0| 2,700,000 3,825,000MSBlaster
40 15,500,000 0 14,000,000 29,500,000MSBlaster
41 0 0 0 0SOBIG *2
42 0 0| 20,000,000 20,000,000MSBlaster
43 90,000 0 0 90,000MSBlaster *1
44 3,600,000 0 0 3,600,000MSBlaster *1
45 20,000 0 0 20,000MSBlaster
46 0| 0 0 O0BUGBEAR *2
47 0| 0 0 OKLEZ *2
48 0 0| 0| OMSBlaster *3
49 156,250 0 3,125,000 3,281,250MSBlaster
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No.

50 37,500 [ 125,000 162,500 Nachi*4
51 2,940,000 0 0 2,940,000MSBlaster

52 361,250 0 2,250,000 2,611,250MSBlaster

53 0 0| 0| OMSBlaster *2

54 18,750 0 75,000 93,750MSBlaster *1

55 45,000 0| 6,000 51,000 *1

56 1,350,000 0 218,750 1,568,750MSBlaster

57 7,600,000 0 0 7,600,000SOBIG

58 1,080,000 0| 0| 1,080,000 1 Nachi*4
59 4,500,000 0| 600,000 5,100,000MSBlaster *1

60 0 0) 0| 0BUGBEAR *2

61 1,500,000 0 0 1,500,000MSBlaster

62 10,000,000 0| 7,500,000 17,500,000MSBlaster *1

63 0| 0 37,500 37,500KLEZ *1

64 37,500,000 0 225,000,000 262,500,000MSBlaster

65 0 0| 0| OKLEZ *3

66 0 0 0 OMSBlaster

67 26,250 0 0 26,250MSBlaster

68 180,000, 0 0 180,000MSBlaster

69 1,350,000 0 36,000,000 37,350,000MSBlaster *1

70 28,125 0| 0| 28,125

71 0| 0 0 OMSBlaster *3

72 13,200,000 0 0 13,200,000MSBlaster

73 37,500,000 0 0 37,500,000MSBlaster

74 0| 0 18,750,000 18,750,000MSBlaster *2

75 72,000,000 0 0 72,000,000MSBlaster

76 0 0| 0| OMSBlasterR *2

77 11,600,000 0 0 11,600,000 *1 Slammer*4
78 45,500,000 0 0 45,500,000MSBlaster 1

79 3,899,363 0| 18,900,000 22,799,363] Welchia*4
80 0| 0 81,000,000 81,000,000MSBlaster *1

81 0] 0 0 OMSBlaster *3

82 7,800,000 0 5,250,000 13,050,000MSBlaster

83 30,000 0| 6,000 36,000MSBlaster *1

84 30,000 0 6,000 36,000 *1

85 15,000 0 3,000 18,000 *1

86 30,000 0 6,000 36,000 *1

87 24,010,000 0 12,148,000 36,158,000MSBlaster

88 30,000 0| 150,000 180,000 1 Opaserv*4
89 15,000 0 0 15,000MSBlaster 1

90 0| 0 1,125,000 1,125,000MSBlaster *1

91 900,000 0 1,800,000 2,700,000MSBlaster

92 1,350,000 0 2,160,000 3,510,000MSBlaster

93 41,250 0 0 41,250 *1

94 900,000 0 3,000,000 3,900,000MSBlaster
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No.
95 5,625 0 187,500 193,125MSBlaster
96 0 0| 0| OMSBlaster *2
97 0 0 150,000 150,000 *1
98 0 0| 0| 0 *2
99 37,500 0 0 37,500 *1 Welchia*4
100 3,750 0 0 3,750
101 0| 0 0 OPC/PDA *2
102 0 0| 0| O0BUGBEAR *2
103 0 0 0 OPC/PDA *3
104 28,800,000 0 0 28,800,000MSBlaster
Nachi,Welchia
105 225,000 0 22,500 247,500 *4
106 201,875,000 0 0 201,875,000KLEZ
107 30,000 0 0 30,000BUGBEAR *1
108 1,200,000 0 0 1,200,000
109 5,400,000 0 0| 5,400,000
110 1,350,000 0 0 1,350,000MSBlaster
111 45,000 0 157,500 202,500MSBlaster 1
112 1,350,000 0 0 1,350,000MSBlaster *1
113 22,500 0| 0 22,500MSBlaster *4
600,884,558 3,000,000 582,855,250, 1,186,739,808
|
8
>
8 >
> < T
IT 0.2
8
|
*1 30,000
*2
*3
*4
Note
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1 2 2003
1 KLEZ 207,500,000 7 29,642,857 17.5%
2 SOBIG 7,600,000 3 2,533,333 0.6%
3 BUGBEAR 30,000 6 5,000 0.0%
4 MSBIlaster 894,127,570 69 12,958,371, 75.3%
5 Sircam 37,500 1 37,500 0.0%
6 70,609,113 18 3,922,729 5.9%
7 PC/PDA 0 3 0 0.0%
8 0 0 0 0.0%
9 0 0 0 0.0%
10 DoS 203,750 2 101,875 0.0%
11 28,125 1 28,125 0.0%
12 6,603,750 3 2,201,250 0.6%
O KLEZ
B SOBIG
0%
O BUGBEAR
PC/PDA
O MSBLASTER
0%
KLEZ|| M Sircam
17%
6% sosig| | B
/ 1%
' B PC/PDA
Sircam BUGBEAR
0% 0% O
]
MSBLASTER B DoS
75%
m]
]
Note
MSBlaster 75 2003
KLEZ 2,964 2

a7



MNote

1 17,550,375 13 1,350,029
2 144,200,000 4 36,050,000
3 22,799,363 1 22,799,363
4 37,500,000 1 37,500,000
5 314,946,875 13 24,226,683
6 559,846,945 59 9,488,931
7 202,500 1 202,500
8 48,752,500 9 5,416,944
9 1,125,000 1 1,125,000
10 36,216,250 8 4,527,031
11 3,600,000 3 1,200,000
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3.5

2003 RISTEX

2003

3.5.1

H13
http://www.stat.go.jp/data/jigyou/kakuhou/01.htm

No.

161 8

635

6015 8

16

http://www.npa.go.jp/cyber/chousa/H16countermeasures.pdf

No.
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3.5.2

11

8674

MNote

161

102

2,255

414

1,114

164

924

103

5,076

5,000




MNote

11 8674 19,242
1
>
30
51 5
1 4 3,867,570] 61.1%| 8,422,537| 14.0%
5 9 1,214,145] 19.2%] 7,896,374| 13.1%
10 19 678,174] 10.7%| 9,107,494 15.1%
20 29 232,827 3.7%] 5,534,761 9.2%
5,992,716] 94.7%) 30,961,166{ 51.5%
30 49 171,322] 2.7%| 6,434,035| 10.7%
50 99 102,975] 1.6%| 6,999,666 11.6%
100 199 39,803] 0.6% 5,411,499| 9.0%
200 299 10,614 0.2%] 2,562,194 4.3%
300 11,898] 0.2% 7,789,484) 12.9%
336,612 5.3% 29,196,878] 48.5%
6,329,328 60,158,044

51

94 7
30



11 8674 829,007

6 015

MNote
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3.5.3

1 JNSA

Nimda  CodeRed

MSBIlaster
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3.6

2003
2002
2003 MSBIlaster

PC

LAN

54

LAN
LAN



4.1

RISTEX

RISTEX

MSBIlaster

55

JNSA

2003



DMZ

PC

Proxy

IDS

20%

40%

60%

80%

108
105 97.2% 92 86.8%
IDS 35 32.4% 30 28.3%
DMZ 80 74.1% 60 56.6%
101 93.5% 75 70.8%
PC 105 97.2% 92 86.8%
24 22.2% 18 17.0%
Proxy 51 47.2% 41 38.7%
0 0.0% 0 0.0%
0% 100% 120%
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19

28

57




19

28

58




59




106

108

10%

15%

20%

25%

30%

35%

40%

45% 50%

No. No. (
1 1349 600 27 513 500
2 1,000 1,000 28 1499 300
3 9284 125 29 600 500
4 158 200 30 4819 15,000
5 700 1,000 31 836 500
6 4754 2,000 32 2,822 1,000
7 1025 2,000 33 140,000 150,000
8 3800 2400 34 7155 1650
9 1476 500 35 630 23,000
10 5,000 300 36 2125 500
11 490 240 37 4489 4,000
12 5,000 1500 38 2679 500
13 2100 5,000 39 1244 1,000
14 850 300 40 10,000 3,000
15 713 300 41 3,500 2,000
16 600 150 42 1222 3,000
17 1000 50 43 2,600 600
18 8,000 2500 44 14,700 500
19 12,500 5,000 45 15 1,000
20 800 2,000 46 44300 200,000
21 4310 4,000 47 1160 1,000
22 2,000 1100 48 3515 2970
23 847 500 49 45 86
24 2179 3,500 50 105 200
25 2,330 300 51 100 300
26 700 500 323,638 450,171




No. No.
( (
1 1200 250 22 14,000 600
2 300 200 23 500 1,000
3 4,000 2,000 24 800 200
4 243 200 25 1555 3,700
5 3,786 200 26 2,700 300
6 750 500 27 1,057 500
7 292 175 28 626 200
8 1300 5,000 29 1488 500
9 270 1,000 30 2,200 100
10 10,000 100 31 7,000 4,000
11 1673 160 32 8316 5,000
12 2,445 2,000 33 24,000 5,000
13 2,745 1850 34 2,300 4,000
14 1628 1,000 35 3 50
15 2414 21,000 36 116 500
16 2847 333 37 18 100
17 3,196 3,000 38 113 2,500
18 1415 120 39 12,053 10,000
19 3191 2,000 40 15815 1,000
20 1892 110 41 70 50
21 4,000 1,000 144,317 81,498
450,171 +323,638 13,910
81,498 =+144,317 5,647
1
2.5
No0.33 46
2
No0.33 46 100,171 —+139,338 7,100
5,647
No0.33 46
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30,000

25,000

20,000

15,000

10,000

5,000
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5,000




4.2

4.1

28

c.d.

18
18

4.1

63

1.7

28



2003 MSBIlaster PC LAN
PC
PC

MSBlaster PC
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4.3

a. IDS
b.
c. ISMS
PC
d. MSBlaster
IDS
1
PC (
2
3
ISMS BS7799
4
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4.2

4.1

4.1

MSBIlaster

66

PC



142

140%

120%

7 100%

80%

60%

20%

35,000

30,000

25000

20,000

15,000

10,000

5,000

40%

40%

1 5000
11%
1 1 5000
%
52%
5000 1
22%
1000 5000
4%
1000
4%

[m]

m1000
[J1000 5000
05000 1
H1 1 5000
b1 5000
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5,000 1

40%

115
1 5000
%
1 1 5000
%
5000 1
14%
=
m1000
011000 5000
52 05000 1
1000 5000 mL L 5000
o @l 5000
1000
5%
40%
22% 40% 1,000 5,000
1
50 50
1
50
40
1 5000
1 1 5000
5%
O
5000 1 | 1000
20% 01000 5000
5000 1
52% O
[ ] 1 5000
@1 5000
1000 5000
18%
1000
0%

68

22%



5,000 1

50

67

1 5000
1 1 5000
5%
5000 1 a
13% w1000
A7 01000 5000
05000 1
W1 1 5000
1000 5000 B1 5000
224
1000
%
36
1 5000
1
sooow} n
' W 1000
01000 5000
05000 1
1000 5000 mL 1 5000
14% 57% @l 5000
1000
6%
50
20% 50 1,000 5,000
5000 1 1,000 5,000
57%
b.
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22%

14%



b.c.
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5.1

5.2

71

JNSA



5.3

Sl

PC

JNSA

PC

72

FD CD-R

PC



C
MSBlaster
PC
PC IP
IP DHCP
IP PC
PC PC
MAC MAC
PC PC
4
D 1SO9000, 1S0O14000
1SO9000, 1SO14000
ISMS

1SO9000, 1SO14000
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BCP

BCP

BCP

BCP

PC

ISMS

BCP ISMS

FAX

FAX

PC
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F Web

F
PC
F
7
G
ERP
Nimda
PC
MSBIlaster
PC
OS Widows
G MSBlaster
G PC
MSBlaster PC
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6. 2003

(2001 ) (2002 )

6.1

6.1.1
100%
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6.1.2

6.2.1

FAX
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|| ||
| ||
><|IT || |
| ( )
6.3
| |
| [+ |
| || ||
| |
4
4 [+ [+
| ( )
| ||
><|IT ||
| ( )
PC
IT
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80



No

1 DoS Dos|-
2 DoS
3 PC/PDA PC BIOS Windows
4 PC/PDA PC PC
5 PC/PDA -
6 PC/PDA
7 PC/PDA
8
9 BCC
10 CcC
11 PC -
12 -
SPAM
13 Linux -
14 - LAN

81




No

15 PC LAN
LAN
PC
16 Virus Virus
17
2100
18 PC -
PC LAN
NW
NW
19
20 ID, PC -
21 Ping -
22 -
1 50 100
23 PC
Welchia.Worm)
PC PC
24 MSBlaster PC LAN
PC
25 Windows Update
pPC
26
PC
3 PC
27 Nachi,Welchia LAN -
Windows2000PC
MS03-026
28 Windows
Windows

82




No

29

30

(ON

pPC

31

Windows Update

LAN

PC

PC

32

33

LAN

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

83




No

49

50

51

PC

LAN

52

53

Win2000 WinXP

Windows

54

(O]

55

56

PC

57

58

LAN

59

MS

PC

60

61

PC

62

MS

PC

63

64

65

84




No

66

67

68

69

70

71

MSBlaster

72

73

74

75

76

85




No

77

78

79

80

81

82

83

84

85

86

87

88

89

86




No

90

91

92

93

94

95

96

97

98

99

100

101

102

103

104
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No

105

106

107

108

109

110

111

112

113

114

115

116

117

118

119
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No

120

121

122

123

124

125

126

127

128

129

130

L1

131

132

133

89




No

134

MS
135
136 UDP
137 MSBlaster
138

90




(IPA)

RISTEX

JNSA

91

JNSA



9.1 (INSA )
( )
A

A-1 1 o
1 6
2 7
3 8
4 9
5 10

A-2
1
2

A-3 1 o
1|1 6 | 100 299
2|2 7 | 300 999
3|13 9 8 | 1000 2999
4110 29 9 | 3000
5130 99

-1 PC

1

111 29 5 | 1000 2999
2130 99 6 | 3000 9999
31100 299 7 | 10000 29999
41300 999 8 | 30000
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-3 Web

-4 PC

2 | Web
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C-1

C-2 C-1

Al W

C-3 C-1

1

94




1

C-4 (-1

C-5

C-6

95



C-7

C-8

BS7799

96




C-9

C-10

97



C-11

(O8] HP

IPA/ISEC

HP

ol | W

C-12

ol | W

C-13

ISMS BS7799

ISO/IEC 15408

CMM Capability Maturity Model

ol | W
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C-14

C-15

C-16

)

(

99



C-17

1 6
2 7
3 8
4 9
5 10
C-18
1 5 PC
2 IDS 6 S/MIME PGP
3 | DMz 7 | Proxy
4 8
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C-19

Web

OA

OA

usB

USB

PC OA

2

10

11

12

13

14

C-20

101



C-21 ( o
1
2
3
C-22
1 9
2 10
3 11
4 12
5 13
6 14 | ASP (Application Service Provider)
IDC (Internet Data Center)
7 15
8
<

102




IDS

E-Mail

E-1

)

LAN

2)

0

3)

4)

5)

E-2

i)

2)

3)

PC

E-3

E-4

E-5

E-6

3)

4)

LAN

LAN
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No.

KLEZ

E-Mail

CodeRed

SOBIG

SMTP
Windows

BUGBEAR
( )

MSBlaster

Windows RPC
Web

Windows

windowsupdates.com  DOS

Sircam

( )

Sobig

Windows

PC

PC PDA

10

11

12

13
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D-1

A-1

B-1

C-1

1)

2)

3)

4)

5)

IDS

6)

D-1

LAN

PC

1
N =

[N
— |—
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9.2 (RISTEX

(RISTEX )
( )
A
A-1 o
1 6
2 7
3 8
4 9
5 10
A-2
1
2
A-3
11 6 [ 100 299
2|2 7 | 300 999
33 9 8 | 1000 2999
410 29 9 | 3000
530 99
-1 PC
1 o
11 29 5 [ 1000 2999
2|30 99 6 | 3000 9999
3/100 299 7 | 10000 29999
4300 999 8 | 30000
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Web

PC

Web

IT

B-6
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B-7 1 o
1
2
3
4
5
T
B-8 o
« D
)
« D
B-9
1 5 PC
2 IDS 6 S/MIME PGP
3 | DMz 7 | Proxy
4 8
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-10

-11

ISMS BS7799

ISO/IEC 15408

CMM Capability Maturity Model

B-12

109
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