


3.1
3.2
3.3
3.3.1
3.3.2
3.3.3
3.34
3.4
34.1
3.4.2
3.4.3
3.5

4.1

4.2

4.3
5. 2002

5.1
511
5.1.2

52
521

53

6.1
6.1.1
6.1.2

6.2
6.2.1
6.2.2






JNSA

NTT
ELNIS
NPO (INSA)
JNSA
sec@jnsa.org
¢ Copyright 2003. NPO (INSA)



NPO (INSA) 20

JNSA JNSA
IT



2001



(1)

)

®3)

(1)

)



3.1

JNSA

3.2

JNSA

JNSA

3.3

331

3.3.2

3.3.3

IT 1T )
8.2 )
JNSA
«( )
8.1
( )
3.4
159 (121)| 53 (53) | 33.33% (4132%) | 17 (20) | 9 (1)) | 52.94% (55.00%)
20 () | 13 (4 |66.66% (80.00%) | 20 (14) | 7 (5 |35.00% (35.71%)
179 (126)| 66 (54) | 36.87% (42.86%) | 37 (34) | 18 (16) | 48.64% (47.06%)
()
37% 43%
2002

50%

JNSA



JNSA

3.34



3.4
3.4.1
66

7.6%

0.0%

0.0%

k=l l=21%)]

1.5%

4

SN

66.7%

3.0%

0.0%

0.0%

QO |N|OOD|O|B|W[IN|F

7.6%

(BN
o

e liS i E=2Ek=1 1\

13.6%

6

D

100.0%

0%

0%

2%
0%

3% 66%

Note
2001

55 2002 66
JNSA  NPO

66%



A-2

1 17,090,186
2 1,806
Note
66 100 168,694,100
1 15,470
113 C_l ”
7 6 100 1 330
A-3
11 17| 25.8%
2|2 8| 12.1%
313 9 16| 24.2%
4{10 29 14 21.2%
5/30 99 4 6.1%
6(100 299 1 1.5%
7(300 999 6 9.1%
8(1000 2999 0 0.0%
9(3000 0 0.0%
66| 100.0%
1000 2999
300 999 0% 3000
9% o
100 299
20 1
26%
30 99
6%
2
10 29 12k
21% 39
24%

10



Note

83% 29
5 7
C-4
-1 PC
1j1 29 6 9.1%
2|30 99 10| 15.2%
3/100 299 12| 18.2%
4|1300 999 11| 16.7%
5/1000 2999 13| 19.7%
6/3000 9999 6 9.1%
7/10000 29999 71 10.6%
8/30000 1 1.5%
66| 100.0%
30000 PC
o 1 29
10000 29999 9%
11%
30 99
15%
3000 9999
% 100 299
18%
1000 2999
19% 300 999
17%
Note
“ A-2-2 " PC 1
PC

11



5 8 27 Web
B-2 B-3 12 44%

-2 1
1 0 0.0%
2 1 1.5%
3 0 0.0%
4 21 31.8%
5 44 66.7%
66| 100.0%

2%

0%

32%

66%

Note
100%

“ C-15

PC

12



-3 Web
1 0 0.0%
2 3 4.5%
3 13 19.7%
4 50 75.8%
66 100.0%
Web
0%
5%
20%
75%
Note
Web
24.2%
1
13
1 1 1

13

100%



|
1 90
2|Web 85
Note
B-2 B-3
Web
C-1
1 7 10.6%
2 38 57.6%
3 17 25.8%
4 14 21.2%
5 22| 333w
6 18 27.3%
7 1 1.5%
0 5 10 15 20 25 30 35 40
——— 7
]38
117
114
]22
118
1
Note
19 3 6
10
14

14




1 1
C-2 C1 1
1 1 20.0%
2 0 0.0%
3 1| 20.0%
4 3 60.0%
5 0 0.0%
5/ 100.0%
0% 20%
0%
60% 20%
Note
A-2 1

15

100



C-3

1 1.70
2 () 56.15
3 21
Note
C-12
10%  20%
C-4
1 371 56.1%
2 44]  66.7%
3 26]  39.4%
4 21| 31.8%
5 26]  39.4%
0 5 10 15 20 25 30 35 40 45 50
T I I o
| | »
| ] 26
| ] 21
‘ ] 26
I
Note
66 4 90%

16




C-5

1 10{ 15.2%
2 30| 45.5%
3 BS7799 6] 9.1%
4 7] 10.6%
5 6] 9.1%
6 50| 75.8%
7 ( ) 17| 25.8%
8 41  6.1%
9 1| 1.5%

0 10 20 30 40 50 60

— T

130

BS77% 6

—

6

150
) 117
4
01
Note
3 2 ”

17




C-6 o

[o2)

9.1%
55| 83.3%
17] 25.8%
24| 36.4%
1.5%

[3XY

g [w[N]|PF-

Note

41%

18




Cc-7

1 8| 12.1%
2 26 39.4%
3 36| 54.5%
4 46 69.7%
5 21| 31.8%
6 16| 24.2%
7 6| 9.1%
8 19| 28.8%
9 2| 3.0%

0 5 10 15 20 25 30 35 40 45 50

————— 8

126
: 1 36
‘|21 a
116
———6
119
)
Note
C-4 90%

5

l‘7 7

19




C-8

2| 3.0%

0S HP 50| 75.8%
IPA/ISEC HP 46| 69.7%

27| 40.9%

1] 1.5%

HP

IPA/ISEC HP

Note

0S

20




C-9 1

1 0 0.0%
2 34 55.7%
3 27 44.3%
4 0 0.0%
5 0 0.0%

61 100.0%

o 0%
56%
44%
Note
0

DB

21




C-10

1|/ISMS BS7799 24| 36.4% 22| 33.3% 9] 13.6%
2|ISO/IEC 15408 33| 50.0% 6] 9.1% 5/ 7.6%
3 27| 40.9% 11| 16.7% 12| 18.2%
4|CMM Capability Maturity Model 34| 51.5% 9 13.6% 2 3.0%
5 3 4.5% 1 1.5% 1] 1.5%
0 5 10 15 20 25 30 35 40
L T T I I 24
ISMS BS7799 m 22
1SO/IEC 15408 [6) I 33
1 27
12
134
CMM 9 o
3 7]
]
Note
1SMS31 23
1SO/IEC 15408 CMM
CMM

22




c-1 ( )

1 17 25.8% 35 53.0%

2 16 24.2% 17 25.8%

3 5 7.6% 7 10.6%

4 11 16.7% 8 12.1%
0 5 10 15 20 25 30 35 40

Note
66 40 60%

23




C-12 1 o
1 4 6.1%
2 D
3 23] 65.2%
4 of 136%
5 6| o1%
< > 65 98.5%

0 5 10 15 20 25 30 35 40 45 50

—

—

] 43
1
—
Note
Cc-14
65.2% C-3
C-13 o
C ) 1497)( )
14.8|(%)
Note
26 26
9,901,481 1,59
0.016%

24




c-14

1 4 6.1%
2 41 62.1%
3 47 71.2%
4 41 62.1%
5 47 71.2%
6 21|  31.8%
7 17 25.8%
8 15 22.7%
9 16 24.2%
10 6 9.1%
0 5 10 15 20 25 30 35 40 45 50
—4
i ‘ ‘ 141
‘ ‘ 147
‘ ‘ 141
] 47
‘ 121
‘ 117
15
[ 116
16
Note
2 5
PC

25




C-15

1 65 98.5%
2 IDS 29|  43.9%
3|DMZ 53| 80.3%
4 56 84.8%
5 PC 63| 95.5%
6 S/MIME PGP 21 31.8%
7|Proxy 21 31.8%
8 1 1.5%

DS

DMz

PC

S/MME PGP

Proxy

Note
1 100% 1

Proxy

26



C-16 o
1 15 22.7%
2(Web 8 12.1%
3 45 68.2%
4 2 3.0%
5 24 36.4%
6 OA 20 30.3%
7 OA 25 37.9%
8 46 69.7%
9 14 21.2%
10 21 31.8%
11|PC OA 32 48.5%
12 15 22.7%
13 5 7.6%
14 15 22.7%
0 5 10 15 20 25 30 35 40 45 50
115
Web —— 8
145
/2
124
oA 120
oA 125
146
114
121
PC OA 132
115
——15
115
Note
70% FD PC
PC

27

22%



C-17

1 46 69.7%
2 40 60.6%
3 37 56.1%
4 37 56.1%
5 19 28.8%
6 30 45.5%
7 10 15.2%
8 27 40.9%
9 24 36.4%
Note
6
e_
C-18
1 1775 3
2 42 2
3 62 3
Note

28




C-19 (
1 26| 39.4% 25| 37.9%
2 26 39.4% 25| 37.9%
3 19| 28.8% 30 45.5%
4 17 25.8% 38| 57.6%
5 11 16.7% 25| 37.9%
6 4  6.1% 18| 27.3%
7 41 62.1% 10{ 15.2%
8 17| 25.8% 21| 31.8%
9 35| 53.0% 14 21.2%

10 7| 10.6% 29 43.9%

11 54| 81.8% 41 6.1%

12 57| 86.4% 2| 3.0%

13 19| 28.8% 13| 19.7%

14|ASP  (Application Service Provider) IDC 14| 21.2% 15| 22.7%

(Internet Data Center)

15 6] 9.1% 9| 13.6%
0 10 20 30 40 50 60
—_‘

—-‘
_
_ '
_
h ]
=
o oo ? 0
]
[
Note

Web

90%

29




3.4.2

2001 2002 1
C
C-1
2001 2002
1 7 13.0% 7 10.6%
2 30 55.6% 38 57.6%
3 13 24.1% 17 25.8%
4 10 18.5% 14 21.2%
5 12 22.2% 22 33.3%
6 14 25.9% 18 27.3%
7 3 5.6% 1 1.5%
0.0% 10.0% 20.0% 30.0% 50.0% 60.0% 70.0%
! 02001
# B 2002
Note

::5

30




C-5

2001 2002
1 14 | 25.9% 10 15.2%
2 12 22.2% 30 | 45.5%
3 BS7799 3 5.6% 6 9.1%
4 2 3.7% 7 10.6%
5 1 1.9% 6 9.1%
6 35 64.8% 50 | 75.8%
7 ( 12 22.2% 17 25.8%
8 2 3.7% 4 6.1%
9 6 11.1% 1 1.5%
00% 100% 200% 30.0% 40.0% 50.0% 60.0% 70.0% 80.0%
BS7799
02001
W 2002
)
Note
b 2 ”

31

10%




C-6

2002

1 5 9.3% 6 9.1%
2 37 68.5% 55 83.3%
3 11 20.4% 17 25.8%
4 11 20.4% 24 36.4%
5 3 5.6% 1 1.5%
0.0% 100%  200%  30.0%  400%  500%  600%  700%  800%  90.0%
d2001
m2002
Note
JNSA

32




C-8

S T
1 3 56| 2 3.0%
2 0S HP 29|  537% | 50 75.8%
3 IPA/ISEC HP 40 | 741% | 46 69.7%
4 25| 463% | 27 40.9%
5 2 3| 1 1.5%

00% 100% 200% 30.0% 40.0% 500% 60.0% 70.0% 80.0%
os W W
@2001
IPA/ISEC HP
*—‘ W 2002
Note
‘2 0S HP
C-9 1
T S N
1 0 00h| 0 0.0%
2 20 37.06 | 34 55.7%
3 23 4260 | 27 44.3%
4 2 37| 0 0.0%
5 9 167% | 0 0.0%
54 100.0% | 61|  100.0%
00% 100% 200% 30.0% 400% 500% 60.0%
2001
W 2002
/
———

Note

13 4 ” 13 5 ” O%
" 3 ”

33




C-10

CMM Capability Maturity Model #

=

R S 0
1| ISMS BS7799 14 25.9% 3| b6k 21|  3L8% 10| 152%
2 | 1ISO/IEC 15408 5 9.3% 0] 00% 7 10.6% 5]  7.6%
3 4 7.4% 9| 16.7% 11 16.7% 12| 18.2%
4 | CMM Capability Maturity 8 14.8% 1] 1o 9 13.6% 2] 30%
Model
5 13 24.1% 0| oow 1 1.5 1| 15%
00% 50% 100% 150% 200% 250% 300% 350% 400% 450% 50.0%
ISMS BS7799
ISO/IEC 15408
b 2001
k 2002

Note

10% 15%
3 5 ”

34




c-14

2002

1 4 74% | 4 6.1%
2 36 66.7% | 41 62.1%
3 37 68.5% | 47 71.2%
4 36 66.7% | 41 62.1%
5 38 70.4% | 47 71.2%
6 10 185% | 21 31.8%
7 6 11.1% | 17 25.8%
8 6 11.1% | 15 22.7%
9 4 74% | 16 24.2%
10 6 111% | 6 9.1%

40.0%

50.0%

60.0%

02001
H2002

Note

35




C-15

W T
1 48 88.9% 65 98.5%
2 IDS 24 44.4% 29 43.9%
3 | DMZ 40 74.1% 53 80.3%
4 39 72.2% 56 84.8%
5 PC 46 85.2% 63 95.5%
6 S/MIME PGP 20 37.0% 21 31.8%
7 | Proxy - - 21 31.8%
8 3 5.6% 1 1.5%
100.0
0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0% 80.0% 90.0% %
IDS bllllllllllllllllll.’
DMZ —
02001
b 2002
PC —
S/MIME PGP r—’
Note

100%

Proxy

36




C-19

2001 2002
1 33 61.1% 27 40.9% 25 37.9%
2 24 44.4% 26 39.4% 25 37.9%
3 23 42.6% 21 31.8% 30 45.5%
4 38 70.4% 21 31.8% 38 57.6%
5 23 42.6% 12 18.2% 25 37.9%
6 15 27.8% 5 7.6% 18 27.3%
7 29 53.7% 44 66.7% 10 15.2%
8 26 48.1% 20 30.3% 21 31.8%
9 22 40.7% 38 57.6% 14 21.2%
10 25 46.3% 9 13.6% 29 43.9%
11 19 35.2% 56 84.8% 4 6.1%
12 14 25.9% 60 90.9% 2 3.0%
13 13 24.1% 20 30.3% 13 19.7%
ASP (Application Service Provider)  IDC
14 | (Internet Data Center) 7 13.0% 14| 21.2% 15| 22.7%
15 0 0.0% 6 9.1% 9 13.6%
0.0% 10.0% 20.0%  30.0% 40.0% 50.0% 60.0%  70.0% 80.0%
— !
——'
—
_J
——'
— !
2001
— ! | 2002
——'
= -
Note

37




3.4.3

2001 55 33 2002
11 17% 1/4
No. (
1 40,000 400,000 400,000 1
2 30,000 60,000 270,000 330,000
3 50,000 | 150,000 25,000 175,000 2
4 40,000 150,000 150,000
5 40000 | 120,000 120,000 3
6 40,000 20,000 | 100,000 120,000
7 50,000 25,000 25,000 2
8 40,000 15,000 15,000 4
9 40,000 0 5
10 40,000 6
11 40,000 7
1,335,000
121,364
[
12 19
12 19 5 21
40,000
[ ]
(1 10 x 1 40,000
( 2)No.3 No.7
( 3 a )x (10 )x (30%)x 1 (40,000 )
( 4 (0.125 )x 3 )x1 (40,000 ) 1
( 9
( 6
7

38




MNote

2001 61% 2002 17%
141,478,800 4,715,960
1,335,000 121,364 40 1
60,000,000 400,000
(
No
1 KLEZ 4 36% 310,000 22.88%
7 FLETHEM( 3 27% 355,000 26.20%
10 2 18% 550,000 40.59%
0 0
14 SPAM 2 18% 140,000 10.33%
11 100% 1,355,000 100%
MNote
49.08% 50.92%

39




DNS 7
! 1200 IDS DMZ
Wondows

2 3,700

PC
3 600 pC

PC
4 95

IDS DMZ
5

IDS DMZ

PC
6 800
PC
7 No.3
PC
8 PC PC
PC

9 134

PC
10 983

PC
11 2,400

PC

40



PC

PC

41



3.5
IPA
16% 10,352 2001

Sircum Nimda

100% IDS 43.9%
100%

IDS

87.9%

65.2%

42



4.1
1 15 100% 50 98%
2 IDS 7 47% 22 43%
3 DMZ 12 80% 41 80%
4 12 80% 44 86%
5 PC 15 100% 48 94%
6 S/MIME PGP 1 % 20 39%
7 Proxy 3 20% 18 35%
8 0 0% 1 2%
0% 20% 40% 60% 80% 100% 120%
IDS _"
DMZ #
# 5|
PC =
S/MIME PGP
Proxy
Proxy

43




0% 10%  20%  30%  40%  50%  60%  70%  80%
0% 10% 20% 30% 40% 50% 60% 80%

70%

44




0% 10% 20% 30%  40% 50% 60%  70%  80%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

=

f—




4.2

No. () C ) (%) ()
1 100 20 1.0% 2,000
2 | 15470 1,000 0.1% 646
3 983 500 - 5,086
4 800 200 8.0% 2,500
5 95 500 30.0% 52,632
6 6,487 5,000 0.5% 7,708
7 3,700 7,500 40.0% 20,270

27,635 14,720 - 90,842
3,948 2,103 13.3% 12,977

46




15,991

No. () ) (%) ()
1 1 30 10.0% 300,000
2 30 500 10.0% 166,667
3 140 1,100 65.0% 78,571
4 400 500 30.0% 12,500
5 400 1,000 - 25,000
6 6,000 1,000 1.0% 1,667
7 1,112 1,000 20.0% 8,993
8 80 400 25.0% 50,000
9| 34 150 20.0% 44,118
10 32 800 10.0% 250,000
11 130 150 20.0% 11,538
12 980 1,000 3.0% 10,204
13 120 3,000 50.0% 250,000
14 220 3,000 - 136,364
15 5,000 10,000 3.0% 20,000
16 650 3,000 9.0% 46,154
17 250 400 2.5% 16,000
18 56 300 - 53,571
19| 551 1,000 7.0% 18,149
20 900 400 3.0% 4,444
21 2,800 1,200 2.0% 4,286
22 330 256 5.0% 7,758
23 2,100 5,500 3.0% 26,190
22,316 35,686 - 1,542,174
970 1,552 14.9% 67,051
5327 3
3

a7



1 1 7% 3 6%
2 10 67% 31 61%
3 11 73% 36 71%
4 11 73% 30 59%
5 11 73% 36 71%
6 2 13% 19 37%
7 0 0% 17 33%
8 3 20% 12 24%
9 3 20% 13 25%
10 1 % 5 10%
0% 20% 40% 60% 80%
=
e
#"
—"—'
O
]

4.1

48



4.3

49

Web



ISMS BS7799

P

140

15,470

18,000
16,000
14,000
12,000
10,000
8,000
6,000
4,000
2,000

50




70.0%
60.0%
50.0%
40.0%
30.0%
20.0%
10.0%

0.0%

18,000
16,000
14,000
12,000

10,000
8,000

P

6,000
4,000
2,000

51




5. 2002

5.1

5.1.1

100%

52



5.1.2

521

53

FAX



|| ||
| x |
x[IT x| |
| ( )
5.3
| |
| [+ |
| || ||
| |
4
4 [+ [+
| ( )
| x|
x[IT x|
| ( )
PC
IT

54



55



6.1

6.1.1 2002

5. 2002
6.1.2

4.

56



6.2
6.2.1

6.2.2

57

JNSA



JNSA

NPO

JNSA

(INSA)

JNSA

58

(1PA)

JNSA



59



8.1

PC ( B-1 )
150 2 Webl 1)
10
900
DNS SMTP 5 6 30 50
5,000
QND
700 1 1 PC )
1500 (1 1 ) 80
8000 400
800 (1 1 PC 30%) 80 Unix20 )
3000
PC900 20
PC 3,500 300 WEB
30000 ( SE )
15 8 Web 3
1
( B-2 )
10MB
MAX2MB
Notes OE
Linux sendmail
POP A-POP
Max3MB
e_
Web IMAP 7,000

60




exe

50MB
D
500KB
70
2 3MB

PC Outlook
Microsoft Exchange Server (Outlook ) POP3 IMAP
11 SES
1 1 LAN

FD
Web ( B-3 )
Web

Web

URL
Proxy NAT

1 HD ( CD-ROM )
Nimda CodeRed Slammer
Web
450
Web (
)
(
)
WEB

URL ( ) (Nimda

61




Web

Web PC ( B-4 )

100 Web 100

82.5% 7000 /8000
Web 5.7% 450 /8000

80% Web 50
90
Web 30 40
90
Web 90
50% Web 50%
5% Web 5%
( c-1 )
96
3 2000
1
1999 2000
60
2001
(

62




(2003 )
ID ID
(
)
HUB
( c3 )
IT 10 10
80 90
10
4
MS SNMP
4/
8 6
1 40 2 20
(
20
70 5
10
20
( c4 )
DB

63




Slammer

64




LAN

NDA

NDA ( )

NDA

IPA

PC

IPA

65




( c-8 )
CERT MS
Linux
HP Sun ORACLE Windows
SE
( c-9 )
PC
)
0S
Internet Linux 20
Windows 50
MS

66




DMZ

( SES )
1 2
Web Server
(
)
( c-10 )
ISMS
CMM
ISMS
P (
1 ( c-11
( )
( )
LAN
3

67




1
NW ( ) 1
( c-12 )
65 70%
WEB
FW (
)
70
( C-13
200
FW
5,000 6

68




400 3
40 25
8 10%
( C-14
PC
DS
( )
( C-15 )
DMZ PC
Linix,Solaris
CD-ROM
SSL
SSL
DMZ PC
RAS
IDS DMZ
PC Proxy
Web Traffic

69




OA
PC )
LAN ESSID WEP
(3D
)
ID IC
PC (
PC
FD PC
)
PC
PC
( C-17
Web
IT

PC

70




( c-18 )

500 100
e-Learning
4 5
30
1 ( )
WBT
4 (2 25 )
70 1
20
e- e-

100 ( )

c-19 )

IDC

71




IT ( C-20 )
)
CRM
NW
NW
NW NW
5
( )
(
From
IT
3
GW
2
KLEZ
1 PC
30
20
PC

72




H12 x97M_DIBIV Excel 400 1
FD

FD

FD
20,000 20,000

94  Yankee Doodle 100 200 )

1 ( 5 ) Klez
NW ( ) 100

10 20
2 100

8
240,000
30,000

2002 Brade 20

270,000
300,000
30,000

73




MUA GW
SQL 2 3 4
LAN
LAN
klez
(
( 5M
)
1
70 80 ( ) 1 Nimda
Slammer
DoS 1
1

74




8.2

A

A-1 1 )
1 6
2 7
3 8
4 9
5 10

A-2
1
2

A-3 o
1)1 6 | 100 299
2|2 7 | 300 999
3(3 9 8 | 1000 2999
4110 29 9 | 3000
5|30 99

75




-1 PC
1 o

111 29 5 | 1000 2999

2130 99 6 | 3000 9999

3100 299 7 | 10000 29999

4| 300 999 8 | 30000

-3 Web 1 )

-4 PC

2 | Web

76



C-1

1

C-2 C-1

C-3

77



C-4

C-5

BS7799

C-6

78



C-8

0S

HP

IPA/ISEC

HP

B~ W

79




Cc-10 o

1 | ISMS BS7799

2 | ISO/IEC 15408

4 | CMM Capability Maturity Model

c-11 ( )

Al Wl DN

C-12 1 o

C-13 o

80



C-14

1 6
2 7
3 8
4 9
5 10
C-15
°
1 5 PC
2 IDS 6 S/MIME PGP
3 | DMz 7 | Proxy
4 8
C-16 °
1 8
2 | Web 9
3 10
4 11 | PC OA
5 12
6 OA 13
7 OA 14

81




82



C-17

C-18

83



C-19

10

11

12

13

14

ASP (Application Service Provider)

(Internet Data Center)

IDC

15

C-20

IT

A~ W

84




85



No.

1 KLEZ E-Mail
()
2 BADTRANS WORM BADTRANS.A
( )
3 NIMDA
( ) IS
4 MAGISTR PE
( )
5 LAROUX EXCEL EXCEL "laroux™
C )
6 BUGBEAR
( )
7
8
9
10
11
DoS
12
13
14

86




D-1

)
)
)

(

to

(
(

to

(OMZ

)
)

(
(
(

)

EC

EC

10
11

12

13
14
15
16

17

18
19
20

87



